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Introduction Section

avtficial intelligence

is the umbrella that encompasses all these

subfields

Artificial Intelligence

 What are large language
models?

* How do they work?
* Foundation Models

* Fine Tuning Models

* Role of Open Source

is a key component of Al, fundamental building

like GPT-3, are a specific application of
ChatGPT Generative Al, specializing in natural language
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Section 2 - Implications and Opportunities for
Official Statistics

Workplace Tasks - Statistical Production -

* Communications * Survey Design

* |dea Generation * Data classification & coding

* Project Management & Planning  Validation & editing data

* Translation of (spoken) languages * Coding Helper/Coding translator

* Presentations * Updating statistical standards

* Educational Outcomes * Synthetic data generation

* Image Generation e Customised delivery and
searching of statistics
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Section 3 — Use Cases For Statistical

Organisations

ABS - Updating Statistical
Classification Definitions

CSO Ireland - Code Translation and
Explanation (SAS to R) Using LLMs

IMF — StatGPT

Statistics Canada - Report Generation
Using LLMs

Zero-Shot draft generation

Research phase ™

7: Fix the style and
formatting of the |




Section 3 — Use Cases For Statistical
Organisations -Coverage

Business Problem and Value Addition
* Preliminary Results

* IT and HR Requirements

* Quality Metrics

e Stakeholder Response

* Barriers

* Risks and Mitigations

* Next Steps & Other Potential Use Cases
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Section 4 — Risks And Mitigation Measures

Ethics - Application of UN Al
rinciples to LLMs

ccuracy and Lack Of Validation
rivacy & Security Concerns
Copyright & Legal Issues

Lack Of Literacy & Understanding

(«) CEB

UN System Chief Executives Board for Coordination

Home > Products

Products Reports

Principles for the Ethical Use of Artificial
Intelligence in the United Nations System

Prompt Injection

This manipulates a large language
model (LLM) through crafty inputs,
causing unintended actions by the LLM,
Direct injections overwrite system
prompts, while indirect ones manipulate
inputs from external sources.

Sensitive Information
Disclosure

LLMs may inadvertently reveal
confidential data in its responses,
leading to unauthorized data access,
privacy violations, and security
breaches. Its crucial to implement data
sanitization and strict user policies to
mitigate this.

OWASP Top 10 for LLM Applications

Insecure Output
Handling

‘This vulnerability occurs when an LLM
output is accepted without scrutiny,
exposing backend systems. Misuse
may lead to severe consequences like
XSS, CSRF, SSRF, privilege escalation, or
remote code execution.

Insecure Plugin
Design

LLM plugins can have insecure inputs
and insufficient access control. This
lack of application control makes them
easier to exploit and can resu
consequences like remote code
execution.

Training Data
Poisoning

‘This occurs when LLM training data is
tampered, introducing vulnerabilities or
biases that compromise security,
effectiveness, or ethical behavior.
Sources include Common Crawl,
WebText, OpenWebText, & books.

[ Luvoe J
Excessive Agency

LLM-based systems may undertake
actions leading to unintended
consequences. The issue arises from
excessive functionality, permissions, or
autonomy granted to the LLM-based
systems.

Model Denial of
Service

Attackers cause resource-heavy
operations on LLMs, leading to service
degradation or high costs. The
vulnerability is magnified due to the
resource-intensive nature of LLMs and
unpredictability of user inputs.

Overreliance

Systems or people overly depending on
LLMs without oversight may face
‘misinformation, miscommunication,
legal issues, and security vulnerabilties.
due to incorrect or inappropriate content
generated by LLMs.

Supply Chain
Vulnerabilities

LLM application lifecycle can be
compromised by vulnerable
components or services, leading to
security attacks. Using third-party
datasets, pre- trained models, and
plugins can add vulnerabilities.

Model Theft

This involves unauthorized access,
copying, or exfiltration of proprietary
LLM models. The impact includes
economic losses, compromised
competitive advantage, and potential
access to sensitive information.
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Considerations

* Governance

* Engagement with tech companies

* Considerations around open access
* Communications with the public

e Future Works & Suggestions
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Closing Considerations



Closing Considerations

Still ‘Phase 1’ of LLMs

Analogy of mobile phones.

Early days of mobile phones -

* Considered for conversation only

* Move from ‘big” models to small models
with same/better performance

» Consolidation (e.g. Apple/Android)
e Underestimation of future implications

* For statistical organisations, decisions
likely to move from ‘how can we use’ to
‘how much impact’ will it have for us....
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