
Trade Digitalisation:
TradeTrust
Transform the way you trade



Vision: To build a dynamic digital economy and a cohesive digital society that is driven by an exceptional infocomm and media ecosystem

Digital Inclusion
A safe and inclusive Digital Society, where all 

Singaporeans can participate in the digital 
future and embrace digital for life. 

Transform Singapore’s Economy through Digital 
Build a Cohesive and Digitally 

Inclusive Society

Social cohesion 

Digital Infrastructure 
World-leading, future ready, 

secure and trusted.

Digital Regulation
Progressive regulations that 

build a trusted digital space for 
innovation, and a safe digital 

space for citizens

Regulatory

International
Create & expand our geo-political and economic space

Digital Innovation
World class research and cutting-edge technology that drive product/service 

innovation and sector transformation

Digital Workforce
Local core that is globally competitive

Digital Enterprises
Capability and confidence to use Digital to transform business models and stay 

competitive

Economic

Powering the Media Sector
Capture economic value and buzz for Singapore on the global media stage

IMDA as ARCHITECTS OF SINGAPORE DIGITAL FUTURE
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TRADE DIGITALISATION TO ADDRESS DIFFICULTIES WITH PAPER IN CROSS BORDER TRADE
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Just 1 shipment involves
▪ Many parties across different sectors
▪ Many exchanges of information 
▪ Many silo systems
▪ Up to 50 sheets of paper, exchanged up to 30 

different stakeholders^

Complexity of Cross-Border Trade

Info exchanges

Inefficient

Fragmented 
Systems 

• Manual handling
• Vulnerable to fraud

• Costly connections
• No interoperability

Cost of documentation 
is 20%* of cost of 
shipping 

This inefficiency is costly

20%

*Maersk and IBM’s Paper Trail Research in 2014 ^McKinsey Study in 2022

Shipping Cost

Benefits of Digitalisation^

Direct Costs 
Saving

Indirect Benefit to 
Shipping Ecosystem

New Global Trade 
through adoption of 
eBL in international 

trade

US$6.5bn

US$15.5bn

US$30bn-40bn



WHY HASN’T TRADE DIGITALISATION TAKEN OFF?

Trust Deficit
• Transactions between companies with limited touchpoints 

• Companies forced to adopt paper as the most interoperable medium but 
struggle with determining authenticity and source of documents

Digital Maturity Varies across Ecosystem
• The entire ecosystem is at various stages of development

• If one part of the chain is paper, all other documents revert to paper

Siloed Ecosystems
• Existing technology solutions and platforms are generally not interoperable

• Fractured ecosystem. Parties forced to choose one or multiple systems

Legal Validity of Electronic Documents
• Until recently^, only paper Transferable Documents were legally valid under 

statute law 

• Therefore, transfers of title ownership via such documents could not be 
performed electronically

^Singapore’s 2021 amendment of its Electronic Transactions Act (ETA), one of the first few internationally, enables the creation and use 
of ETRs such as electronic Bills of Lading (eBLs), empowering practitioners to reap the benefits of digitalisation more easily.

Existential Symptoms and Issues to Digitalisation
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TRADETRUST’S 3 KEY FUNCTIONALITIES: AUTHENTICITY, SOURCE & TITLE OWNERSHIP FOR TRADE DOCUMENTS

TradeTrust is designed to provide industry the means to verify the authenticity and source of a document, as well as to create 
Electronic Transferable Records (ETRs) that are functionally equivalent^ to their paper versions (e.g. able to effect title transfers).

• Uses Decentralised Identifiers 
(DID) and digital signatures to  
verify the source and 
authenticity of documents.

• Uses Blockchain to create Non-
Fungible Tokens (NFTs) to 
represent title ownership and 
enable transfers from one party 
to the next.

Core-Tech of TradeTrust

^Singapore’s 2021 amendment of its Electronic Transactions Act (ETA), one of the first few internationally, enables the creation and use 
of ETRs such as electronic Bills of Lading (eBLs), empowering practitioners to reap the benefits of digitalisation more easily.

Verifiable Document
e.g. Certification, Licenses, Packing 

List, Purchase Orders, etc.

Transferable Documents
e.g. Bill of Lading

Verifying using DID* 
and digital signature

Using Non-Fungible 
Tokens (NFT) and 
smart contract

*Decentralized Identifiers (DID) are a new type of unique cryptographically verifiable identifiers that are designed to be decoupled from 
centralized registries, identity providers and certificate authorities

Authenticity
Any tampering 
would be evident

Source
Genuine creators 
of documents like 
Carriers, Govt 
authorities

Title Transfer
Legally-valid 
Performance
Obligation Transfer

1 2 3
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WHAT IS TRADETRUST?

TradeTrust is a framework that comprises globally-accepted standards that connect governments and businesses to a public 
blockchain to enable trusted interoperability of electronic trade documents across digital platforms AND it is offered as a digital 
utility. 
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4 Key Components of TradeTrust

1

3 4

Legal Harmonisation

Standards Development

Software Components

Provide legal validity for 
electronic negotiable 
documents through 
compliance to MLETR 
requirements

Develop international 
standards that TradeTrust 
complies to

A set of open-source 
software code that can easily 
integrate backend solutions 
to the TradeTrust network

Accreditation Framework
Certify technical solutions 
meet the requirements of 
the law 
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START AT THE END STATE - INTEROPERABILITY IS THE KEY
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3 aspects of Interoperability What is our approach?

Technical Semantic/Data Users to choose from industry data 
standards like DCSA’s and BIMCO’s

Protocols Making Verifiable Documents (VDs) 
and Electronic Transferable Records 
(ETRs) portable and effective across 
systems

Legal (for ETRs) Current: Contractual Agreement

Future: Statutory (Electronic 
Transactions Act (ETA))

*Examples of ETR - eBL, Promissory Note, Warehouse Receipts

Digitalisation Journey

Paper Medium Fully Digital

It is imperative that any solution bridges the digital divide, allowing 
participants from all levels of digital maturity to participate equally.

Digital-Paper ‘bridging’
(to facilitate change management)



8^MLETR = Model Law on Electronic Transferable Records published by United Nations Commission on International Trade Law in Sept 2017

TRADETRUST DESIGN PRINCIPLES

Open-Source
Full transparency for 

faster adoption

Payload Agnostic
No data format or 

standard restriction

Data Off-Chain
Preserves data 
confidentiality

Public Blockchain
No central governance 

authority

MLETR^-Compliant
Meet the requirements of the law

(for electronic negotiable documents)

Supports:

UN Sustainable 
Development Goals 
(SDGs)

Built on:

*https://digitalprinciples.org/

Aligned to: 



TRADETRUST FRAMEWORK IS ACCESSIBLE TO ALL

Blockchain Layer
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Payload
Agnostic

Documents

Document
Verification

MLETR 
Compliant

Title Transfer

Distributed
File Store

Seamless Exchange
Paper      Paperless

Identity
Resolver

(Verifiable Claim)

Smart
Contracts

Connectors API

…

…

[Business-Led]

[Government-Led]

Application Layer



VERIFIABLE DOCUMENTS’ INTEROPERABILITY

Pref Cert of Origin 
Issuer

Exporter

1. Apply for CO

2. Generates digitally 
signed CO (TradeTrust 
document) and issues 

the CO to Exporter

Customs

3. Forward digitally-signed CO and other trade 
documents via conventional methods (e.g. as email 

attachment, file transfer, portal upload, data-sharing 
platform, API, etc..)

Importer

5. Submit import Declaration and provide 
digitally-signed CO and other supporting 
documents (TradeTrust documents or PDF)

6. Verifies digitally-
signed CO and extracts 

data from TradeTrust 
documents for 

automated processing

4. Verifies (automated or 
manual) digitally-signed CO 

w Issuer’s DID

Trader
ERP System

Documentation system Marketplace Platform National Single Window

0. Issuer sets up own 
Decentralised ID 
(W3C’s DID Standard)

…
LEGEND:

Public Blockchain 
Nodes

TradeTrust Open 
Source software

TradeTrust activity

Non-TradeTrust
activity

ENDSTART

Key benefits of such a decentralized verifiable architecture are: 
1. Removes the need for expensive data exchange infrastructure to be put in place in between 

exchanging parties.
2. Remove tight coupling and inter-dependencies between exchanging systems. This means exchanging 

parties can proceed to upgrade and make changes to their IT systems at their own pace according to 
their own priority. 

10

Public Blockchain 
(TradeTrust network)

For doc creation, no 
writing to blockchain 
= No gas fees!



DEALING WITH TRANSFERABLE DOCUMENTS (BL AS EXAMPLE)

TITLE ownership
(on Public Blockchain)

BL Data
(in .TT File)

Title ownership
BL Data

Paper Transferable Instrument Electronic Transferable Record
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TRANSFERABLE DOCUMENTS’ INTEROPERABILITY

Public Blockchain (TradeTrust network)

1. Carrier

2. Seller 

3. Trader

8. Buyer

6. Govt Authority
Non-Blockchain-based 

National Single Window

Non-Blockchain 
based Bank Portal

Non-Blockchain 
based Doc System

Blockchain-based 
Platform for Buyers 
& Sellers

5. Bank
Non- Blockchain-based 
Platform for Banks
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Transaction 
info on chain

Transaction 
info on chain

4. Bank

7. Bank

STARTEnd
Blockchain-based 

Platform for Buyers 
& Sellers

Various coloured circles denote 
the different computer systems 
used by the respective trade 
players

Reading and updating of 
Title Ownership

Reading and verification 
of Title Ownership

LEGEND:
Transport of electronic 
documents containing BL 
data (e.g. platform, email, 
portal)

Public Blockchain Nodes

TradeTrust Open Source 
software



Impact

USE CASES

● Increase productivity and optimise asset 
utilisation through land logistics efficiency

● Lower overhead cost of paper and reduce 
unnecessary demurrage and detention charges 
of holding cargo due to delay in documentation

● Who can benefit? 
Shippers, Consignees, Carriers, 3PL agents, 
Borders Control Authority, Port Operators, 
bunkering service providers

● Improve operational efficiency through faster 
transfers of title and other documents digitally 
and automate document validation 

● Reduce risk of trade finance fraud and increase 
confidence in financing

● Who can benefit? 
Financing Banks, Exporters, Importers, Carriers, 
Insurers, Surveyors  

● Improve service offerings through the 
development of innovative digital products and 
services using TradeTrust open-source code

● Increase new business and partnership 
opportunities to drive a vibrant digital economy

● Who can benefit? 
Platform providers in bunkering, trade 
compliance, FinTech, Digital Art, Supply Chain, 
Logistics Services, Certification and Licenses 
Issuance

Use Case A
Trade Finance

Use Case B
Trade & Logistics

Many Other Use Cases…
Tech/Platform Service Providers
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GLOBAL PARTNERSHIPS

c

c

c

BUSINSS SOLUTION PROVIDERS
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INTEREST FROM NOTABLE INSTITUTIONS GLOBALLY

https://mag.wcoomd.org/magazine/wco-

news-94/tradetrust-accelerating-the-

digitalization-of-international-trade

www.weforum.org/agenda/2017/02/blockch

ain-trade-trust-transparency

www.wto.org/english/res_e/publications_e/

wcotech22_e.htm

https://iccwbo.org/publication/standards-

toolkit-for-cross-border-paperless-trade

www.tradefinanceglobal.com/posts/imda-

tradetrust-interoperability-framework-road-

to-achieving-cross-border-paperless-trade

unece.org/sites/default/files/2022-

06/010_Verifiable-Credentials-CBT.pdf

www.unescap.org/events/2022/towards-

globally-harmonized-standards-digital-

trading-system

www.businesstimes.com.sg/opinion/the-

brave-new-world-of-electronic-transferable-

trade-documents

www.businesstimes.com.sg/opinion/singapo

re-at-the-helm-of-digital-trade

www.blackstonegold.com/bt-the-brave-new-

world-of-electronic-transferable-trade-

documents

www.ft.com/content/05504fcb-11e6-47a0-

8860-7d156d1d82ab

www.wto.org/english/res_e/publications_e/

tradtechpolicyharddigit0422_e.htm
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www.businesstimes.com.sg/opinion-

features/turning-point-cheaper-faster-and-

more-sustainable-global-trading-system

unece.org/trade/documents/2023/09/white-

paper-transfer-model-law-electronic-

transferable-records-compliant
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TradeTrust has been featured by international organisations such as: 

1) ICC and WTO: ICC DSI and WTO’s Standards Toolkit for Paperless Trade.
2) WTO/WCO Report on Disruptive Technologies(2022)
3) WTO-WEF TradeTech Report (2022) 

INTERNATIONAL RECOGNITON OF TRADETRUST IS GROWING

July 2022
Publication of 
eData VC for 
Cross-Border 
Trade, with 

OA/TT listed as 
Recommended 

Solution

September 2022
Winner of APTFF 

2022 - Trade 
Facilitation 

Innovation Award 

Jan 2023
OA (which TT is 

built upon) 
recognized as a 

Digital Public 
Good (DPG)*

March 2023
WSIS GovStack
Digital Service 
Design Special 

Prize

*https://digitalpublicgoods.net/digital-public-goods/
DPG Alliance Board: UNDP, UNICEF, German Federal Ministry for Economic Cooperation and Development (BMZ), iSPIRIT, Norwegian 
Agency for Development Cooperation (Norad), Sierra Leone Directorate of Science, Technology and Innovation (DSTI)

September 2023
Publication of 

Transfer of 
MLETR –

Compliant Titles

September 2023
Runner-Up for 

SDG Digital 
GameChangers 

Award 2023

https://digitalpublicgoods.net/digital-public-goods/


CALL TO ACTION

1) Use TradeTrust to co-create

tradetrust@imda.gov.sg

If you’re from:
a) Shipping lines
b) Shippers/Consignees
c) Logistics Service Providers
d) Financial Institutions providing Trade Financing Service
e) Govt Authorities involved in cross-border matters

For more info, contact us at:

If you’re from:
a) Tech Companies
b) Business Solution/Platform Providers

Useful URLs:

Reference Implementation Website: https://tradetrust.io/
Docs: https://docs.tradetrust.io/
Source code: https://github.com/TradeTrust

2) Incorporate TradeTrust code into your Applications
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TRUST

Logistics/FF

Insurance

Road

Air 
Carrier

Chambers of 
Commerce

Surveyors

Competent 
Authorities

Bank

Rail

Customs

Broker



THANK YOU
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