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Introduction
The growing demand for detailed statistical data requires the use and
promotion of Statistical Disclosure Control (SDC).
The staff of national statistical institutes (NSI) should have a broad
knowledge of various SDC methods and tools, be able to apply them
to obtain sufficiently safe and useful data to be released.
Newly employed NSI staff could benefit from SDC training, which should
include an overview of basis SDC problems.
The knowledge of efficient ways of protecting the privacy of data stake-
holders or customers is also important for many data custodians, who
collect data to perform their activities and tasks.
Users of statistical data (students preparing e.g. diploma theses, scien-
tists, analysts, etc.) should also be aware of the benefits, drawbacks
and expected effects of SDC methods.
We will present various ways of disseminating knowledge about data
privacy protection and SDC among these target groups that have alre-
ady been applied or that will be introduced in the near future in Poland.
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Training of experts
Basic assumptions

SDC education should start with NSI staff responsible for efficient data
protection. The goal is to provide them with a broad knowledge of SDC
and how these methods can be applied to survey data in order to maxi-
mally protect the privacy of respondents while simultaneously ensuring
the maximum utility of data for end users.
Basic knowledge of SDC should also be disseminated among data users
and taught to people who handle statistics, e.g. data managers in va-
rious institutions and economic entities.
In Poland, there is a dedicated team responsible for SDCmethods, which
prepares the principles and guidelines on how to conduct the SDC pro-
cess in various surveys. Moreover, units responsible for particular su-
rveys should have their own methodologists responsible for SDC.
To ensure that all NSI units in Poland have the required knowledge of
SDC, a series of trainings have been conducted. They mainly took place
in 2019 and were divided into basic and advanced courses.
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Training of experts
Basic training for NSI staff

General concepts and definitions
Regulations and principles used in the international practice of SDC
Basic types of disclosed information – tabular data and microdata
Disclosure risk and information loss (disclosure scenarios; individual,
global and hierarchical risk; measurement of risk; information loss due
to the application of SDC; ways ofmeasuring information loss; the trade-
off betweenminimizing disclosure risk andminimizing information loss)
Mainmethods of protecting sensitive information in frequency andma-
gnitude tables (non-perturbative and perturbative)
SDC methods and techniques for microdata (non-perturbative and per-
turbative)
Software used for protecting statistical confidentiality (τ-Argus,µ-Argus,
R tools, etc.)
Problems connectedwith the preparation ofmicrodata for external users
(public use files) – e.g. data from the LFS or EU-SILC.
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Training of experts
Advanced and other trainings within NSI

The advanced training included specific methodological and technical
problems of SDC and practical exercises, i.e.:

application of dedicated R packages – e.g. sdcTable and sdcMicro,
methods of generating synthetic microdata and new algorithms for
protecting statistical confidentiality, e.g. the cell-key method,
problems connected with the preparation of microdata for external users
(PUFs), e.g. from the LFS or the EU-SILC,
methods of protecting statistical confidentiality of census data.

The third training featuring similar issues but in amore condensed form
was addressed to members of the expert team, who were planning to
use the presented methods and tools in their daily work but faced pro-
blems such as insufficient experience in the use of R, the lack of com-
petent and experienced staff in the use of SDC.
Recently SDC training has been offered in the form of direct individual
consultations or on-line sessions. The Team for Methods of Statistical
Disclosure Control is preparing special guidelines on SDC for NSI em-
ployees (Statistics Poland (2023)).
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SDC issues for new employees of official
statistics
SDC in preparatory service

Preparatory service training for people employed in public administra-
tion includes learning about basic mechanisms and rules that govern
specific public agencies and consists of two parts: obligatory (divided
into basic and extended) and optional
Since 2021, the methodological aspects of SDC have been covered as
part of topic 3 (principles of organising statistical surveys). The section
Confidentiality and utility of output data in official statistics includes:

the legal basis of statistical confidentiality
anonymisation and pseudonymisation
aims and basic concepts of SDC
disclosure, disclosure risk and information loss
user as an analyst and user as an intruder
the SDC process, its components and stages
SDC for microdata, tabular data and statistical outputs.

The effectiveness of the training is evaluated by means of a quiz to
check if the knowledge has been properly acquired.
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Education of potential data users and other
stakeholders
A monograph aimed at popularizing SDC

The knowledge of SDC needs to be broadly disseminated not only among
NSI staff but also among various data holders responsible for the pro-
tection of data confidentiality, users conducting analyses based on sta-
tistical data as well as people who collect any kind of sensitive data as
part of their own research.
In an effort to make such knowledge easily accessible, a group of NSI
employees from the Statistical Office in Poznań have prepared a hand-
book (Młodak et al., 2023).
The monograph is an attempt to provide a comprehensive description
of all aspects of SDC, including the goal and definition of statistical
disclosure control, its formal and legal principles and types of released
data (including metadata, paradata and other data).
The disclosure process, types of data users, typologies of statistical
outputs with respect to the protection of sensitive information and the
trade-off between disclosure risk and data utility are explained.
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Education of potential data users and other
stakeholders
A monograph aimed at popularizing SDC

Themonograph describes SDCmethods formicrodata, tabular data and
output checking, presenting characteristics of each type of data, their
sources and fundamental principles of their protection, mathematical
methods and IT tools used for this purpose as well as organisational
and technological aspects of releasing statistical data, which are asso-
ciated with the risk of unit re-identification or disclosure of attribute.
The main purpose of SDC is to achieve an optimal trade-off between
minimisation of disclosure risk and information loss. Therefore, the au-
thors of the monograph pay a lot of attention to the problems of me-
asuring these quantities (in the case of disclosure risk – in the context
of internal and external risk)
Themonograph provides numerous examples showing how to construct
such measures and how to interpret them; the examples demonstrate
the usefulness of various measures for different use cases of released
data, including measures of estimation precision.
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Education of potential data users and other
stakeholders
A monograph aimed at popularizing SDC

Fig. 1: The monograph’s cover page (in Polish) & the first page of the
summary (in English)
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Education of potential data users and other
stakeholders
Support for students

It is worth noting that many students, when writing their theses (BSc.,
MSc., PhD) or other studies not only rely on available data from various
sources but conduct their own polls, experiments or other surveys. Data
collected in these polls may also contain sensitive information, which
should be properly protected.
Graduates can also use data provided by official statistics or other cu-
stodians as part of their work.
Poznań University of Economics and Business (PUEB) has included a
special course about statistical disclosure control in the curriculum (to
start in 2024/2025). Its aims are:

to familiarise students with key issues and concepts connected with the
protection of data confidentiality
to present methods and techniques that help to maintain confidentiality
of released data
to teach them how to use dedicated software when working with
sensitive information.
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Education of potential data users and other
stakeholders
Support for students

The detailed syllabus of the course includes the following topics:
protection of data confidentiality – aims and basic principles
definition of basic concepts
typology of output data
legal solutions and formal or ethical principles used in international
practice regarding the protection of data confidentiality
measurement and assessment of the risk of disclosure of confidential
information depending on the type of output data
non-perturbative and perturbative methods and techniques in SDC
information loss and its measurement
an overview of selected software used in the SDC process.

This lecture/course is conducted by experts in the field. The training
coverage may expand in the future.
Diploma thesis supervisors should pay special attention to the quality
of data obtained by students and how it is affected by SDC and instil in
them the need to protect sensitive information included in the data.
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Concluding remarks
Concluding remarks

One of key tasks of modern statistics is to educate as many people as
possible about the aims, rules and variety of SDC methods. Initiatives
and ideas presented so far have already been implemented and can
potentially reach many people.
One can also think of other ways of promoting SDC among various data
holders, such as handbooks and guidelines disseminated among em-
ployees, organising internal trainings and lectures, providing assistance
or consultations, if necessary. Currently, activities in this regard (apart
from the SDC User Group within the Centre of Excellence) are still far
from sufficient.
Students’ education in SDC is very important. However, pupils in secon-
dary schools also learn fundamentals of statistics and conduct simple
data analyses and hence they should also become basically familiar
with it. One way in which this can be achieved is by organising compe-
titions, such as the European Statistics Competition or national compe-
titions in statistics held in various countries (e.g. the annual Statistical
Olympiad held in Poland since 2016). It would be good if such compe-
titions included problems related to data protection and SDC.
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