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Three major challenges have obstructed global trade and supply
chain digitization:

1. Global identification of trade parties
2. Establishing and maintaining trust at the distance

3. Mutual understanding and common semantics

An emerging technology stack is proving to solve these challenges
by applying cryptography and international and W3C web
standardization:

1. JSON Linked Data
2. Decentralized Identifiers

3. Verifiable Credentials




Challenge 1: Interpreting Data
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The heterogeneous environment of international trade
makes it particularly difficult to ensure that the meaning of rade Sattement Paymant
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Challenge 2: Global Trade Identification
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The prevalent "2nd generation" digital identification is based on federation. There are
large Identity Providers, especially for personal identification.

Commercial organization identifier registries do exist, but are not commonly used
for federated authentication.

State-governed Identity Providers do exist, but are almost entirely recognized
within that country.

A federated approach does not scale: everyone recognizing everyone else's
Identity Providers is an exponentially complex problem.

Even if it was possible, the Identity Provider model in unattractive because:
* The 3rd party Identity Provider gains trade secret insights

* Granting an identifier monopoly tends to not benefit users

* Centralization entails a single point of failure

The problem extends beyond Parties: products, shipments, orders, consignments,
devices, equipment, etc. GS1 and BIC are noteworthy successful identifier registries in
some of these domains, but for identifiers not authentication.

Sign in with Google

Sign in with Facebook

Sign in with Apple

Sign in with Twitter

Sign in with email



Challenge 3: Establishing Trust
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Spanning cultures, political environments and jurisdictions, makes it hard to
establish and maintain trusted business relationships in international trade. Trust
today in large part rides on personal relationships, which are costly and fragile.

Even assuming a trusted relationship, how can you be sure that a set of claims are in
fact representing the business partners intention? We are used to signed paper
documents, backed by international law. PDFs is the intuitive way to "digitize", but is
a mirage:

* Does not enable automation
* Data security based on human judgement

Commercial platforms approach this challenge by signing into a walled-off
contractual environment which:

* Islimited to a particular part of the business process
* Is not globally scalable

* Trustis lost when data leaves the platform
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JSON Linked Data is a standard for overlaying normal API

JSON with RDF in a non-breaking manner. This is done by
literally adding a context to the raw data. This defines the
types and identifiers of the data by use of web URIs.

For example, a "consignment" attribute would be defined as
https://vocabulary.uncefact.org/Consignent.

JSON-LD enables:

 When the data sender is explicit about the meaning of
data, no further interpretation is needed downstream.
Interpret once, understand everywhere.

Explicit semantics and standard syntax makes the data
directly machine readable. For example, RDF fits directly
into data graph which enables advanced data analysis.

You can try expanding a JSON-LD file here.

https://vocabulary.uncefact.org/Consignent
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https://www.w3.org/TR/json-ld11/
https://vocabulary.uncefact.org/Consignent
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Decentralized Identifiers are based on the model that
the controller of an identity keeps a private key
which is used for authentication, assertions and
other use cases.

All DIDs resolve to a DID Document, which include
the corresponding public key. This way, anyone can
verify that an entity claiming to control a given
identifier indeed holds hold its private key.

This removes the need to map
between multiple identity provider representations;
the DID is essentially its own Identity Provider.

Sample DID Document for
did:web:transmute.industries

You can try resolving it yourself here.

{
"@context”: [
"https://www.w3.org/ns/did/v1",
"https://w3id.org/security/suites/jws-2020/vl’
1.
"id": "did:web:transmute.industries”,
"yerificationMethod": [
{
"id": "did:web:transmute.industries#z6MksCkfm4ETCDZsbE1AftIidLk24T4XLgaNNGesgiXSoQHVE"
"type": "JsonWebKey2020",
"controller": "did:web:transmute.industries",
"publicKeyJwk": {
"kty": "OKP",
"crv": "Ed2551%",
"x": "vHCVLS-AwbLXS4J OkDlkvvPtoS8rBEC4irg8yINUz4n™
}
}
1.
"assertionMethod": |
"did:web:transmute.industries#z6MksCkimdETCDZsba1AftI1dLk24T4XLgaNNGsgiXSoQHvE"
1.
"authentication": [
"did:web:transmute.industries#z6MksCkimdETCDZsba1AftI1dLk24T4XLgaNNGsgiXSoQHvE"
1
}


https://www.w3.org/TR/did-core/
https://lucid.did.cards/identifiers/did:web:transmute.industries
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Verifiable Credentials is a standard data model which defines:

* Identification of the data issuer.

* The data subject about which assertions are made.

* Cryptographic proof which binds the data to the issuer.

Verifiable Credentials are based on two basic use cases:

* The issuer issues the Verifiable Credential.

* The verifier verifies the Verifiable Credential presented by its holder.

The Verifiable Credential may change hands many times over, just like physical
and digital document are passed around. But at any point through out the
supply chain, its content can be verified.

| may not know a foreign business partner well enough to trust it. But if the
business partner can present suitable credentials from a trustworthy entity,
trust is enabled.

Trust Graphs can be established, enabling completely automated processing
of trustworthy branches —and manual focus on new relationships.

You can try verifying a Verifiable Credential here.
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https://www.w3.org/TR/vc-data-model/
https://unece.org/sites/default/files/2022-07/WhitePaper_VerifiableCredentials-CBT.pdf
https://api.did.actor/v/eJztV9122jgQfhUf721M_IMN-KoE0pQ25M9A0_T07BHyYJTYEpFkCOnpw_QZ-gh9sR0ZQkia9rTZu93cIenTzHwz8wnPZ_sVFVzDjbbjj_ZU65mKd3cXi0VtEdSEzHZ912vuUgkpcM1Irnbnnr1zDwxYWsG0JBTImOVMLw3k047NUju2S8njsmRpHEI9nHhh6NBWveXUXTd0SANCx484C5vjiIQtgob1cgYmkhFINmFknENn4xuPO6IoQFJc9PhcMAodkBqBlGgwPjkp8PoWzFrjrG3gjp2CopLNNBMc4V1BywJ9WBKokCnjmUUsZMQVoQZijUEvADjuKshzkBbhKS7G5RIkWmNKlYRT6Brjse27vu-4vuMHA8-LwzB23Ys1CuHx5w3JY5kRzm5JFcZdxlJM1hUs49uof6XfnIpgcnYmplf1eqrG-42oU7LBbK9Y9t9f-6PR5XwUkb0E9oOhvWHfJzfMalOQwurDDVLm4gfKr0vFvn_j1tKakLFEDK2WKVikuqi-f8tZau7lgq4C3Ar8JEeUiTgDsb1_AKIjqgxiJpQB5HhXl2mVlrAWNf0gaDYbkRuFkduorPPsDuB4rlsLvKARNJpNz627ftP-smOTNJWg1AP_QmmSt9cH6EZpCaDvNmK7PQfOUmJ1iMyFstCwvTF0iIRMmyLsDUj-_WsKt4Z4n0hyjzqDbJWpoxLmwjoEXOzYs8pxR1TxBr6_bbcjSq6lMVtlXdhfMHgoCMtxi_GJeAU3pJjlUOOgja2p4HBUFmPTFHaI0vD8htNoeoFhfS-5pBxfAtXb_NdNbZjPhNTHk_2V5ycqVHLku4p3mBwe7Bnb2AralAgJbgV9bmIqJZ0StdXJXtXJRvOr1v9V_77033-n_1Zv2y-K_TtpWTfEAXB8zqnVF1pIZYmJ1S7MhqH7OHOebz2Cd-WTueuCloLpJzLWZ3TKMsJ-SFgdy-87odd4MmvDpF2ljGkoVDJlsxnge_zxnt5AkhQOGYceIirtSZGWD5V5st7C04LwcoJ_IKV8Uc3_RTUPyzU8SqwkwJS4Fp1KUbCycDijV5BbGBDjOfrHX4BrKfJc1dD-Alg2fdBSp_htgeXAksxhRPJy_awzvSaUjxXem1cnqJ8oRHp3fVyxs-MQay6FUu9_z_idraYfVql65OyL6Xz8-0lmQFefVI8b7cfTT-s7GAumf73olFICpyvxdU3QL2J7EdszxXZAcuxbwjmQHFKrnQz6VtuJwsC6ZZw6TOJ3PMlzsXSowNSna-GpKWblT5S3EZofNZ8Sx0Pl-e7zpOeHQfQM7T0lvY3y6vWfKw9da4F1-8MwgyDyfhJmZe6ELM1g1TXg33wfWtEv3gfzCojJFt_91A9Dr5WwDPWE4jfjql19PZsa3w1jnuu4OIz5Mc5j9dAMY_Nqvlw574Oein8zev31jFmtInJSSpSL4UGUMgPqJpgd-3JhVArLt9PxAWXH7O3ri_2zwWnSU72i5x91etFF8VpRf4jroyU5P2XHuWIfLj-4vdxr1Wr9aFi-eY_2IYNRQN8xNrgu_AW_dJPRoNtqyTNO6sn0pjM8PzxjF7OCvnvnHWXXdTiH_Pht66SRaToNjk-yRGYXcHkx-nt_7xSL8A_wJWSc
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The DID+VC model is increasingly gaining traction. Many nation
states are nearing production support as a means = Nations
to digitization. Consignment

A separately identifiable collection of goods items to be transported or available to be transported from one consignor to one
consignee via one or more modes of transport where each consignment is the subject of one single transport contract.

The UN/CEFACT vocabulary is essential for bringing the rich BSP
semantic model for trade to modern web environment. Proper
terms are the essential to verifiable data expressed with well-

i i unece:applicableCargolnsurance unece:Cargolnsurance U G2 1 2 N S CER
erinea semantics. consignmen.

A currency exchange applicable to this supply chain
consignment.

Object Properties

unece:applicableCurrencyExchange unece:CurrencyExchange

A cross-border customs valuation applicable to this supply

unece:applicableCustomsValuation unece:CustomsValuation

chain consignment.

Dangerous goods applicable ta the transport of this suppl:
unece:applicableDangerousGoods unece:DangerousGoods & & PP P i

chain consignment.

A cross-border regulatory procedure applicable to this
unece:applicableRegulatoryProcedure unece:RegulatoryProcedure A %

referenced supply chain consignment.

Alogistics service charge applicable to this supply chain
unece:applicableServiceCharge unece:ServiceCharge e g€ 2pP) nd

consignment, such as freight or insurance charges.

A referenced decument associated with this supply chain
unece:associatedDacument unece:Document consignment, such as the certificate of origin or dangerous

goods note

Atrade party associated with this supply chain
unece:associatedParty unece:TradeParty i s

consignment.

The logistics transport movement for this supply chain

UN / CEFACT Nis Jespersen is a Solution Architect at Transmute and editor
of the UN/CEFACT JSON-LD Web Vocabulary project.

his@transmute.industries

github: @nissimsan
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