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. Background

1. At the 178th(June 2019kession of the United Nations Economic Commission for

Europe ( UNECE) 6 slarimizatiod of FehiclauRegulations (WP.29), Terms

of Reference (TORSECE/TRANSIVP.29/1147/Annex \jIfor the Informal Working Group

on Validation Methodsd r Aut omated Driving (VMAD) were develo
under these ToRs is to develop assessment methods, including scenarios, to validate the

safety of automated systems based on a +piliir approach including audit,

simulation/virtual testing, tésrack, and realvorld testing. Throughout this document, safety

encompasses the safe performance of automated driving systems and System Safety.

2. Also at the 178th sessionWP.29 adopted the Framework document on
automated/autonomous vehicl@&CE/TRANSMP.29/2019/34/Rev)2herein referred to as

the Framework document. The Framework document i
assessment/ test method f or daratibnodoriag tleed83air i vi ngd ( N.
(March 2021) session of WP.29.

3. To inform this work, VMAD developethe NATM master document which outlines

a conceptual framework for validating the safety of automated driving systems. The first
version of this document was adopted at the 184th session (June 2024p.28
(ECE/TRANS/WP.29/1159 The second version was submitted to the 12th session (January
2022) ofthe Working Party on Automated/Autonomous and Connected Veh{BRRYA)
(ECHTRANS/WP.29GRVA/20222).

4, Building on this caceptual work, VMAD was instructed byWP.29
(ECE/TRANS/WP.29/1156to undertake the development of NATM guidelines that could
provide direction to developers and contireg parties of the 1958 and the 1998 UN vehicle
regulations agreements on recommended procedures for validating the safiety. of

Purpose and scope

5. This guidelines document represents current best practices identified by the Informal
Working Groupon VMAD for validating the safety of automated driving systems (ADS)
using the NATM These guidelines aim to provide clear direction for validating the safety of
an ADS in a manner that is repeatable, objective and evidmsma, while remaining
technola@y neutral and flexible enough to foster ongoing innovation by the automotive
industry. The intended audience for these guidelines includes both developers of ADS
technologies as well as contracting parties to both the 1958 and the 1998 UN vehicle
regulatons agreements.

6. Validating ADS safety is a highly complex task which cannot be done
comprehensively nor effectively through one validation methodology alone. As a result, it is
recommended tadopt a multipillar approach for the validation of ADS, cooged of a
scenarios catalogue and five validation methodologies (pillars)

@ Simulation/virtual testing,

(b)  Track testing

(c) Real world testing

(d)  Audit/assessment

(e) In-service monitoring and reporting

7. The following chapters of this guidance doent explore each of theBEATM
components in further detail and outline a number of recommendations and consideration
when using them to validate ADS safety. Further information on how the components of
the NATM guidelines (i.e., the scenarios catalogné pillars) operate togethrprodue

an efficient, comprehensive, and cohesive process is discussed at the end of the document.

8. ADS technology is continuously evolvinghis document wiltontinue to evolvand
beregularly updatedrom the outcomes of future research and testing as well as through the
work of WP.29 working groups.


https://www.unece.org/fileadmin/DAM/trans/doc/2019/wp29/ECE-TRANS-WP.29-1147e.pdf
https://undocs.org/en/ECE/TRANS/WP.29/2019/34/Rev.2
https://unece.org/sites/default/files/2021-07/ECE-TRANS-WP29-1159e.pdf
https://unece.org/sites/default/files/2021-07/ECE-TRANS-WP29-1159e.pdf
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9. In particular, updates to these guidelines will take into consideration the deliverables
from the informal working group on Functional Requirements forofgted Vehicles
(FRAV), which has been tasked by WP.29 to develop safety performance requirements,
including measurable/verifiable criteria, to assess ADS safety.

10. Subject to direction from GRVA and WP.29, once the guidelines have reached a
sufficientstate of maturity it is anticipated that this document will be used to help inform the
development of regulatory requirements that meet the needs of both 1958 and 1998
Agreement parties (subject to approval by WP.29).

Definitions

11. The introductionof ADS and related technologies has resulted in a proliferation of
new terms and concepts. To ensure consistency, a glossary of terms and definitions used in
the NATM guidelines are attached in Annex I. These terms, which are used throughout the
documenthave been italicized for reference. This glossary will be further developed and
updated on an ongoing basis. Where applicable, VMAD will ensure these terms are consistent
with those adopted by WP.29, GRVA, and other GRVA Informal Working Groups, including
definitions agreed upon by FRAV.

Applying a multi -pillar approach to the NATM

12.  As previously notedyalidating ADS safety is a highly complex task which cannot be
done comprehensively nor effectively through one validation methodology aloneegdta r

it is recommended tadopta multi-pillar approach for the validation of ADShis approach

is comprised of thecenarios catalogue and five validation methodologies (pillars)

13. The multipillar approach and scenarios catalogue are describedv lzeid are
explored in greater detail in subsequent sections of this document:

(@) A scenario catalogue, consisting of descriptions refbweorld driving
situations that may occur during a given tapd isa tool used by the NATMbillars to
systematicallyalidate the safety of an ADS;

(b)  Simulation/virtual testing which uses different types of simulation toolchains
to assess the compliance of an ADS with the safety requirements on a wide range of virtual
scenarios including some which would be extremely difficult if not impossible tomtesst
world settings. The credibility dhe simulation/virtual testing is included in this topic;

(c) Track testing usg a closedaccess testing ground with various scenario
elements to test the capabilities and functioning of an ADS;

(d) Real world &sting usg public roads to test and evaluate the performance of
ADS related to its capacity to drive in real traffic conditions;

(e) Audit/assessment procedures which establish how manufacturers will be
required to demonstrate to safety authoritiectpabilities otheir ADS. This will be based
on the evidence from thallocumentation, simulation, tesack, and/or realvorld testing of
the ADS.The audit will validate that hazards and risks relewanthe ADShave been
identified and that aobust and consistentsafety methodology has been implemented
including  safetyby-design. The audit will also verify that robust
processes/mechanisms/strategies (i.e., safety management system) are in place to ensure the
ADS meets the relevant safety requiremeahtsughout the vehicle lifecycle. It shall also
assess the complementarity between the different pillars of the assessment and the overall
scenario coverage;

) In-service monitoring and reporting addresses tkgeiwice safety of the ADS
after its plang on the market. It relies on the collection of fleet data in the field to assess
whether the ADS continues to be safe when operated on the road. This data collection can
alsoprovide information to help develop new scenarios or variations of existmngusos for
the scenarig catalogueallowing the whole ADS community to learn from major ADS
accidents/incidents.
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Scenarios catalogue

14. At this relatively early stage in the developmentAidS, much of the existing

literature that assesses the cutretate of ADS development uses metrics such as

miles/kilometres travelled in realorld test situations with the absence of a collision, a legal
infraction, or a disengagement by the vehiclebs /

15. Metrics such as kilometres travelled without a collision, legal infraction, or
disengagement can be helpful for informing public dialogue about the general progress being
made to developDS. Such measurements on their own, however, do not provide sufficien
evidence to the international regulatory community thatA&®$ will be able to safely
navigate the vast array of different situations a vehicle could reasonably be expected to
encounter.

16. Furthermore, validation through real world testing alone wdaddtime and cost
prohibitive, potentially requiring aADS to drive billions of kilometres without incident to
prove that it has significantly better safety performance than a human driver. It would also
not be feasible to replicate this testing latehere was a change to the system that needed
to be revalidated.

17.  With these considerations in mind, it is recommended that a scebased approach
be used to systematically organize safety validation activities in an efficient, objective,
repeatble, and scalable manner.

18. Scenarios based validation consists of reproducing specific situations that exercise
and challenge the capabilities of an AB&uipped vehicle to operate safely.

19. Going forward, VMAD will establish a catalogue of scenarthatcan be used bghe
variousNATM pillars to validatethe functional safety requirements established by FRAV.

A. Whatis a traffic scenario?

20. A scenario is a description of one or more driving situations that may occur during a

given trip. Scenarios can involve many elements, such as roadway layout, types of road

users, objects exhibiting static or diverse dynamic behaviours, and diverse environmental
conditions (among other factors).

B. Ensuring adequate scenario coverage

21. It is recommendg that thescenarioshased validation methods include adequate

coverage of relevanhominal, failure critical, andcomplex scenariowm effectively validate

an ADS. To note: fnNnCoverageo refers to the degree
driving situations in order to validate the relevant requiremiefisedby FRAV. Sufficient

coverage is essential to the overall effectiveness and creditiilityis methodologyas a

validation approach. Sufficient coverage should be with respect the Afe&ture or

Operational Design DomairODPD). Coverage can be measured across different domains,

and metrics can be used to determine sufficiency.

22.  When validating the safety of an ADS, it is recommended that each scenario selected
to test the ADrecisdy reflects the particular conditions (e.g., road configurations, direction

of traffic in a given lane, etcthat constitutehe ODD in which the ADS is designed to
operate. Scenarios should be relevant to the ADS feature being validated. For example, an
ADS feature intended only for highway use would not be subject to a scenario involving turns
at intersections.

23. Because an ADS will need to be responsive to actions by other road users, which may
make a crash unavoidable, it is recommended that sosaaginot limited to those that are

deemed preventable by the ADS. Unsafe behaviours of other road users (e.g. vehicle
travelling in the wrong direction, sudden unsignalled lane changes, and exceeding the speed

1 Atrip is a traversal of an entire travel pathway by a vehicle from the point of origin to a destination.
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limit) & if reasonably foreseeablgthin theappropriate ODB should be included as part
of validation testing.

24. Consideration should be given to the many approaches that can be used to identify
scenarios for safety validation purposes, including:

(@)  Analysing human driver behaviour, includingatwating naturalistic driving
data;

(b)) Analysing collision dat a, such as |l aw enfor
crash databases;

(c)  Analysing traffic patterns in specific ODD (e.g., by recording and analysing a
road user behaviour at intersections);

(d Analysing data <collected from ADS6 sensors
radar, and global positioning systems);

(e) Using a specially configured measurement vehicle, onsite monitoring
equipment, drone measurements, etc. for collecting vatiafiie data (including other road
users);

()] Knowledge/experience acquired during ADS development;
(g) Synthetically generated scenarios from key parameter variations;

(h)  Engineered scenarios based on functional safety requirements and safety of
intended functionality

0] composing complex scenario from existing catalogues of basic scerzaribs

0] Random variations of all scenario parameters, both for the AlBhemRoad
Users

Classifying scenarios

25.  The amount of information that is included in a scenario can be extensive. For

example, the description of a scenario could contain information specifying a wide range of

different actions, characteristics and e¢en®, such as objects (e.g., vehicles, pedestrians),

roadways, and environments, as well asglegined courses of action and major events that

should occur during the scenario. Therefore, it is critical that a standardized and structured

language for decribing scenarios is established so tRBIS stakeholders understand the

intention of a scenari o, each otheroés objectives,
establishing uniform language for describing a scenario is a template, which enauties th

information to be included in the scenario is consistent and minimizes the possibility of

confusion in its interpretation.

26. Itis recommended that a uniform language be used to describe a scenario to ensure
that the information included is consat and minimizes the possibility of confusion in its
interpretation.

27. ltis recommendetb descrile scenarios by different levels of abstracti8bstraction
supplies the ability to focus the scenario description on specific aspects, while leaeing oth
details for further processing as need&aine Industries and researches are proposing 3 or 4
levels of scenario abstractioRunctional,Abstract, logical, andConcrete The essence of
these levels is described below. The 3 or 4 levels do not imply nor mandate any specific
implementation or translation flow from one level to the other.

(@) Functional Scenario:A scenario described in natural language on a
conceptional leel, in general without specific physicadlues. These areenarioswith the
highest level of abstraction, outlining the core concept of the scenario, such as a basic
description of the ego vehicleds acatoddons; the in

Traffic scenarios are derived by combining a numiieelevantelementsiescribing the scenario
space systematically.
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users and objects; and other elements that compose the scenario (e.g. environmental
conditions etc.). This approach uses accessible language to describe the situation and its
corresponding elements.

(b) AbstractScenario: A formalized, declarativdescription of the scenafiaderived
from functional scenario. The specification on the abstract level eragldighting of the
relevantaspects of the scenario while focusing on efficient description of relations (Cause
effect).

()  Logical ScenarioA scenario described with the inclusion of parameters, where
the values of some of the parameters are defined as rd&mesxample, bilding off the
elements identified within the functional scenario, developers generate a logical scenario by
selectingvalue ranges or probability distributions for each element within a scenario (e.g.,
the possible width of a lane in meters).

(d) Concrete ScenariosA scenariodepicted with explicit parameters values,
describing physical attributeSoncretescenarios are established by selecting specific values
for each element. This step ensures that a specific test scenario is reproducible. In addition,
for each logical scenario with continuous ranges, any number of concrete scenarios can be
developed, heipg to ensure a vehicle is exposed to a wide variety of situations.

The following figures represents different options of using the levels of abstractions in order
to derive concrete scenarios, other implementations are also possible

3 Declarative description can include structured natural language, programming language or other
forms of languages that meet the required criteria (formalized and declarative).
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[Figure :1
Examples of a scenariaising functional, logical and concrete categorizations (Pegasus, 2018)

Functional scenarios Logical scenarios Concrete scenarios
Base road network: Base road network: Base road network:
three-lane motorway in a curve, Lane width [2.3.3.5]m Lane width [3.2] m
100 km/h speed limit indicated by Curve radius [0.6..0.9] km Curve radius [0.7] km
traffic signs Position traffic sign [0..200] m Position traffic sign [150] m
Stationary objects: Stationary objects: Stationary objects:
Moveable objects: Moveable objects: Moveable objects:
Ego veh.icle, traff_ic jam; End of traffic jam [10..200] m End of trafficjam 40m
e el EEO L (LA Traffic jam speed  [0..30] km/h Traffic jam speed 30 km/h
,,approacl?m_g on the middle Ego distance [50..300] m Ego distance 200 m
lane, traffic jam moves slowly Ego speed [80..130] km/h Ego speed 100 km/h
Environment: Environment: Environment:
Summer, rain Temperature [10..40] °C Temperature 20°C
Droplet size [20..100] um Droplet size 30 um

Figure1-2

Examplesof the relationship of functional scenario, abstract scenario, logical ~ scenario
and concrete scenario (International Organisation for Standardization (ISO) 34501)

Logical scenario
“Left Cut In”

Description of state variable Description of
natural language of scenario scenario parameter space

Description of scenario parameter

setup within the space

Road model

Has lay out Tgle‘-n]:ue Lane width [2.5,3.75]m Lane width

Ona curved triple-lane

highway with speed limit of Has geometry Curve radius (500,150)
120km/h eome

Curveradius

Is set to be Speed limitation [100,120,130]

Speed limitation

Trafficinfrastructure Traffic infrastruct Traffic infrastructure Traffic infrastructure

ot ity o

il y Temporary manipulation of road
model and traffic infi

Objects Objects

Vehiclel Isdriving || Ahead of vehicle2 V""“g"' Resd (100,30) Vehicle1 speed
Vehicle2 on the right lane . .
to take overVehicle1. Vehicle3 Is driving On the]l]e_[tl ];ne of e ‘i“&}“ (150,50) Vehicle2 speed 109km/h
Vehicle3 is approaching on vehicle vehicledistance - -
Y position nlane relative speed ! i i
Vehicle2 il Vehicle1,3 relative 13km/h

Vehicle2,3 relative
speed

Speed Are set to Vehicle3 > Vehicle2 Vehicle2,3
Relations be > Vehiclel relative speed

Enviromental conditions Enviromental conditions Enviromental conditions
Brightness [3000,10000] 1x

Sunny summer Weather Sy
daytime information | 1*5ettobe | suminer Visibility [15,25] km

Temperature [15,30]°C 28°C

gital information Digital information Digital information Digital information

7 km/h

Enviromental conditions

Visibility

Temperature
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28. To provide some illustrative examples, VMAD has prepared a series of functional

scenarios for a divided highway application, which are described in Annex Il. As previously
mentioned,thig ui dance document should be regarded as an
this annex will be updated based on ongoing discussions by VMAD and other WP.29

working groups. It is anticipated that future iterations of Annex Il will also incorporate

scenariosvith lower levels of abstraction (e.g. logical scenarios and potential approaches for

describing them). As previously noted, VMAD will also continue to examine the

development of a more comprehensive scenarios catalogue as part of the NATM.

D. Scenario usge

29. The use of scenarios can be applied to different testing methodologies, such as
virtual/simulation, test track, and reabrld testing. Together, these methodologies provide

a multifaceted testing architecture, with each methodology possessiificsgigengths and
weaknesses. Therefore, some scenarios may be more appropriately tested using certain test
methodologies over others.

30. Itis recommended that sampling techniques be used when selecting parameters to be
used in creating logical and concrete scenarios for ADS validation for a particular ADS and
its ODD to avoid the ADS being optimized for a set of known test célsisg amaxim

number ofrandom samgs is clearly preferable from a credibility perspective, it is
recognized that this can place a greater burden on manufacturers and the relevant authority
(e.g. technical service). This should be considered when determiningltimeevof testso

be conductedwhen using the random sampling. It is assumed that for simulation/virtual
testing the burden of random samplingléss and thereforenaximizing thenumber of
random samgls for this facet of the testingmorefeasible.

Simulation/virtual testing 7 Pillar 1

A. Types of simulation toolchain approaches

31  The simulation toolchain used for virtual testing may result in the combination of
different approaches. In pantilar, there are many ways that tests can be performed:

(a) Entirely inside a computer (referred to as Model or Software in the Loop
testing, MIL/SIL), with the model of the elements involved (e.g., a simple representation of
the control logic of an ADShieracting in a simulated environment; and/or

(b)  With a sensor, a subsystem, or the whole vehicle interacting with a virtual
environment (Hardware or Vehicle in the Loop testing, HIL/VIL). For VIL testing, the
vehicle can either be in:

0] A laboratory wkere the vehicle would be standing still or moving on a chassis
dynamometer or on a powertrain test bed and is connected to the environment model
by wire or by direct stimulation of its sensors; or

(i) A proving groundwhere the vehicle would be connett® an environment
model and would interact with virtual objects by physically moving ornidbrack.

(c)  With a subsystem interacting with a real drivBriger in the Loop testing
DIL).

32. Interaction between the system and the environniEm; ineraction between the
system under the test and the environment can either be ancopdosedioop.

33.  In openloop virtual testing a data provision unit provides input stimuli to an ADS.
The data provision unit can provide data that was collected &roeaiworld drive or from
a different data source. For example, data can be generated during a test using an environment



ECE/TRANS/WP.29/2023/44Rev.1

simulator. In any case, the provided data establishes an environment for the ADS. Compared
to closedloop testing there is no feedhabetween the data provision unit and the ADS. As

a common use case is thea@mputation of recorded drives, oplemp testing is sometimes
referred to as reompute, replay or reimulation. A useful property of opdaop testing is

the inherent small ap between a virtual test and a corresponding collectedvortd
situation, as the opeoop test can be as realistic as the used collection mechanism allowed
for, with, under ideal circumstances, no additional error introduced by thelamen
approachPotential applications of opdoop testing include:

(@) Regression tests for previously resolved issues as well as tests for newly
introduced ADS features.

(b) Revalidation of previously validated features, e.g., as part of the validation of
an improvedADS, especially for features that have no associated functional change.

(c)  The testing of nofiunctional properties of the ADS. For example, evaluating
scheduling or timing behavior of executables.

33bis In shadow mode testing, an ADS that is subject to testing is connected to a data
provision unit. However, the ADS tested is not controlling the vehicle itself. Indeed, it has
no effect on the state or behavior of the controlling unit of the vehicle. ppis@ach enables
realistic largescale testing with a fleet of vehicles as test platforms. Since the ADS that is
subject to testing has no effect on the vehicle, using a shadow mode can be categorized as
openloop testing.

34. Closedloop virtual tests inelde a feedback loop that continuously sends information
from theficlosedloopd controllerbackto the ADSwhen the ADS takes an actiowithin

these test systems, the digital objects in the environment could react in different ways
depending on the actiasf the system under test.

35. Selecting an operor closedloop test could depend on factors such as the objectives
of the virtual testing activity and the status of development of the system under test.

36. The flexibility of simulationmakesitastardr d t est met hod during a veh
andthe development of this pillar will also make it partleé ADS validatiorprocessFor

an ADS,it will be impossitlet o t est the vehicl etosalpgossibl@vi our in tF
situations as well as f@anysubsequenthange it h e  ArDigydogic. Virtual testingwill

thereforebecome an indispensable tool to verify the capability of the automated system to

deal with a wide variety of possible scenarios. In addition, virtual testing can be béieficia

replacing real world and proving ground testimgerethere are concerns over safetytical

traffic scenarioslt is recommendethereforethat virtual testing be used to test the ADS

under safety critical scenarios that would be difficult and/sateto reproduce on test tracks

or public roads.

37. Virtual tests used for ADS validation can achieve different objectives, depending on
the overall validation strategy and the accuracy of the underlying simudatébnodels

(a)  Provide qualitativeonfidence in the safety of the full system.

(b)  Contribute directly to statistical confidence in the safety of the full system
(caveats apply).

(c) Provide qualitative or statistical confidence in the performance of specific
subsystems or components.

(d) Discover challenging scenarios that can be tested in the real world (e-g. real
world tests and track tests described in chapter 7 and 8 of this document).

38. In contrast to all its potential benefits, a limitatiof this approachis in its intrinsic
limited fidelity. As modelsprovide a representation of the reality, the suitability of a model
to satisfactorily replace the real world for validating the safegn@DS has to be carefully
assessed. Therefore, thalidation of thesimulationand modelsused in virtual testing is
essential to determine the quality and reliability of the results compared twaedl
performance.
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39. I't is recommended that a virtual test of the
performance inhe real world when executing the same scenario. This will provide the

opportunity to assess the accuracyhavirtual testing toolchaithat is usedGiven the high

number of scenarios that virtual testing can perform compared to track testing, thgoralid

will probably need to be performed on a smaller but still sufficiently representative subset of

the relevant scenarios in order to substantiate any extrapolation beyond the scenarios used

for the validation. More information as well as recommendatimm credibility assessment

for using virtual toolchains can be found in Annex lIl.

40. In the shortermvirtual testing may only be conducted using simulation toolchains
developed and maintained by the ADS manufacturer. Since their design depends on the
validation and verification strategies implemented by the manufacturer, it is recommended
that simulation toolchains are not subject to regulation or standardization at this time. Rather,
simulation toolchains should be explained and documented by themsidGfacturer and its
suitability assessed during the certification process. For this reason, the output of the NATM
related to virtual testing ensures that documentation and data provided by the manufacturer
is appropriateFurthermore, virtual testing ungj modelling and simulation should be credible
enough for an assessor to make sound decisions. Credibility is discussed further below.

41. It is recommended that when validating the safety of the ADS, particular attention
should be placed on the interactioetween virtual testing and the other test methdidsial
testing will have strong relationships with all the pillars of the NATM guidelines. In
particular:

(a) Virtual testing supplements physical testing to account for the quantity and
diversity of ADS configurations, intended uses and limitations on use. One of the strengths
of virtual testing is its capacity to assess the ADS performance across multiple scenarios and
across ranges of parameters within scenarios in aeffestive manner. Virtual &ing
enables results of limited physical tests to be supplemented by verifiable data covering
numerous instances of the test scenario, by varying parameters. Using this approach, virtual
testing can demonstrate ADS coverage of safdtical scenarios, red hence provide
evidence that an ADS will perform as intended for that type of scenario in the real world.
These advantages reduce the burden on physical tests (offsetting their weaknesses) and help
to improve the efficiency of the overall assessmentgs®across the pillars. Virtual testing
can also be effectively used to identify and cover edge cases and otherolmbility
scenarios to increase confidence on the ADSO6 | i ke

(b)  Virtual testing can play an important role in the develepmof traffic
scenarios.

(c) Virtual testing enables assessment of ADS performance boundaries, enabling
precie definition of the boundariedbetween collision avoidance and crash mitigation.
Through methods of randomization and scenario compositiongalitesting enables the
developer or the assessor to challenge the ADS and increase confidence in its performance
when challenged with low probability events.

(d)  Virtual testing will be a key element in the audit assessment. Results of virtual
testing arried out both during vehicle development and in the verification and validation
phase will provide valuable evidence supporting the safety audit. The manufacturers will
need to provide evidence and documentation about how the virtual testing is catraed o
how the underlying simulation toolchain has been validated.

(e) Results from ealworld tests canmprove the accuracyof simulationand
models

) Virtual testing can play an important role in responding to concerns identified
through iruse moitoring of ADS performance. Virtual testing provides a quick and flexible
approach to analyse ADS performance based onneddl events. It allows manufacturers
to understand and verify the ADS behaviour and to understand why an issue may have
occurred. It may identify an untested scenario, or a set of untried parameters. It may also
identify the fs carua testimgdoesidaentify unsafesbelaviourlittant h e
then alsdhelp to assedhe efficacy ofmodificationsto the ADSand ultimatéy to improve

10
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the overall ADSerformance. Where appropriate, the information and scenario descriptions
can be shared and integrated ist@narios antesting regimes worldwide.

42. Itis recognsedthat specificregulatoryfunctional safetyequirements are still under
developmentVirtual testinghoweverusing a validated simulation toolchain, shows promise
for assessing the following general safety requiremehtst are currently under
consideation

(@) The ADS should drive safely and naaye safety critical situations. These are
the requirements where virtual testing can mgyominent role. MIL/SIL, HIL and VIL
virtual testing can all be used to assess these requirements at different stages of vehicle
verification and validation.

(b)  The ADS should interact safely with the user. DIL virtual testing can be helpful
to support the assessment of this category of safety requirement by analysing the interaction
between the driver and the ADS in a safe and controlled environment.

(c) The ADS slould safely manage failure modes and ADS should ensure a safe
operational state. The use of virtual testing in these two categories is also very promising but
would probably require further research work. SIL virtual testing could include simulated
failures and maintenance requests. HIL and VIL virtual testing could be used to assess how
the system would react to the occurrence of a malfunctioning induotmethe real system.

VIl.  Track testingi Pillar 2

43.  Track testing occurs on a closadcess testinground that uses real obstacles and
obstacle surrogates (e.g., vehicle crash targets, etc.) to assess the safety requirements of an
ADS (e.g., human factors, safety system). This testing approach allows for the physical
vehicles to be tested through tisi€ scenarios to evaluate either systems or the fully
assembled system. These external inputs and conditions can be controlled or measured during
a test.

44.  Track testing is suitable for assessing the ADS capabilities in nominal scenarios and
critical scenarios. The same tests can be used to verify the performance of the vehicles
regarding human factors or fallback in these scenarios. However, operating on test tracks can
be resource intensive. For more background information on track testing sstecbteengths

and weaknesses, please review the NATM Master Document.

45. It is recommended that track testing be used to assess the performance of ADS in a
number of selected important nominal and critical scenarios, notably given that, unlike real
world testing, track testing can accelerate exposure to known rare events or safety critical
scenarios, and in a more controlled and safer environment.

45bis. It is recommended that track testing is conducted on a testing ground that is part of, or
suitably reoresents, the ODD of the ADS. This excludes track tests where the objective is to
assess compliance with n@DD or extraODD related requirements, e.g. tests verifying
that the ADS safely responds to crossing ODD boundaries, where applicable.

45ter. Itisrecommended that a test on public roads that are closed to naive traffic participants
shall be considered a track test.

46. Itis furthermore recommended to develop the track tests in line with the approach set
out in Annex V.

A. How the pillar interacts with other pillars

47. It is recommended that information generated during the -testkbe used as

additional data to validate the vbetweenal tests by
virtual testand a test traclon the same scenario. For instantrack testing can be used as

an additional tool/method to validate the quality/reliability of the virtual toolchain. However,

it is important to keep in mind the limitations described in the NATM Master Document.
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VIIl.  Realworld testing i Pillar 3

48.  Realworld testing uses public roads to test the capabilities and compliance with safety
requirements (e.g., human factors, safety system) of a vehicle with an automated driving
system (ADS) in realvorld traffic. It therefore provides an opportunityalidate the safety

of the ADS within its true operating environment. For more background information on real
world testing, such as its strengths and weaknesses, please review the NATM Master
Document.

49. Itis recommended that real world testing

(8) bealways conducted with other naive traffic participants. Tests on public roads
that are closed to other traffic should be considered as track tests (pillar 2);

(b)  be considered for assessing aspects of the ADS performance related to its
capability todrive in real traffic conditions, e.@mooth driving, capability to deal with dense
traffic, interaction with other road users, maintaining flow of traffic, being considerate and
courteous to other vehicles

(c)  be considered for assessing aspects of the ADS performance at some ODD
boundariegnominal and complex scenarios), i.e. is the system triggering transition demands
to the driver when it is supposed to (e.g. end of the ODD, weather conditions). The same
testing could be used to confirm the performances related to human factors usder the
conditions

(d)  be considered for detecting issues that may not be well captured by track tests
and simulation, such as perception quality limitation (e.g. due to light conditions, rain, etc.)
and,

(e)  be developeih line with the approach set outAmnex V.

49%bis. While the ADS is designed to perform the DDT only within the conditions represented
by its ODD, it is recommended that real world testing assess the ADS both within its ODD
and outside its ODD (e.g. to determine the ADS's appropriate ri¢ioognd response when

not in its ODD) on public roads.

53. Although it may not be possible to encounter all traffic scenarios during-evoeial
test, the likelihood of covering specific complex scenarios coulddreased by selecting a
specific typeof ODD (e.qg., highway) and examining when and where specificeziente.g.,
high- or low-density traffic) typically occur.

54. Specific infractions identified during realorld testing may be reviewed and/or
assessed by evaluating the data gathered dthagtest and any data gathered during
additional virtual, track and reaforld testing.

A. How the pillar interacts with other pillars

55. Data generated during reabrld testing may be used as additional data to validate

whether portions of a virtualnd/or tracktesting environment were modelled properly by

comparing an ADS®& per f ordonacktest with itstpérformanee si mul at i o
in a realworld environment when executing the same test scenario.

56. It can also be used to support theeelepment of new traffic scenarios for track and
virtual testing, allowing for the identification of edge cases and other unanticipated hazardous
situations that could challenge the ADS.

57. The information gathered from real world testing may also stpm@rovements in
the hazard and risk analysis and design of the ADS systems.

12
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Audit 7 Pillar 4

58.  The purpose of the audit pillar is to assess/demonstrate that the:

(@) Manufacturer has the right processes to ensure operational and functional
safety diring the vehicle lifecycle, and

(b)  Vehicled slesign is safe by design atithat the design has besnfficiently
validated before market introduction.

58 bis.Therefore, this pillar is composed of two main components: one is the audit of the
manufacturerprocesses established through a safety management system, and the other
consists othe safety assessment of the ADS design.

59. Itis recommended that the manufacturer is required to demonstrate that:

(@) Robust processes are in place to ensure safetudghout the vehiclies
lifecycle (development, production, operation and decommissioning). This shall include
taking the right measures to monitor the vehdleing thein-service operatioand to take
appropriatgcorrective or preventivegctionto addess any issues

(b)  The hazard and risksof the ADS have been identified antlis clear that a
fisafetyby-desigm approach exists and hadenappliedto mitigatethem and

(c) The risk assessment and the satgpdesignapproachhave been validated
through testingby the manufactureandshow that the vehicle meets the safety requirements
before marketntroduction The vehicle should be free of unreasonable safety riskseto t
broader transport ecosysteamdin particular to the driver, passengers and other road users.

60. Based onthe evidence provided by the manufacturer amcuding the tests,
authorities will be able to assess whether the processes, the risk assetbardasign and
the validation are robust enough with regard functional and operational safety.

General guidance on the audit of the manufacturer safety management
system

61. The purpose of the audit of the wanufacturer
confirm that the manufacturer has robust processes to manage safety risks and to ensure
safety throughout the ADS lifecycle (development, production, operation and
decommissioning). It should include takilagpropriatemeasures to monitor the vehicle
during the inservice operatioand to take theorrectiveremedialaction when necessary.

62. The documentation provided by a manufacturer should demonstrate that their safety
management systehaseffective processes, methodologies and tabshould beup to date

and also clear that itis being used within the organizationIt should show howhe
organization intend® manage safety arid demonstrateontinued compliance throughout

the product lifecycle (design, development, production, operation and decommissioning).

Safety Management SysteniSMS)

63. An SMS is a systematic approach tonaging safety, which encompasses and
integrates organizational, human and technical factors

(& Human componergnsuring the ADS lifecycle leveraged ugmrsonneivith
appropriate skills, training, anghderstanding to identify risks and appropriate gatiion
measures

(b)  Organisational component procedures and mettioatshelp to manage the
identified risks, understand their relationships and interactions with other risks and mitigation
measured-elping to ensure that there are no unforeseen coaseqs

(c)  Technical component using appropriate tools and equipment.

13
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64. An adequate SM®@ill incorporate,monitor and improve all threfactorsandhelp to
controlthe identifiedrisks. The SMS evaluation is based on automdiveother industry)
engineering standards, guidebooks, and best practice documents relevant to safety.

65. Itis recommended that a safety policy is established to outline the aims and objectives

that the organisation will use to achieve the desiredysaf@icomes. It should declare the
principles and philosophies that | ay the foundat
be communicated to all staff throughout the organisation. The creation of a positive safety

culture begins with clear, unequivalsafety governance

65bis Examples of processes aadtivitiesthat are recommended to be documented by the
manufacturer:

(@) Safety policies and principles (in line with the concept stated in ISO 21434,
para. 5.4.1 and ISO 9001 Automotive 5.2, banhfra safety perspective)

(b)  Organisation safety objectives and the process for creating safety performance
indicators used in the safety case

(c)  Appropriate structure for SMS, taking into account regulation, standards, best
practice guidance and the usase of the vehicle and mapping its organisation structure,
processes, and work products onto the SMS.

(d) Safety culture (ISO 26262, para. 5.4.2)
(e Safety Governance

0] Management commitment (in line with the concept stated in ISO 21434,
para. 5.4.Jand 1SO 9001 Automotive 5.1, but from safety perspective)

(i) Roles and responsibilities (ISO 26282para. 6.4.2, this relates to the
organizational and project dependent activities)

Q) Effective communications within the organization (ISO 2626pag. 5.4.2.3)

(9 Information sharing outside of the organization (in line with the concept stated
in ISO 21434, para. 5.4.5 and ISO 9001, but from a safety perspective)

(h)  Quality Management System (e.g., as per IATF 16949 or ISO 9001 or
equivalent) to spport safety engineering, including change management, configuration
management, requirement management, tool management etc.

66. It is recommended to establisibafety risk management process to identify and assess
the risks associated to the three fastadescribed in the point 63\ny operational risk
identified in the product should, where appropriate, have mitigations implemented during the
Design and Development phase. The ADS manufacturer should then be able to show the link
between the overallsk management process, the mitigations and the resulting operational
risks.

66bis Examples of processes and activities that are recommended to be documented by the
manufacturer:

(@) Risk Management:

0] Risk identification (in line with 1ISO 31@para. 6.4.2 standardor
equivalent)

(i)  Risk analysis (in line with ISO 310@ara.6.4.3standardr equivalent)

(i)  Risk evaluation (in line with 1ISO 3100para. 6.4.4 standardor
equivalent)

(iv) Risk treatment (in line with 1ISO 3100para. 6.4.5 standardor
equivalent),

(v)  Processes for keeping the risk assessmgnts date,

(vi) Review of sifety performance of the organization and effectiveness of
safety risk controls.
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67. Itis recommended that the design and development procesd isstablished and
documentedit should includer i sk management , requirements
implementation, testing, failure trackingmedial actionsand releasemanagement.

67his. Examples of processes and activities that should be coegitie assure that
responsibilities are properly discharged:

(@) Roles and responsibilities of the people involved during the design and
development phase

(b)  Qualifications and experience of persons responsible for making decisions that
affect safety

(c)  Coordination of roles, responsibilities and information transfer between design
and production activities

Examples of processes aadtivitiesthatshouldbe documented to ensure the robustness of
the design and development phase:

(@) A general descrijpon of how the organization performs all the design and
development activities

(b)  Vehiclesystem development, integrati@nd implementation.
0] Requirements management (e.g. Requirement capture and validation)
(i)  Validation strategies, includingut not limited to

a Assessment of the physical testing environment

b. Credibility assessment for virtual tool chain
C. Systemintegration

d. Software

e Hardware

(i)  Managemenbf functional Safety and operational safety, including the
ongoingevaluaton and update of risk assessments imeractionswith In-
Service Safety

(iv) Management dfluman Factors (e.g. Human centededigrnprocesses)
(c) Design and change management, including but not limited;

0] The major design decisions,

(i)  Therelevant design modifications to the ADS

(i)  The personnel involved in the design

(iv)  The tools and thresholds adopted for the ADS safety verification.

68. It is recommended that the manufacturer insttutend maintain effective
communication channelbetweenthe departments responsible for functional/operational
safety, cybersecurity and any other relevant disciplines related to the achievement of vehicle
safety.

69. The following are examples of processes and activities that should be documented to
assure independent design audit and assessment:

(&) Assurance that all practices and procedures applied during the \s3fsitden
development are followed;

(b)  Assurance that there is an independent check of compliance with the applicable
requirements andegulations is performed. (i.e., not from person creating the compliance
data);

(c)  Process to assure the continuing evaluation of the Safety Management System
to ensure that it remains effective.

70. Itis recommended that thpeoduction process is wedistablished and documented
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71. Examples of processes aadtivities that are recommended to be documented to
ensure the robustness of thevelopment and theroduction phase include:

(@) Quality Management System accreditation (e.g., as per IATF 160430
9001 or equivalent)

(b) A description of the way in which the organisation performs all the production
functions including management of working conditiowsrking environment equipment
and tools.

72. Examples of processes amdtivitiesto be deaumented to assure robustness of
development andistributed production:

(@) Liaison between the vehicland/or ADS manufacturer and all other
organisations (partners or subcontractors) involved

(b) Criteria for t he accept arandfactargd byo f fisubsyst
other partners or subcontractors. (i.e., deployment of production assurance requirements to
supply chain)

73. It is recommended that the manufacturer demonstrate that periodic independent
internal audits and external audit are carriedtownsure that the processes established for
the Safety Management System are implemented consistently. (UN R157, para. 3.5.5, ISO
262622, para. 6.4.11)

74. 1t is recommended thed manufacturer pgtin place suitable arrangements (e.g.
contractual arrangements, clear interfaces, quality management system)anyith
organization involved in the development, manufacturing eus&n deployment of their

vehicles (e.g. contracted suppliers, service pravide or ma n u-brganitationsgor s & s ub
ensure that theapproach t@afety managemenglated to the committed activitieemplies

with therecommendationsf the present guidelines.

75. Examples of processes aaclivitiesthat are recommended to decumented:
(a) Organizational policy for supply chain
(b)  Incorporation of risks originating from supply chain
(c)  Evaluation of supplier SMS capability and corresponding agudits

(d)  Processes to establish contracts, agreements for ensaifiely across the
phases of development, productiand postproductign

(e) Processes for distributed safety activities.

2. Link with the in -service monitoring/reporting pillar

76. It is recommended tha manufacturer haprocesses to monitor safetglevant
incidents/ crashes/collisions caused by the ADBe manufactureshould also have
process to manage potential safetlevant gapsluring the inservice operation phase
(possibly identified by irservicemonitoring) anda process tapdatethose vehicles.

77. The manufacturer should have processes to reyadety relevanbccurrencege.g.
collision with another road users and potential safekyvant gapssee theln-service
Monitoring and Reporting Pillato the relevant authority whehey occur.

78. The manufacturers should set up proesssr the operational phage confirm of
compliance with thelefinedsafetycase.t should includegarly detection of new unknown
situations(in line with SOTIF safety development goal to minimize the unknown scenarios
area), event investigation, to share learnings derived from incidents anchiseaanalysis

to allow the whole community to learn from operational feedback and to contribtite to
continuous improvement of automotive safety

79. Example of guiding principles: Is there a document describing the appropriate
procedure of reporting incidents to the management? Is there evidence that the company is
complying with that procedure? Isare a document describing the appropriate procedure of
investigation and documentation of incidents? Is there evidence that the company is
complying with that procedure?
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(@)

Updatesof the SMS

80. SMS documentation shadble regularly updated in line witlny relevant changes to

the SMS processel.is recommended that gap analysis should be used when auditing and

updating the SMS, examining the current safety culture before formulating new and more
appropriate SMS processes to ensure issues are adeqestdiyed. The SMS shall be
subject to a process of continual i mprovement
ISO 9001) Any changes to SMS documentation should be communicated as required to the

relevant authority.

General guidance on the safg assessment of the ADS design

81. The purpose of the audit of the safety by design concept of the ADS is to demonstrate
that hazards and risks relevaatthe ADS have been identified by the manufacturer and a
consistent safetpy-design concept habean implementedto mitigate these risks. In
addition, it should demonstrate that the risk assessment and the design have been validated
by the manufacturer through testinghis shoulddemonstratehat, before the vehicle is

placed on the markeit meets tle relevant safety requirementBhis means iis free of
unreasonable safety risks to the broader transport ecosgattin particular tahe driver,
passengers and other road users.

ADS General Description

82. It is recommended that a descriptishauld be provided, which gives a simple
explanation of the operational characteristics of the ADS and ADS features:

(@) Operational Design Domain (Speed, road type, country, Environment, Road
conditions, eto;

(b)  Basic performance (e.g. Object and Eventedton and Response (OEDR),
etc.)

(c) Interaction with other road users

(d)  Main conditions for Minimum Risk Manoeuvres
(e) Interaction with the driver (if relevant)

()] Supervision centre (if relevant)

(g) Themethod of activating, overridingr deactivatinghe ADS byany or all of
the driver (vhere relevant) the human supervision centreHere relevant), passengers
(whererelevant) or other road usemshererelevant).

Description of the functions of the ADS

83. A description should be pvaded which gives alearexplanation of all the functions
including control strategies of the ADS and the methods employed to perform the dynamic
driving tasks within the ODD and the boundaries under which the ADS is designed to operate,
including a statment of the mechanism(s) by which control is exercised.

84. It is recommended that a list of all input and sensed variégblgovided and the
working range of these defined, along with a description of how each variable affects system
behaviour.

85. Alist of all output variables which are controlled by the ADS should be provided and
an explanation given, in each case, of whether the control is direct or via another vehicle
system. The range of control exercised on each variable should be defined.

ADS layout and schematics

Inventory of components

86. Alist should be providedncludingall the units of the ADS and mentioning the other
vehicle systems which are needed to achieve the control function in question.
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87. An outline schematic showinthese unit@and their relationshipshould be provided,
with both the equipment distribution and the interconnections made clear.

88. Itis recommended that the outline includes:
(@) Perception and objects detection including mapping and positioning
(b)  Characterization oflecisionmaking

(c) Remote supervision and remote monitoring by a remote supervision centre (if
applicable)

(d) Information display / user interface
(e) The data storage systemd.,DSSAD).

(b)  Functions of the units

89. The function of each unit dfie ADS should be outlined and the signals linking it with
other units or with other vehicle systems should be shown. This may be provided by a labelled
block diagram or other schematic, or by a description aided by suchrardiag

90. Itis recommended that interconnections wittha ADS should be shown by a circuit
diagram for the electric transmission links, by a piping diagram for pneumatic or hydraulic
transmission equipment and by a simplified diagrammatic layout for anei linkages.

The transmission links both to and from other systems should also be shown.

91. There should be a clear correspondence between transmission links and the signals
carried betweerunits. Priorities of signals on multiplexed data paths shdé stated
wherever priority may be an issue affecting performance or safety.

(c) Identification of units

92. Each unit should be clearly and unambiguously identifiable (e.g. by marking for
hardware, and by marking or softwadentification for softwarecontent) This should
provide a clear method for identifying the hardware and software in #ssociatd
documentation. Where the software version can be changed without requiring replacement
of the marking or component, the software identification mastgoatedoy means of the

newly releasedoftware.

93. Itis recommended that where functions are combined within a siogteolunit or
indeed within a single computer, but shown in multiple blocks in the diadin@mfor clarity
and ease of explanati, only a single hardware identification marking should be used.

94. The identification defines the hardware and software version and, wheseftivare
changesndaltersthe function of the unjthe identifier associated with that softwateuld
al be changed.

(d) Installation of sensing system components

95. The manufacturer should provide information regarding the installation options that

will be employed for the individual components that comprise the sensing system. These

options should inade, but are not limited to, the location of the component in/on the vehicle,

the material(s) surrounding the component, the dimensioning and geometry of the material

surrounding the component, and the surface finish of the materials surrounding the

compaent, once installed in the vehicle. The information should also include installation
specifications that ar e cr,iokerances lon installatbnrh e ADS6s p
angle.

96. Any changes to the individual components of the sensing systahe orstallation
options,shouldbe updated in the documentation
(e) ADS specifications

(@) Description of ADS specifications in Normal and Emergency Conditions,
acceptanceriteria and the demonstration of compliance with those criteria.
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(f)

(b) List of aplied regulations, codes, and standards

Safety Concept and validation of the safety concept by the manufacturer

97. The manufacturer should provide a statement which affirms that the ADS is free from
unreasonable risks for the driver gipplicable), passengers and other road users.

98. In respect of software employed the ADS, the outline architecture should be
explained and the design methods and tools used should be identified. The manufacturer
should show evidence dfow the ADS cagailities were realized and checkedring the

design and development process.

99. Itis recommended that the manufacturer should provide an explanation of the design
provisions built intothe ADS to ensure functional and operational safety. Possible design
provisions inthe ADSinclude

(@) Fall-back(or fail safe)operation using a partial system.
(b) Redundancysingseparate systesn
(¢) Removal ofsome or alautomated driving function(s).

100. If achosen provisiomtilizesa partial performance modé operation under certain

fault conditions (e.g. in case of severe failures), then these conditions should be stated (e.g.
type of failure) The resultingADS behaviour and capabilities should Befined (e.g.
initiation of a minimum risk manoeuvre immediately) as well as the warning strategy to the
driver/remote supervision centre (if applicable).

101. If the chosen provision selects a second (hgmkmeans to realize the performance
of the dynamic driving tk, it is recommended that the principles of the change
mechanism, the logic and level of redundancy and anyinddlackup checking features be
explained and the resulting limits of bagk effectiveness defined.

102. If the chosen provision selecthe removal ofin automated driving function, it is
recommended that this is done in compliance with the relevant provisions of this regulation.
All the corresponding output control signals associated with this function should be inhibited.

103. The dommentation should be supported, by an analysis which showshe ADS
will behave to mitigate or avoid hazards which can have a bearing on the safety of the driver
(if applicable), passengers and other road users. It should show how unknown hazardous
scerarios will be managed by the manufacturer to keepebielualrisk level under control.

104. The chosen analytical approach(es) should be established by the manufacturer and
made availabldor assessmertb the relevant authority before market introductidhe

auditor should perform an assessment of the applicatidthesk analytical approach(es),
including:

(@) Inspection of the safety approach at the concept (vehicle) level.

(b) It is recommended that this approach be based on a Hazard / Risk analysis
appropriate to system safety.

(c) Inspection of the safety approach at the ADS level including a top down (from
possible hazard to design) and bottamapproach (from design to possible hazards). The
safety approach may be based on a Failure Mode anct Bffialysis (FMEA), a Fault Tree
Analysis (FTA) and a Systeifiheoretic Process Analysis (STPA) or any similar process
appropriate to system functional and operational safety.

(d) Inspection of the documentation that should demonstrate the
validation/verification plans and results including appropriate acceptance critestaould
include testing appropriate for validation, for example, Hardware in the Loop (HIL) testing,
vehicle onroad operational testing, testing with real end users, or any othergtestin
appropriate for validation/verification.

105 The auditor/assessor should perform an assessment of the physical(festitg
ground and/or public roadnvironment and should assess the documentatitreoirtual

19



ECE/TRANS/WP.29/2023/44Rev.1

20

tool chain provided by the manutacer. The auditor/assessoray decide tocarry out ests
of the complete integrated tool to assess the credibility of the virtual tool chain.

106. Results of validation and verification may be assessed by analysing coverage of the
different tests and s@ity minimal coverage thresholds for various metrics.

107. Itis recommended that the documentation cordittmat at least each of the following
items are covered where applicable:

(@) Issues linked to interactions with other vehicle systems, (&mking
steering);

(b)  Failures of the automated driving system dhd resulting risk mitigation
strategy

(c)  Situations within the ODD when a system may create unreasonable safety risks
for the driver (if applicable), passengers and other road users duerédiopal disturbances
for instance:

0] Lack of or wrong comprehension of the vehicle environgnent

(i) Lack of understanding of the reaction from the driver (if applicable),
passenger or other road users

(i)  Inadequate contrpl
(iv)  Challenging scenarios

(d) Identification of the relevant scenarios within t&®D boundariesand the
methodologyused to select scenarios arftbose thealidationmethodologyand approach

(e) Decision making procedwr the performance of the dynamic driving tasks
(e.g. emergency manoeuvres), the interaction with other road usdirseaotpliance with
traffic rules

()] Cyberattacksthat may haven impact on the safety of the vehicle.

(g) Reasonably foreseeable mistmethe driver (if applicable) (e.gthe use of a
driver availability recognition system and an explanation on how the availability criteria were
established), mistakes or misunderstanding by the driver if applicable Ueimgtentional
override) and irgntional tampering of the ADS.

108. The documentation shouldave argumentsupporting the safety concetitat is
understandable and logical apmverall the different functions of the ADS.

109. The documentation should also demonstrate that validakéos @re robust enough
to demonstrate safety (e.geasonable coverage of chosen scenasqzart othe validation
methodologychosen) and have been completed.

110. It is recommended that trdocumentation provides evidenit&t the vehicle is free
from unreasonable risks for the driver (if applicable); vehicle occupants and other road users
in the operational design domairhis could be achievetthrough:

(a)  An overall validation target (i.e., validation acceptance criteria) supported by
validation results, demonstrating that entry into service of th&DS will not increase the
overalllevel of risk for the driver (if applicable), vehicle occupants, and other road users
compared to a manually driven vehicles; and

(b) A scenario specific approach shiog that the ADS will not increase the
overalllevel of risk for the driver (if applicable), passengers and other road users compared
to a manually driven vehicles for each of the safety relevant scenarios.

111. The documentation should allow the relevaathority to test and verify the safety
concept.

112. It is recommended that the documentation itesihe parameters being monitored

on the vehicleand should set out, for each failure condition of the type defined in accordance
with 84.6. of this annexthe warning signal to be given to the driver (if applicable) /vehicle
occupants/other road users and/or to service/technical inspection personnel.
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(9)

(h)

(i)

113. This documentation should also describe the measures in place to ensure the ADS is

free from unreasoitde risks for the driver (if applicable), vehicle occupants, and other road

users when the performancetioé ADS is affected by environmental conditions e.g. climatic,
temperature, dust ingress, water ingress, ice packing.

Data Storage System

114,

It is recommended that the documentation describe:

(@)
(b)
(©
(d)

Storage location and crash survivability
Data recorded during vehicle operation and occurrences
Data security and protection against unauthorized access or use

Means and tools to carry oatithorized access to data.

Cyber Security & Software Update Management

115. The documentation should describe:

@)
(b)
(©
(d)

Cyber security and software update management,
Identification of risks, mitigation measures,

Secondary risks and assessmenesidual risks,

Software update procedure and management put in place to comply with
legislative requirements.

Information provisions to users

116.

It is recommended that the documentafioeciudes

@)
(b)

(©

(d)

©
0)
(9
(h)

)

(k)

0] Visual telttales, icons
(i)  Auditory signs
(i)  Haptic signs

Means to deactivate the automated driving mode {tales)

The distinction between maintenance andperational manual

A safety precaution manual that includes safetgvant information for the
user

A briefing on t hé& might ehangesduringptheevehglea d h o w
operation, including when the user is responsible for the safetyontrol bthe
vehicle,

Information on how to use the ADS

0] Transition of Control (ToC), where applicable

(i)  Take over

(i)  ADS activation

(v) ODD

(v)  Role of the user after regaining control

SystemDescription and functional limitations

Operatiaal description (e.g., implications of switching off the ADS)

Nominal Operations

EmergencyOperations

Role of the user within the ADS&é ODD

I nformation related to the HMIO6s indicati
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0

(k)

() Safety measures to be taken in the event of malfunctioning of the ADS
(m) Extent, timing and frequency of maintenance operations
(n)  Means to enable a periodidathnical inspection

(00 Documents and templates for maintenance, repair and periodical technical
inspection

(p)  Precautionary statements in the sense of compliance with limit values for the
technical functions

(9 Data protection and data secuffitiyctionalities

N List of system fault codes

Safety management system

117. The manufacturer should have a valid Safety Management System relevant to the
specific ADS and should infornthe authorityof any change that will affect th&afety
Managemen®ystem for thespecificADS.

Type of documentation to be provided

118 Type of documentation to be provided by the manufacturer. Documentation should be
brief yet provide evidence that the designl @evelopment has had the benefit of expertise
from all the ADS fields which are involved.

(@) A documentation package which gives access to the basic design of the ADS
and how it is linked to other vehicle systems or by which it directly controls otdpables

(b)  Documentation explaining the function(s) of the ADS, including the control
strategies and the safety concept

(c)  For periodic technical inspections, the documentation should describe how the
current operational status of the ADS carchecked

(d) Documentation about how the software version(s) and the failure warning
signal status can be readable in a standardized way via the use of an electronic communication
interface (i.e., using a standard interface, such as the OBD port).

119 Itis recommended that the documentation packagessthaitvthe ADS:

(@) Is designed and was developed to operate in such a way that it is free from
unreasonable risks for the driver (if applicable), passengers and other road users within the
declared ODD;

(b) Is capable of recognizing its boundaries;
(c) Respectany performance requirements specified by FRAV;

(d)  Was developed according to the development process/method declared by the
manufacturer

120 Documentation should be made available in three:parts

(&  An information document which is submitted to the authoaity should
contain brief information oall the items.

(b)  The formal documentation package annexed to the information document,
which should be supplied to the Authority for the purposecafiducting the safety
assessment.

(c)  Additional confidential material and analysis data (intellectual property) which
should be retained by the manufacturer, but made open for inspection (site onthe
engineering facilities of the manufacturet)the time of the product assessment / process
audit. The manufacturer should ensure that this material and analysis data remains available
for a period of 10 years counted from the time when production of the ADS is discontinued.
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121 Any changes to ADSadety design should be communicated as required to the
relevant authority.

In-service monitoring and reporting1 Pillar 5

122 The InService Monitoring and Reporting pillar (ISMR) addresses thseimice
safety of automated vehicles after marketddtrction. In practice, the application of the
other pillars of the NATM guidelines will assess whether the ADS is aaf®rding to the
existing criteria,for market introduction; whereas the-$ervice monitoring and reporting
will gather additional evidnce fromits in-serviceoperation to demonstrate that the ADS
continues to be safsfter market introduction, i.e., that use of the ADS does not present an
unreasonable safety riskhis pillardescribes how to monitdhe dynamic nature dhe in
serviceoperational use and thdo provide feedback t@nsurethat there iscontinuous
improvement othe safety ofthe ADS.

123 The pillarrelieson the collection of relevant data duriApS operation.

124, Thispillar does noaddress thebligationforii r @€ 4 Ime mo ni tcleecks/ong 0 (s el f
board diagnostics) of the performance of ADS subsystems by the manufaehichis part

of the overall safety requirements. However, sofoem of monitoringof the performance

of ADS subsystems oveime could be part ofiObjective Dthatisd e s cr i Geredal i n A
gui dance on | S Milow angcoukelcomtributestd the pradictive monitoring

of safety performance degradation.

125 The processes put in place by thanufacturer to manage safetiythe ADS during
in-service operatigre.g. to manage changes in the traffic rules and in the infrastruietiire
outside this pillar and are assessed with the audit pillar. This pillar focuses on the type of data
to be moitored and reported.

126, Whatever safety evaluation is done before market introduction, the actual level of
safety will only be confirmed oncenoughvehicleshave reachethe in-service operation
phaseandhave encountered sufficient range of trafficrad environmental conditions. It is
recommended that a feedback loop (fleet monitoringjuisin place to confirm the safety
argumentand confirm the validation carried out by the manufacturer before market
introduction. The operational experience feedlfamt in-servicemonitoring will allow ex

post evaluation of regulatory requirements and validation methaods could provide
indications orsafety related issues thatedreviewing

127. Newsafetyrisks might badentifiedand/orintroducedduring thein-service opration
of ADS vehicles The InServiceMonitoring and Reportingpillar can be used to identify
themand provide data to update tb@mmon scenario catalogue to cotlegm

128 Finally, in the early phase of market introduction of ADS, it is essential that the whole
communitycanlearn from crasheand incidenténvolving anADS and camuickly respond
and develop mitigation measures.

General guidance on ISMR implementation

129 In-Service Monitoring and Reporting (ISMR) addresses the monitoring and reporting
of the inservice ADS safety performance by the manufactdiee. Monitoring refers to the
overall data collection and analysis conducted by the manufactures with ektraating

safety related information from data. The Reportpplies to occurrences which endanger

or which, if not corrected, would endanger a vehicle, its occupants or any other person, and
in moreterms the reporting @&l occurrences relevant toetlsafety performance of the ADS.
Annex IV provides a list of examples of these occurrertésexpected that the ISMWill

be complemented by safety investigations of (at least) critical occurrences conducted by an
independent body.

130 ISMR enables thidentification of unreasonable risks related to the us@ ADS on
public roads and the evaluation of its safety performance duringveeld operation.
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131 ISMR requires ADS manufacturers to collect and analyse the saletyant
information relagd to their inservice AD® operation and report data on safetyated
concerns, occurrences and performance metrics to the relevant authority.

132 The ADS safety performance remains the responsibility of the manufacturer
throughout its lifetime

133 ISMR is a mechanism tgrovide safety authorities with informatioabout a
manuf act ur esmblemedtiDf@&madtidnshat may be gathered from other sources

1. Objectives

134. The aim of ISMR is to contribute to the improvement of road safetynbyreng that
relevant information on safety is collected, processed and disseminated.

135 The ISMR aims to fulfil three main objectives:

(@) Identify safety risks related to ADS performance that need to be addressed,
including instances of necompliancewith ADS safety requirements (objective 1);

(b)  Support the development of the Scenario Catalogue thraaghuring
information wherthe ADSdoes not perform safely in unanticipated situati@igective 2);

(c)  Share information and recommendations toyprte continuous improvement
of ADS safety performance (objective 3).

136 Once there are enoughDS vehicles inservicethat have encountered a sufficient

range of traffic and environmental conditiotien their safety needs to be evaluatéds

therefoe essential that a feedback loop, facilitated®yR, is in place. This will provide

data to assess and revi ew tthvalidate BvSinforeatiomf act ur er 6 s
that was usetb enable market introduction. The operational experience feedback from ISMR

will allow ex-post evaluation of the regulatory requirements and validation methods,

providing an indication of any issues and consequently the need for any modification.

137. For example, utilising the information on ADS performance under-wedt
conditions could help to enhancemodify track tests. Furthermore, ISMR concerning user
interaction metrics could provide information useful for improvieag ADS6 HMI, its
usabilty, and driver education.

138 Unanticipated situations, risks and hazards might be identified duringyoelal ADS
operation, and this information could be used to develop new scenarios for the common
scenario catalogue.

139 Inthe early phase of martiatroduction of ADSvehicles it is essential that the whole
community learns from safetyritical situations involvingan ADS It is important therefore

that there is a mechanism that allows information from the ISMR and recommendations from
its analyss to be shared with the ADS community. This will allow others to react and should
lead to developments that reduce or prevent that situmtionoccurring in another ADS

140 Collection, processing and dissemination of information related to ADS safety
performance from the ISMR will aldrelp to evaluatéhe impact of ADS on the safety of the
road network.
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Figure2
ISMR integration within the multi -pillar framework
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In Service Monitoring

141 The manufacturesnd (where applicable) the fleet operatioould set up a monitoring
program aimed at collecting and analysing vehicle data, and data from other sources. It
should provide evidence of the-gervice safety performance of the ADS and confirmatory
evidenceof the audit results of the Safety Management System requirements established by
the Audit Pillar(Note: The inservice monitoring is intended to be applicable to all individual
ADS types, not to a subset selected by the manufacturer or where appligatiie, fleet
operator.)

142 The monitoring program should include a data recovery strategy, data retention
strategy, data access, security and protection policy.

143 The data recovery strategy should ensure a representative collection of data to monitor
the ADS in service performance.

144. The retention strategy should ensure that the dataset is retained until the corrective
action and review processes are complete. In addition, the strategy should ensure the retention
of the data for longeterm trend aalysis (i.e. subset of the collected data).

145 The data access, security and protection policies should ensure that information access
is allowed only to authorised persons and contains safeguaeisstiwe the security and
protecton of thedata.

146, The data monitoring program should allow the maotifre and (where applicable)
the fleet operator to:

(a) Identify areas of operational risk and quantify current safety margins (e.g. in service
safety performance monitorijg

(b) Identify when the ADS prevents incidents/accidents {@RM, EM),

(c) Idenify and quantify operational risks by collecting data to characterize and analyse
occurrences

(d)  Use metrics and thresholds to assess safety riskdisemver trendthat suggest the
emergence of unacceptable risks if that trend contjnues

(e) Putin pace procedures for remedial action when an unacceptable risk is discovered
or predicted by trends
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(@)

(b)

(@)

) Confirm the inservice safety level and effectiveness of any remedial action.

147. The data monitoring program should ensure that the data analysi$aenped with
sufficient frequency so that remedial action can be taken promptly and in line with reporting
requirements

148 The analysis techniques should comprise the following:

(@) Routine measurements: a selection of parameters should be collected to
characterise each trip and to allow a comparative analysis. These measurements should aim
at identifying and monitoring emerging trends and tendencies before the trigger levels
associated with exceedances are reached. (e.g. vehicle performance mnitoring

(b) Exceedance detection: a set of core a |shoalad be selected to cover the
main areas of interest for the ADS operation with aim at searching for deviations from vehicle
performance and limits. Typically, the main areas of interest are derivedHeomssessment
of the most significant risks before the market introduction. However, they should be
continuously reviewed to reflect the current operations.,(gpged limits exceedance, near
misses, harsh braking, étc

(c) Occurrence analysis: recodledata should be able to characterize and
investigate all the occurrences listed in the annex IV.

(d) Statistics:DataSeries should be collected to support the analysis process with
additional information. These data should provide informatiogetoerate rate and trends.
(e.g. driven km, operating hours).

149 The data monitoring programme should identify &®lassure that the monitoring is
performing at an optimal level, and address any issffesing the effectiveness of the
monitoring progam (e.g, data corruption or loss, or result in delayed or degraded event
detection). Examples of KPIs for monitoring are trip collection, iagetime between actual
safety occurrence and detectimfrthe occurrence (Date of detectiointhe occurrencby the
In-service Monitoring Date of the actual occurrence of the event)

Vehicle data collection

150 There is regulatory work to introduéerent Data RecordeEPR) andData Storage
System for Automated DrivingdSSAD) requirements. Until thosequirements have been
defined this section is only suggesting the data elementsskiwatld be collected and
uploaded by the manufacturer from ADS vehicles for aggregation and proctssithgw
reporting of themetrics definedn the Reporting sectiorAdditionally, access to EDR data

might be subject to data privacy issues, because the data is generally owned by the vehicle
owner which raises the need for dedicated data collection provisions for the ISMR use case.

Other manufacturer-accessible sowes of data indicative of ADS performance

151 Manufacturers may be expected to collect data relevant to typical operations such as
dealer reports, customer reports, etc.

In Service Reporting

152 The main purpose of occurrence reportinpiglentify possible improvement ftine
ADS safety performancand not to attribute blame or liability.

Recommended reporting by the manufacturer

153 The manufacturer should report, as required byAtnthority, on both critical and
non-critical occurrencesas defined inhe Glossary It is expected thato types of repost
on the inservice safety performaneéll be produced. Thesareshortterm and periodic

154. Short term reporting of occurrerecand safety concerissrequired for matters of such
safety importancéhatthey mayrequire the manufacturer to take remedial action, including:

(@) indications of failure to meet safety requirements

(b)  critical occurrence where the ADS wasvolved known to the ADS
manufacturer or OEM
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(c) other safetyrelevant performance issues

155 Shorttermreporting is due within one monthoftheanuf act ur er s knowl edge
matter Short term reportings neeledto provideawareness of situations in whithe ADS

may be orlis posing anunreasonable risk to safeity-service.Occurrences relevant to this

shortterm reporting are listed in Annex IV.

156. At National level, there may be further requirements for immediate
reporting/notification to thauthority in the event the ADS manufacturer becomes aware of
a failure /defect which poses an immediate risk to public safety.

157. The manufacturer should also undertake periodic reporting of performance metrics
and occurrences to the safety authority.

158. The periodic report should be delivered regulatyleast every yeamand should
provide evidence of the 4iservice ADS safety performance. In particular, it should
demonstrate that:

(@) no inconsistencieshave been detected compared to the ADS safety
performancealeclaredoprior to market introduction;

(b)  the ADSfullfills the performance requirements set by FRAV and as evaluated
in the test methods developed by VMAD;

(c) any newly discovered significant ADS safety performance istwspose an
unreasnable risk to safetilave been adequately addressed and how this was achieved.

159 Annex IV provides a list of criticaland nanr i t i c a | occurrences aligned
high level requirements. Thigpresents the generic areas of interest that VMADifgeo

define in greater detail. VMAD will consider both the usefulness of each suggested reporting

element to the safety authorities, the@pacity to review the volume of data reported, and

the feasibility of storing, collecting and reporting the vasielements.

160 The short term and periodic reports should be made available, as required by the
Authority, in two parts:

(@) A report, that contains a summary and the information relevant to the
requirementgor reporting,

(b)  The data underpinning theport, exchanged with the authority by means of
an agreed data exchange file.

161 During the investigation, the authority should be informed about the data processing
(for example: filtering and conditioning) procedure and agree on the steps undedaken t
deliver the data supporting the report.

162 Where feasible, darmonizedapproach to the reporting should be developed by
contracting parties, and their relevant domestic authorities.

163 The authority, where necessary, may verify the information deavand, if needed,
may make recommendations to the enforcement authority and/or to the ADS manufacturer
to remedy any detected conditions constituting an unreasonable risk to safety.

164. If a serious safety risk is identifiedhea safetyauthority may recommend temporary
safety measurescluding immediately restricting or suspending the relevant operatinds
requireactions to restore an acceptable level of safety.

(b)  Reporting from other sources

165 The effectiveness of the ISMR pillar is determined by the availability of data on ADS
safety performance. Limiting the reporting to manufacturers would also restrict the type of
occurrences thamay be identifiedby ISMR, and consequently the level of ggafe
improvement achievable through operational experience feedback will be limited.

166 It is recommended that CPs consider extending the operational reporting mechanism
to other sources (e.g. drivers, operators, users, managers, road traffic autBojities
following best practices already adopted in other transport sectors.
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(©)

(@)

(b)

Voluntary Reporting

167. At the national levelSafety Authorities may put in place a system of voluntary
reporting to collect and analyse information on observed ADS behaviduch are not
required to be reported under the system of occurrences reporting set in the present
Guidelines, but which are perceived by the reporter as an actual or potential hazard.

Collection and storage of information

168 It is recommended that a mandatory reporting system is established at national level
by means of a national database and at international level by medrerofanizedCommon
Central Repository.

169 Data quality and consistency should be ensured botitianal and international level
by establishing checking processes.

National level

170 To implement the ISMR framework, Contracting Parties are recommended to
designate one or more competent authorities to put in place a mechanism to collecg,evaluat
process and store occurrences reported in accordance with ISMR principles.

171 The safety authority/ies at national level shouldrégponsible for collecting and
assessing the data and for deriving and shas&igty recommendationk (They) should
manage thesafetyrelated information stored in the national database share that
informationwith other competent authoritieshese safety authoriesarealsoin charge of
issuing an annual report summarizing the level of ADS safety and providowgeallsafety
assessment and action plan. The annual report should be submitted to WP29.

172 Short term and periodic reports should be stored within the common national database.
Safety recommendations should also be stored in the common nationakdaadamade
accessible to the relevant stakeholders.

173 Safety authorities should transfer safety recommendations and annual reports to the
Common Central Repository.

International level

174 WP29 provids a suitable international context for exchasgbetween Contracting
Parties and for defining the guiding principles on the ISMR framework implementation.

175 It is recommended that WP.29 establishes a proper management system of the
Common Central Repositarlf should coveraccessibility and dissdmation of information,

data protection where needed, data evaluation and annuaingp®he technical protocols

for transferring all safety recommendations to the Common Central Repository should also
be established.

176. Clear guidance on the standiaetl approach to ISMR, including the harmonisation
of the data entry process, should be organized by WP.29 at international level by providing
guidelines, workshops and appropriate training.

Occurrenceslnvestigations

177. It is recommended thagach Contracting Payt designate at national levelone
competent body responsilfta conducing theinvestigations of accidents, incidents and any
other relevant event in their countries according to its investigatemdate The body may

be an existing transportation safety investigative agency responsible for investigating
transportation accidents.

178 It is desirable for this body to be independent in its organisation, legal structure and
decisionmaking from any interested gy including other entitled regulatory body, other
national bodies in charge of investigatitigbility aspects of crashes in charge of the
collection and storage of informatioeported by manufacturers

179 In case oficcidents/incidents an investigation remirould be produced. It should be
produced and madevailable in the shortest possible time after the date of the occurrence to
all parties involvedit should where appropriate, contain safety recommendations.
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XI.

180. A periodic report should bgroduced and sharedgularly at least every year, more
frequently if relevant. Ishould providdanformation abouthe investigations carried out in
the preceding year and the safety recommendations that were issued.

Exchange of Information

181 It is recommended that WP29 promotes and facilitates a broader exchange of
information and the dissemination of safety recommendations among the Contracting Parties
with the aim of improving safety.

182 Safety Authorities shuld participate regularly in the exchange and analysis of
information contained in the Common Central Repository.

183 It is recommended that Safety Authorities participate in an exchange of information
by making all relevant safetglated information aailable to the other competent authorities.

184. The exchange of relevant information among involved Contracting Parties /
Authorities should beequiredin case of accidents/incidents investigations.

185 The dissemination of information should be limitedvhat is strictly required for the
purpose of its users, in order to ensure appropriate confidentiality of that information.

Protection of information

186. Given the sensitive nature of safeglated information, the protection of its source
and the confidence and trust of the reporters should be guardntélee extent legally
possible To protect the sensitivity of the information, it is recommended that it is only used
for safety related activities and not for any other purpose.

187. Secuity measuresieedto be in place tqrotect the confidentiality of information

that is shared. For example, the security measures and protocols sheuté that no
personal details are ever recorded in the dataledtherat nationabr international leveand

that relevant protections for trade secrets and confidential business information be observed

188 Without prejudice to the applicable national law, it is recommended that Safety
Authorities refrain from instituting proceedingsriespect of unpremeditated or inadvertent
infringements of the lathatcome to their attention only because they have been reported
under the ISMR occurrengeporting scheme, except in cases of gross negligence.

189 In accordance with the procedures def in their national laws and practices, Safety
Authorities should ensure that employees who report incidents of which they may have
knowledge are not subjected to any prejudice by their employer.

NATM Pillars/Element Interaction

190. The goal of theNATM guidelines document is to assess the safety of an ADS in a
manner that is as repeatable, objective and evidence based as possible, whilst remaining
technology neutral and flexible enough to foster ongoing innovation in the automotive
industry.

191 The overall purpose of the NATM is to assess, based on the safety requirements,
whether the ADS is able to cope with occurrences that may be encountered in the real world.
In particular, by looking at scenarios linked to road users' behaviour/environmental
conditions in Traffic scenarios as well as scenarios linked to driver behaviour (e.g. HMI) and
ADS failures.

192 As previously noted, the mulgiillar approach recognizes that the safety of an ADS
cannot beeliably assessed/validated using only one o€ tpillars. Each of the
aforementioned testing methodologies possesses its own strengths and limitations, such as
differing levels of environmental control, environmental fidelity, and scalability, which
should be considered accordingly.

193 It is important to note that a single assessment or test method may not be enough to
assess whether the ADS is able to cope with all occurrences that may be encountered in the
real world.
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194. For instance, while realorld testing provides a high degree of environraknt
fidelity, a scenaridbased testing methodology using only realrld testing could be costly,
time-consuming, difficult to replicate, and pose safety risks. Consequently, track testing may
be more appropriate methods to run higher risk scenarios wigiposing other road users

to potential harm. Further, test scenarios can also be more easily replicated in a closed track
environment compared to the reabrld. That said, test track scenarios can be potentially
difficult to develop and implement, espelty if there are numerous or complex scergrio
involving a variety of scenario elements.

195 Consideration should be given to the fact giatulation/virtual testing, by contrast,

can be more scalable, cadtective, safe, and efficient compared tack or reaiworld

testing, allowing a test administrator to safely and easily create a wide range of scenarios,
including complex scenarios, where a diverse range of elements are examined. However,
simulations maybe of alower fidelity than the other metkologies. Simulation software

may also vary in quality and tests could be difficult to replicate across different simulation
platforms.

196 In-service monitoring and reporting should be used to confirm thelgulyment
safety assessment and fill thaps between safety validation through virtual/physical testing
and reallife conditions. Evaluation of kservice performance should also be used to update
the scenario database with new scenarios eeéfirom the increagd deployment ofADS.
Finally, the feedback from operational experience can suppofposk evaluation of
regulatory requirements.

197. In addition to the respective strengths and weakness of each test pillar, the nature of
the safety requirements being assessed will also inform wheatspélie used:

@ For instance: the most appropriate method t
safety prior to market introduction may be the audit pillar, using a systematic approach to
perform a risk analysis. The audit could incluidéormation such as safety by design
confirmed validation outputs as well as analysis of data collected in the field by the
manufacturer.

(b)  Virtual testing may be more suitable when there is a need to vary test
parameters and a large number of tests nedxk carried out to support efficient scenario
coverage (e.g., for path planning and control, or assessing perception quality with pre
recorded sensor data).

(c) Track tests may be best suited for when the performance of an ADS can be
assessed in a digte number of physical tests, and the assessment would benefit from higher
levels of fidelity (e.g., for HMI or fall back, critical traffic situations).

(d) Reatlworld testing may be more suitable where the scenario may not be
precisely represented vidlly or on a test track (e.g., interactions with other rosers and
perception quality may be assessed through real world evaluation).

(e) In-service monitoring and reporting of field data represent the best way to
confirm the safety performance of an 80n the field after market introduction over a wide
variety of real driving traffic and environmental conditions.

198 Given these considerations, it should be noted that the sequence and composition of
test pillars used to assess each safety requireamanvary. While some testing might follow

a logical sequence from simulation to track and then to real world testing, there may be
deviations depending on the specific safety requirement being tested.

199 It is therefore necessary for the NATM pillas Ibe used together to produce an
efficient, comprehensive, and cohesive process, considering their strengths and limitations.
The methods should complement one another, avoiding excessive overlaps or redundancy to
ensure an efficient and effective validuatistrategy.

200 As previously noted, the NATM pillars not only include the three aforementioned test
methods but also an aggregated analysis (e.g., an audit/assessment /in service
monitoring/reporting pillar). Whereas the test methods will assessfity of the ADS, the
audit/assessment pillar will serve to assess the safety of the ADS as well as the robustness of
organizational processes/strategies. Elements of the audit are:

30



ECE/TRANS/WP.29/2023/44Rev.1

(@) Assessment of the robustness of safety management system.
(b)  Assessmat of the (identified) hazards and risks for the system.

(c) Assessment of the Verification strategy (e.g. verification plan and matrix) that
describe the validation strategy and the integrated use of the pillars to achieve the adequate
coverage.

(d)  Assesment of the level of compliance with requirements achieved through an
integrated use of all pillars, including consistency between the outcomes of one pillar as input
for another pillar (forward and backward) and adequate use of scenarios. This level of
compliance concerns both new vehicles as vehicles in use.

(e) The audit/assessment phase also incorporate results from the Simulation, Track
test and ReaWorld tests carried out by the manufacturer.

201 Figure 3 provides a diagram that outlines how the pillars, scenarios, and safety
requirements (developed by FRAV) will interact. Further examination of each of these
elements follows in the subsequent sections of this document.

Figure 3
Relationship between VMAD Pillars, Scenarios and FRAV Safety Requirements
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202 This document contains the description of a generic validation method. Likewise,
FRAV (Functional Requirements for Automated Vehicles) is developing generic
requirenents for the product to be validated. There is a clear relation between these two
developments: functional requirements may affect the detailed validation requirement and
vice versa. Furthermore, validation requirement may result in input for functional
requirements.

203 So far, FRAV has delivered a list bfgh-level safety requirementsn detailing the
functional requirements, the possible impact for validation methods will have to be checked.
This process is managed by including representativestbfibformal working groups in

each other's meetings.

204. As the safety requirements and technical aspects of each of the pillars are further
developed, each of these sections will be updated to include additional detail. To provide
further context, thisection will also include examples of how the NATM pillars can be
applied to certain functional capabilities of an ADS (e.g., highway driving, which is described
further in Annex Il.) based on the established safety requirements. FRAV and VMAD will
continwe to engage to develop and update functional requirements and the technical aspects
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of each pillar as necessary. This is key to ensuring safety guidance is updated as ADS
technologies evolve.
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Annex |

Glossary of Terms and Definitions

AADbst r &the prazasdof selecting the essential aspects of a source system or referent
system to be represented in a model or simulation, while ignoring those aspects not relevant.
Any modelling abstraction carries with it the assumption that it should naficamly affect

the intended uses of the simulation tool.

fAbstract Scenarid A formalized, declarative description of the scenario, derived from
functional scenario. The specification on the abstract level enaldbsighting of the
relevantaspects of the scenario while focusing on efficient description of relations (Cause
effect).

Note Declarative description can include structured natural language, programming
language or other forms of languages that meet the required criteria (formalized and
declarative).

AAut omat ed Dr i vimegns tBeyvehick rmardivakeDehd safteythat are
collectively capable of performing the entire Dynamic Driving Task (DDT) on a sustained
basis.

i ADS f enmdns aneapplication of an ADS designed specifically for use within an
Operation Design Domain (ODD).

i ADS f umearts ancappéition of ADS hardware and software designed to perform a
specific portion of the DDT.

AiClosed L@domedmrstanwgirtual environment that does
in-the loop into account. Simulated objects respond to the actions of taenggsg. system
interacting with a traffic model).

fiConcr et eo /S scenariadepicted with explicit parameters values, describing
physical attributesConcrete scenarios are established by selecting specific values for each
element. This step en®s that a specific test scenario is reproducible. In addition, for each
logical scenario with continuous ranges, any humber of concrete scenarios can be developed,
helping to ensure a vehicle is exposed to a wide variety of situations.

fiComplex Scenari@gsneans a traffic scenario containing one or more situations that involve
a large number of other road users, unlikely road infrastructure, or abnormal
geographic/environmental conditions.

fiCritical Scenario® means a traffic scenario containing a sitoriin which the ADS needs
to perform an emergency maneuver in order to avoid/mitigate a potential collision, or react
to a system failure.

fiDeterministi® is a term describing a system whose time evolution can be predicted exactly
and a given set of input stimuli will always produce the same output.

fiDriver-In-the-Loopd (DIL) is typically conducted in a driving simulator used for testing the
humarn automatdn interaction design. DIL has components for the driver to operate and
communicate with the virtual environment.

AiDynamic dr i vimeans dl afthe realtirfdeDoperational and tactical ADS
functions required to operate the Al2§uipped vehicle in eroad traffic.

1 The DDT excludes strategic functions such as trip scheduling and selection
of destinations and waypoints.

1 The DDT functions can be logily grouped under three main categories:

(@) Sensing and Perceptioimcluding;
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A Monitoring the driving environment via object and event
detection, recognition, and classificatjon

A Perceiving other vehicles and road users, the roadway and its
fixtures,objects n t he vehiclebs driving envirol
environmental conditions

A Sensing the ODD boundaries, if any, of the ADS feature
A Positional awareness
(b) Planning and Decisignncluding;
A Prediction of actions of other road users.
A Response preparation.
A Maneuver planning
(c) Vehicle Contro] including;
A Object and event response execution.
A Lateral vehicle motion control.
A Longitudinal vehicle motion control.
A Enhancing conspicuity via lighting and signaling

AEdge Caseéis a rare situation thahay require specifidesign attention for it to be dealt

with by the ADSin a reasonable and safe whwarranted by the possible severityd likely
frequency within the ODD ofthe ADS The quantification of firareodo is
refers to situations or conditis that will occur often enough in a figitale deployed fleet to

be a problem but may have not been captured in the design process. Edge cases can be

individual unexpected events, such as the appearance of a unique road sign or an unexpected

animal type a a highway

fiFunct i ond@A scedarie descnibedan natural language on a conceptional level, in

general without specific physicalalues. These arscenarioswith the highest level of

abstraction, outlining the core concept of the scenario, such as a basic description of the ego
vehiclebds actions; the interactions of the ego v
other elements that compose the scen@ig. environmental conditions etc.). This approach

uses accessible language to describe the situation and its corresponding elements. For the

scenario catalogue, such an accessible (i.e., natural argctorical) language needs to be

standardised tonsure common understanding between differdd$Atakeholders about the

scenarios.

fiHardwareln-theloopd ( HI L) i nvolves the finasystelnar dware of
running the final software with input and output connected to a simulation emérarto

perform virtual testing. HIL testing provides a way of replicating sensors, actuators and

mechanical components in a way that connects all the I/O of the Electronic Control Units

(ECU) being tested, long before the final system is integrated.

AiLO0Og al S cAescenario desoribed with the inclusion of parameters, where the values
of some of the parameters are defined as ramekling off the elements identified within

the functional scenario, developers generate a logical scenario by seledtia ranges or
probability distributions for each element within a scenario (e.g., the possible width of a lane
in meters).

fiModebis a description or representation of a system, entity, phenomenon, or process.

fiModel calibratiord is the process oddjusting numerical or modelling parameters in the
model to improve agreement with a referent.

fiModetIn-the-Loopd (MIL) is an approach which allows quick algorithmic development
without involving dedicated hardware. Usually, this level of developmeaohias highlevel
abstraction software frameworks running on gerpuapose computing systems.
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fiModel Parametar are numerical values used to support characterizing a system

functionality. A model parameter has a value that cannot be observed directly in the real
world but that must be inferred from data collected in the real world (in the model calibration
phase).

fiNominal Scenariasmeans a traffic scenario containing situations that reflect regular and
non-critical driving manoeuvres.

fiOccurrenc® r ef er s -related avent invelhang a velicle equipped with an ADS.
For reporting, two differentategories of occurrences are defined.

fiNortcritical Occurrenc® means an operational interruption,
circumstance that has or may have influenced ADS safety but has not resulted in an accident

or serious incident. This category inckgdfor example minor incidents, safety degradation

not preventing normal operation, emergency/complex manoeuvres to prevent a collision, and

more generally all occurrences relevant to the safety performance ofdberice ADS (like

transfer of controlinteraction with remote operator, etc.).

fiCritical Occurrenc® means an occurrence in which the ADS is engaged at the time of the
event and:

(a) atleast one person suffers an injury that requires medical attention as a result
of being in the vehicle ording involved in the event;

(b) the ADS vehicle, other vehicles or stationary objects sustain physical damage
that exceeds a certain threshold;

(c) any vehicle involved in the event experiences an airbag deployment

fiOperational Design Domain (ODD) m ettze mperating conditions under which an ADS
feature is specifically designed to function.

fAODDexidb means:

(@) the presence of one or more ODD conditions outside the limits defined for use
of the ADS feature, and/or

(b)  the absence of one or more coratis required to fulfil the ODD conditions of
the ADS feature.

i Op enlL oo pisdwrteal testing approach where a data provision unit provides input
stimuli to an ADS. There is no feedback between the ADS and the environment provided via
theinputs i mul i |, hence the | oop is fopend. The data p!
traffic situation, e.g., from a realorld drive. Environment data can also be generated
(simulator approach) or measured (shadow mode) while testing.

APr obadi ianmspertaining to nodeterministic events, the outcomes of which are
described by a measure of likelihood.

fiProving Gr¥rackon di sora tpehsytsi c al testing facility cl
performance of an ADS can be investigated on the vehicle. Traffic agents can be
introduced via sensor stimulation or via dummy devices positioned on the track.

i Se nHimulatom® i s a technique whereby artificially ge
the element under testing in order to trigger iptoduce the result required for verification
of the real world, training, maintenance, or for research and development.

iSi mul ationd is the imitation of the operation of

iSi mul ati on i s0 @l cloairbulativa todlsahat ae fused to support the
validation of an ADS.

i Sof timthellaopp (SI L) is where the i mplementation of
evaluated on generpurpose computing systems. This step can use a complete software
implementatn very close to the final one. SIL testing is used to describe a test methodology,

where executable code such as algorithms (or even an entire controller strategy), is tested

within a modelling environment that can help prove or test the software.
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fiStastic® means a process involving or containing
Pertaining to chance or probability.

iTest cased sxpreecitfhec adteitoani | ed specifications of wh
prepare for the test.

i Test @ne isttuciaed approach to consistently derive knowledge about the ADS by
means for executing tests, e.g. virtual testing in simulated environments, physical, structured
testing in controlled test facility environments, and real worldraad conditions.

fiTraffic scenari@ ( or scenario for short) is a sequence O]
assess the safety requirements for an ADS. Scenarios induidég maneuveor sequence

of driving maneuversScenarios can also involve a wide range of eléspench as some or

all portions of the DDT; different roadway layouts; different types of road users and objects

exhibiting static or diverse dynamic behaviours; and, diverse environmental conditions

(among many other factors).

fiTransfer of Control (TOL dneans a transfer of dynamic control of the vehicle from the
ADS to theADS vehicleuser.

fiTOCrequest means a warning issued by the ADS to the
needed to engage in dynamic control of the vehicle.

fiTOC response m e kerfaiback user engagement in the dynamic control of the vehicle
pursuant to a TOC request.

fivalidation of d hies stilmaul pt 0o o@assnod®el deter mining t
simulation model is an accurate representation of the real world fropetbpective of the
intended uses of the tool.

fi Ve hilnetHeboopd ( VI L) is a fusion environment of a re
world and a virtual environment. It can reflect vehicle dynamics at the same level as-the real
world and it can be @rated on a vehicle test bed or on a test track.

Aiveri fication ofo tilke tdhiemwlreotciesrs mddedlet er mi ni ng t
simulation model or a virtual testing tool is compliant with its requirements and specifications
as detailed in # conceptual models, mathematical models, or other constructs.

AVirtuadl itsedthiengprocess of testing a system using
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Annex Il

Functional Scenarios for divided highway application
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. Introduction

This text is a synthesis of various recent elaborations of Traffic scenarios, with the designated
purpose to create a functional scenario list for ADS in motorwaycase. It is envisaged

that some logical scenarios and/or some possible ways of their description, as agreed in the
continuous discussion, will also be included in this text. ODD rang@ways with up to

130 km/h and lane changes allowed.

Inputs to this proposal

(@ Present UN ALKS regulation (R157)

(b)  The Netherlands (TNO) Scenario Categories V1.7
(c)  SAFE (Fortellix) scenario library

(d)  Japan Crash scenarios

(e)  China functional scenario proposal (CATARC)

()] JRC own elaborations

(g) Germany (IGLAD) catalogue of conflict types

Inputs provided by JP, NL, SAFE, CN were submitted for consideration and discussion
during the VMAD SG1 meng held on 10 December, proposal from DE submitted on 16
December 2020.

Building blocks of functional scenarios

As described previously in the Scenario Catalogue section, functional scenarios can cover
several aspects (e.g. road geometry at difteadstraction levels, egeehicle behaviour,
moving/stable objects).

Additional aspects that are not covered by functional scenarios (e.g. speeds, accelerations,
positions, environmental conditions, failures, miscommunications, road geometries at more
detiled levels) should be covered by logical scenario.

Since classification of aspects to functional anc
be considered in functional scenari oso and fAwhic
s ¢ e nar inayetbeen dikussed and agreed, the classification in this document is initial

version and will be updated through discussion.

Coverage

Collisions always occur with other vehicles/objects (assuming that they can operate properly

when there are ndleer vehicles/objects). The 24 functional scenarios in the figure described

in section 2. I nteraction with other vehicl es?o
interactions between other vehicles/objects and ego vehicle. These scenarios can cover

collision with other vehicles/objects appropriately.

As described above., factors not covered in the proposed functional scenarios (e.g. initial

speed of ego vehicle, size, initial position, initial speed, acceleration of other

vehicles/objects), perception fac{e.g. weather, brightness, blind spot, false positive factor,

blinkers of other vehicles) and vehicle stabilit
wind, etc.) can be described with parameters in logical scenarios.

As previously mentioned, it isnticipated that future iterations of Annex Il will also
incorporate scenarios with lower levels of abstraction (e.g. logical scenarios and potential
approaches for describing them). Functional scenarios should be added when agreement is
reached betweedG1 and VMADIWG.
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Symbols used in this document

ICON

DESCRIPTION

A list of possible scenarios for LHighway Chauffeur ADS

Ego vehicle

Lead vehicle

Other vehicles part of the scenario

Impassable object on intended path

Passable object on intended path

Input matrix from VMAD-SG1 participants:

Scenario family

Subscenario

Japan
crash

scenarios

The
Netherlands
(TNO)

SAFE
scenario
library

China
functional
scenarios

Conflict
Type

1.
Nominal
driving

1-1. Perform
lane keeping

a.Driving
straight

X

X

X

X

b.
Manoeuvring
a bend

X

X

X

X

2.
Interactio
n with
other
vehicleg
objects

2-1. Perform
lane change

a. Ego vehicle
performing
lane change
with vehicle
behind

b. Merging at
highway entry

c. Merging at
lane end

d. Merging
into an
occupied lane

2-2.Critical
(Emergency)
braking
scenarios
during lane
keeping

e. Impassable
object on
intended path

f. Passable
object on
intended path

g. Lead
vehicle
braking

h.
Approaching
slower/stoppe
dLv

i. Cutinin
front of the
ego vehicle

j- Cutout in
front of the
ego vehicle
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Scenario family

The
Netherlands
(TNO)

SAFE
scenario
library

China
functional
scenarios

Japan
crash
scenarios

Conflict

Subscenario
Type

k. Detect and
respond to
swerving
vehicles

3. Detect and response to

traffic rules andoad

furniture

a. Speed limit
sign

b. Signal
lights

c. Drive
through X
tunnel

d. Toll X

e.
Conventional X X
obstacles

4.Country specific road

geometry

a. Intercepter X

5. Unusual situation

a. Wrong way
driver X X
(oncoming)

Notes to the inputs from VMAD SG1 members:

f

China (CATARC): This is a list cut from a general catalogue describing

di fferent ODDs, l'i ke AGener al roado, ACi ty
and their test istigm,, Iiilke efdgeed,| idimiotl |
The functional scenarios proposed below in this document are much more

generic than the ones proposed by China, so they form a subset of this list.

For exampl e, China proposal iorat o | | stati ol
obstaclesd can be in line with Ai mpassabl e
scenario list.

The Netherlands (TNO): a very thorough scenario catalogue containing
much more scenarios than needed for the highway use case. Terminology
and descriptions wrked out fully. Scenarios can be created using a
combination of tags from the different layers.

Japan: crash scenarios, scenarios only containing interaction with other
vehicles. They describe different road geometries and possible other vehicle
positiors around ego. All other parameters considered as features
(accelerationi deceleration, lane changdane keeping, etc.).

SAFE: a list of scenarios sometimes with very concrete examples, sometimes
more generic approach. There is a different scenariodssipg by slowly
moving vehicles in the adjacent lane and a different one for passing by
standing vehicles, but handles LV following as one scenario.

Conflict Type: a |ist of fAconflict
sort scenarios, leading &ccidents on road to different groups. These conflict
types can be sorted into conflicts with or without influence of other road user.
Uses different symbols than other documents for the description of a scenario
or situation (mainly different kinds of@ws). Separates left and right hand
traffic. Contains 251 scenario types, structured in seven larger types of
conflicts, Iike: Alongitudinal traffi

typeso

co or
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Note fRAemphasized scenari o par speagrephared and At est
some examples of parameters. Other parameters may be essential for the validation
testing.

A. Nominal driving (Perform lane keeping)

1. Nominal driving (Perform lane keeping)

Note: lane keeping is addressed in currentRgulation for AIKS No. 157 up to 60 km/h.
As a functional scenario, lane keeping can be sorted into two groups depending on road
geometry. It can also be sorted into more groups depends on the lane that the vehicle is in:
centre, side, middle, etc.
(@) Driving straight
(&  Without LV
(b)  With LV
(c)  With other vehicles in adjacent lanes (moving or stopped)

Figure 1
Schematic representation of driving straight

e

General description:

The ego vehicle is driving on a straight road. The aim of this scenario is tiheelsine
keeping ability of the vehicle under normal or demanding conditions and parameters [1,2,4].

Emphasized scenario parameters: ego speed demand (road rules), lane width, LV speed
profile (if present), layout and speed profile of other vehiclesré§gnt).

Tested parameters: deviation from lane centre (nominal value and distribution), deviation
from desired speed, obeying to speed changes, temporal modifications, distance between ego
and LV (if present), reaction to other vehicles etc.

(b) Manoeuwvring a bend (right curve and left curve)
(&  Without LV
(b) With LV

(c)  With other vehicles in adjacent lanes (moving or stopped)
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Figure 2
Schematic representation of manoeuvring a bend

General description:

The ego vehicle is driving on a curved road. The aim of this scenario is to test if the vehicle
is able to handle the road curvatures specified as part of the ODD [1,2,4].

Emphasized scenario parameters: ego speed demand (road rules), lane width, LV speed
profile (if present), layout and speed profile of other vehicles (if present).

Tested parameters: deviation from lane centre (nominal value and distribution), deviation
from desired speed, obeying to speed changes, temporal modifications, distance bgtwee
and LV (if present), distance to other vehicles etc.

Interaction with other vehicles/objects

The 24 scenarios below can cover the interaction with other vehicles driving in the same
direction on the same or adjacent lanes.

In the 12 scenar®in which the ego vehicle performs lane change, the vehicle closest to the
ego vehicle may not be necessarily in the same lane or an adjacent lane to the ego vehicle. It
may be 2 lanes over from the ego vehicle, and even in such cases, the vehiclbéas to
detected by the ego vehicle because they can interact with one another if both change lanes.
To describe these cases in the 12 scenarios properly, some parameters should be included

such as fAnumber of | aneso, i lbetweenegofand®other v e h i

cl

eo



