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@) oo nd Socul Comell UN CRO Guidelines for Cybersecurity

Original: English

Economic Commission for Europe

Development started in 2017
g Commites o e oy Draft version endorsed in November 2018
T Further developed during 2019

Geneva, 20-22 November 2019
Tteem 10(b) of the provisional agenda
International regulatory cooperation:

e Sector examples added in 2019

Steering Committee on Trade Capacity and Standards

Report on the sectoral initiative on cyber security . " .
. * Final version approved in November 2019
Submitted by the secretariat
Summary
This document contains a propesal for a common regulatory framework on cybersecurity
and is bereby submitted for decision by the Working Party. - -
S * Aliving document

“The Working Party adopts the proposal for a common regulatory framework as contained
in this draft proposal™.

It requests that the proposal be published It also requests the secretariat to continue 1o report
on the progress of the initiative.

L Introduction Published CRO available here...

1. Al its twenty-seventh annual session, the Working Party approved the proposal for a

e http://www.unece.org/tradewelcome/tradewp6/groups/

Electrotechnical Commission (1EC) Conformity Assessment Board Working Group 17, and

% cybersecurity.html
[N SO . .

1EC

®


http://www.unece.org/tradewelcome/tradewp6/groups/cybersecurity.html

Systematic Methodology

Systems-approach
* Model the system
 Use the GMM

* Risk-based

* Open choice of requirements
—> could be standards based
— open choice of standards

 Open choice of

conformity assessment (CA)

Use appropriate CA at appropriate points
according to risk.

- suppliers declaration (1% party)

- Internal audits (2" party)

- Certification (3™ party)




Systematic Methodology

Systems-approach
* Model the system
Use the GMM

* Risk based

—> could be standards based
— open choice of standards

* Open choice of requirements

/* Open choice of
conformity assessment (CA)

according to risk.
- suppliers declaration (1% party)
- Internal audits (2" party)

\ - Certification (3™ party)

Use appropriate CA at appropriate points

~
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Often forgotten
in other
frameworks,
yet essential
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Systematic Methodology

(} 1) Map sector application to Generic Matrix Model (GMM)
2) Risk analysis of sector application map
o ldentify and rate risk points

3) Determine appropriate level of CA for each risk point
according to risk level rating

4) ldentify requirements documents (standards)

periodic

o Determine what is available/appropriate
- standards gap analysis

o Determine how to fill the gaps (= standards development)

5) Apply appropriate CA to appropriate standards
at each risk point

\— Revue, revise, renew (R3)




SYSTEM MODEL

Systematic Methodology

Generic Matrix Model (GMM)

(Components
product A, B, C...

Product development
Product manufacture

etc

Interconnections

Systems integration design
Systems integration implementation

etc / realisation

Interventions

Asset owner operation

Systems upgrades / patch management
Vendor & service providers

k etc
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Systematic Methodology

Generic Matrix Model (GMM)

OBJECTS OF CONFORMITY
A
- ’Products People Processes A
Com pOﬂentS Testing Product design Design processes

competency

product A, B, C...

Product development Product manufacturing

Product manufacture competency
etc - Manufacturing
Systems design processes
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Interconnections Component selection processes
Systems integration design
Systems integration implementation Systems build Design / realization processes
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competency Service processes
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OBJECTS OF CONFORMITY
A
- ’Products People Processes A
Components ‘ Testing * Product design LDesigr; processes
product A, B, C... . competency

Product development "Product manufacturing
Product manufacture  ———— competency
etc

2

Manufacturing
processes
| |

Systems design
Interoperability competency

Interconnections

Systems integration design
Systems integration implementation

Component selection processes

Systems build Design / realization processes

etc / realisation competency _ @
: IT/IOT p——
I nte rve ntIOnS competency eopie selection processes

Asset owner operation
Systems upgrades / patch management
Vendor & service providers

I53tch

~ Supplier
management op

‘ qualification
processes

\_ &t¢ IT/OT |
com petency Service processes




Banking System GMM in table format. (incomplete)

eneric Matrix Model (GMM)
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Annex C - sector examples
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ECEACTCE WP 201979 - Anmex C ECECTCEMEA01Y - Ammey &
hnnex C o e System Corperace Syzrem G in eable formar. (incomplecs)
Examplez of the Generic Matrix Model nzed in different A typical eorporate sysiem will have corporate servers commecied through o corposaie communicaiion sysien io — ———
app]iclt'lnn zectors eomrate devices and workstatices, PCs, laptops and so on. This corporate syvstemn will also be coomected 1o the et [ — —
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s the realisation that the differences between differest sectors is quite simall and that the cybersecurity challenges
and the cybersecurity threas that they all fiee are all very similar.



http://www.unece.org/tradewelcome/tradewp6/groups/cybersecurity.html

Annex C - sector examples

Banking System

A typical banking svstem will have a corporate IT and communication system (see other example in this section)
and additionally, there are legacy proprietary communications systems for wire transfer to other banks These

proprietary wire transfer systems usually use dedicated communication conduits for such transfers. There are L4 8 SeCtO r exa m p I eS

remote devices such as ATMMs (cash dispensing devices) which may communicate to the bank via a number of
different channels which can include via the telecom system (landline or wireless, GSM, system), or the internet

through cables or using a local wifi service (hotspot), and so on. The bank will also communicate with customer’s O CO rpo rate SySte m

fixed and mobile devices, over the internet and via the telecom system. Banks will also exchange data with .

external financial ESP i riders (exchan, ices, payment servi .g.: credit card i iders,

s et i st s S i s i Sk s s el Medical network system
Banking system

Railway system

sometimes using VPN connections. There will be access issues for bank emplovees, such as the vse of passwords
Traditional energy utility system

and 1dentification, etc, and the similar 1ssve of phiysical access by outsourced service personnel, and so on.

Financial Institutions System (communication system perspective)

O O O O O O O

T A BANK A 10 | . :
[ e ) [T Capormsoner || Smart grid electrical system
: 1 '_ p—— ek stations ) 1 i::s'u:ﬁ:.f:f;ml : . . . .
: | B il = | Active assisted living system
Bark DEVCES | o /g s | Networked vehicles
- MM”K —— g E El:‘::;::am] ] f 2 ARCHIVE i

I E == B, |

Commercial
contracts

Internet

PAAS, IAAS,

& Private corporate : External
wPN) SAAS services Service

DEVICES {remate & i Sattwars providers
miohile, customer andfor Public Ipplicatien
harﬁ;ing st,afﬂ (! arvices
eg: mobile phones, Pubdic o privans

laptops, etc Ul pervces
[Home banking, etc) |ARCHIVE, .

World

PAs = platform as a service
1aAS = infrastructure as a service
SANS = software as a service




Annex C - sector examples

Banking System GMM in table format. (incomplete)
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Each sector example has a
GMM table indicating

standards that can be used
in the different phases and
applications of the system.




Updating > Annex C - sector examples

T

ECE/CTCS/WP.6/2019/9 - Annex C ECE/GTS/WP.6/2019/9 - Annex C
) Corporate System GMM in table format. (incomplete)
Corporate System "
A typical corporate system will have corporate servers col ted through a corporate communication system to
corporate devices and workstations, PCs, laptops and so on. |This corporate system will also be connected to the ErETEn — o J
internet and use cloud services. The corporate laptops and other communication devices will sometimes operate e O L) L)
rc.motcly af‘id communicate with the corpomtc_scr\-fcr via the mtml'nct_ I'\-'[t:.rrmr:,r sl.omgc §w1ccs, sth as USB slllckls, s s e R T e S
will sometimes be connected to corporate devices. External service providers will also interact with devices within st e e ot G Rscpariania i
- . . . . . - componeni
the corporate system via the internet sometimes using VPN connections, and non-corporate devices will also be s oo sy |G prednes paciie produet s i weavical
connected to corporate communication systems with access to the internet. Then of course there will be access st S I e e e
issues for corporate employees, such as the use of passwords and identification, ete, and the similar i1ssue of
physical access by outsourced service personnel, and so on.
estar cianivi thowic
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o e e
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Corporate System (communication system perspective) Lumunm:n.'mhm e 3
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Bttt {vPN) i External
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e Internet -
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DEVICE(S) includas application
- Printers /Beamers services
- IPteractive screens
= Clotking system Public or private
- Access system dhoud services
. Alarm systemns (ARCHIVE, _.
T World
PRAS = platform as a service
485 = infrastructure as & service
SMAS = software as & service
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