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UN CRO Guidelines for Cybersecurity 
• Development started in 2017
• Draft version endorsed in November 2018
• Further developed during 2019
• Sector examples added in 2019
• Final version approved in November 2019

• A living document

http://www.unece.org/tradewelcome/tradewp6/groups/
cybersecurity.html

Published CRO available here…

http://www.unece.org/tradewelcome/tradewp6/groups/cybersecurity.html


Systematic Methodology
Systems-approach
• Model the system
• Use the GMM 
• Risk-based
• Open choice of requirements
 could be standards based

• Open choice of 
conformity assessment (CA)

 suppliers declaration (1st party) 

 open choice of standards

 Internal audits (2nd party)
 Certification (3rd party)

Use appropriate CA at appropriate points 
according to risk.
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Systematic Methodology
1) Map sector application to Generic Matrix Model (GMM)

2) Risk analysis of sector application map

o Identify and rate risk points 

3) Determine appropriate level of CA for each risk point 
according to risk level rating

4) Identify requirements documents (standards)

o Determine what is available/appropriate 
 standards gap analysis

o Determine how to fill the gaps ( standards development)

5) Apply appropriate CA to appropriate standards 
at each risk point

Revue, revise, renew (R3)
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Annex C - sector examples
http://www.unece.org/tradewelcome/tradewp6/groups/cybersecurity.html

http://www.unece.org/tradewelcome/tradewp6/groups/cybersecurity.html


Annex C - sector examples

• 8 sector examples 
o Corporate system
o Medical network system
o Banking system
o Railway system
o Traditional energy utility system
o Smart grid electrical system
o Active assisted living system
o Networked vehicles



Annex C - sector examples

Each sector example has a 
GMM table indicating 
standards that can be used 
in the different phases and 
applications of the system.



Annex C - sector examplesUpdating 
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