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Scanning observation by nicter-Atlas

ÅCapturing packets 

through dark-net in real 

time basis.

ÅColor indicates the 

protocol types.

UDP
TCP SYN
TCP SYN/ACK
TCP Other
ICMP
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Atlas 

All view
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Telnet (23) attacks on Darknethave rocketed 

DarknetSize -> 270,000 IP Addresses
(2015/May) 4



Attacking hosts are IoTdevices 

Devices are inferred from their web interface and telnet banners. 5

150,000 
attacking IPs

361 models
observed 

in 4 months
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In the case of Connected Car, More Attack Surfaces can be 
recognized and many IoTdevices will be located in the car!

http://gigaom.com/2013/08/06/ciscos - remedy - for -connected -car -security - treat - the -car - like -an-enterprise/



Why IoTdevices?

Å24/7 online

ÅNo AV

ÅWeak/Default login passwords

Åwith global IP address and open to Internet
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We would like to know..

We propose the first honeypot for IoT

Malware Targets Monetization

ÅWhat kind of malware?
Å How many different kinds?

ÅWhat IoTdevices are targeted? ÅWhat the attackers 
do after 
compromising these 
devices?
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Our Challenges

Å Emulating diverse IoTdevices
Å Handling to capture malware of 

different CPU architectures

Å Handle to run malware of 
different CPU architectures

Honeypot Sandbox: IoTBOX
IoTmalware of different CPU Architecture

IoTdevices listening  on Telnet

ARM

PPC

SUPERH

X86

MIPSEL

MIPS
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3-way 
handshake

(Options)

Welcome message
& Login prompt

id/pass
Authentication

Command

Response

.........

Emulating different devices (IoTPOT)

Do Echo, Do NAWS, Will Echo

ADSL Router
login:

root
12345

cat /bin/sh

corresponding responses 

Banner Interaction

Authentication

Command Interaction

cat /bin/sh

ARM

MIPS

PPC

Response 2

Device Profile Different 
Banner 

Interactions

Different 
User ID/Pass

Different 
Responses 

NAWS(Negotiate About Window Size)

ÅDifferent Banner

ÅScanning Internet on 
port 23 to get different 
banners

ÅDifferent  User ID/Pass

ÅObtain weak/default 
ID/Pass by web search 

ÅAlways accept/reject 
incoming challenges

ÅAccept after several 
challenges

ÅDifferent Interactions

ÅLearn from actual 
devices

ÅSystem with general 
configuration for 
embedded devices

(E.g., OpenWRT or Debian 
based embedded OS) 



IoTPOTresults
ÅDuring 122  days of operations [ April 01 to July 31 - 2015]
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900,394 Malware Download Attempts

11
93% of downloaded binaries are new to Virus Total  (2015/09)

Malware of 11 different CPU architectures

Honeypot is setup with 148 IP addresses



Analyzing attacks

ÅIntrusion

ÅPattern of User ID/Password challenges

ÅInfection

ÅTelnet Command Sequences from Attacker

ÅMonetization

ÅBehaviors of second stage malware (i.e. binaries and shell scripts)
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Example1: DDoS (DNS Water Torture attacks)

Infected devices

Cache DNS
server at ISP

9a3jk.cc.zmr666.com?
elirjk.cc.zmr666.com?
pujare.cc.zmr666.com?
oiu4an.cc.zmr666.com?

Authoritative DNS
�H�Q�T�ß�\�O�T���������E�Q�O�à

9a3jk.cc.zmr666.com?
elirjk.cc.zmr666.com?
pujare.cc.zmr666.com?
oiu4an.cc.zmr666.com?

Delayed reply
No resource


