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Telnet (23) attacks dbarknethave rocketed
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Attacking hosts armTdevices
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In the case of Connectéir, More Attack Surfaces can be
recognized and mandeewces will be located in the car!

Enterprise

Audio/ Video Telematics Diagnostics
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http://gigaom.com/2013/08/06/ciscos -remedy -for -connected -car-security -treat -the -car-like -an-enterprise/




WhyloTdevices?

A24/7 online

ANo AV

ANeak/Default login passwords

Awith global IP address and open to Internet



We would like to know..

Monetization
Malware

A What kind of malware? A WhatloTdevices are targeted? A What the attackers
A How many different kinds? do after

compromising these
devices?

We propose the first honeypot fdo T



Our Challenges
Honeypot Sandbox1o0TBOX

loTdevices listening on Telnet

loTmalware of different CPU Architecture
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Emulating different device{TPOY" "k Soanning ntemet or
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loTPOTesults

ADuring 122 days of operations [ April 01 to July 3015]
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93% of downloaded binaries are new to Virus Total (2015/09)
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Analyzing attacks

Alntrusion

APattern of User ID/Password challenges

Alnfection

ATelnet Command Sequences from Attacker

AMonetization

ABehaviors of second stage malware (i.e. binaries and shell scripts



Examplel: DDoS (DNS Water Torture attacks)
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