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The text reproduced below was prepared by the experts from SAE International. It
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for new or in strikethrough for deleted characters.

" In accordance with the programme of work of the Inland Transport Committee for 2022 as outlined in
proposed programme budget for 2022 (A/76/6 (Sect.20), para 20.76), the World Forum will develop,
harmonize and update UN Regulations in order to enhance the performance of vehicles. The present \
document is submitted in conformity with that mandate. .E T

Please recycle@ ﬁ - 2n

GE.22-10999(E)




ECE/TRANS/WP.29/GRVA/2022/17

I. Proposal
Annex 5, Part B, first row of Table B1, amend to read:
Table Al Threats to "Vehicle communication channels” Ref Mitigation
reference
4.1 Spoofing of messages (e.g. 802.11p M10 | The vehicle shall verify the authenticity and
V2X during platooning, GNSS integrity of messages it receives using
messages, etc.) by impersonation appropriate mechanisms. Depending on the
message type and capabilities, these may
include cryptographic authentication and
integrity checking; plausibility checking; use
of a diversity of sources; and other
appropriate means of providing assurance.
1. Justification
1. The experts from SAE International noted the ambiguous language in Annex B of UN

Regulation No. 155 (see more details in informal document GRVA-13-29) that has been
interpreted within the automotive industry as putting a narrow requirement on
implementations — specifically, a mandatory requirement that wvehicles carry out
cryptographic authentication of received GNSS messages.

2. This proposal includes amendments that are suggested to be more appropriate and, in
practical terms, would lead to more resilient implementations than the interpretation-of-

concern of the current wording would.




