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Problem statement

• US Census Bureau justified its transition to a formally private 
disclosure avoidance system based on the results of a 
database reconstruction and re-identification experiment.
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• How does the Bureau’s results compare with a similar 
(reconstruction) experiment based on chance?



Reconstruction Results

• 46% of Bureau’s reconstructed cases match someone in 
confidential data on census block, age, sex, race, Hispanic

• 41% of our random individuals match someone in random block 
on age, sex, race, Hispanic ethnicity
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Database reconstruction experiment

• The Census Bureau “Reconstruction” matched on block, age, 
sex, and race/ethnicity in 46% of cases 

• A random number generator combined with a simple 
assignment rule for race and ethnicity yields a comparable 
match rate of 41%

• Despite the Census Bureau’s massive investment of resources 
and computing power, their database reconstruction does not 
perform much better than a roll of the dice

• This is analogous to a clinical trial in which the treatment and 
the placebo produce virtually the same outcome. 



Re-identification Results

• 45% of Bureau’s reconstructed cases match someone in 
commercial data on census block, age, and sex

• 38% of names harvested from commercial database match a 
name on same block in confidential data

• 17% (38% of 45%) of Census respondents “re-identified”



45% of reconstructed 
cases match someone in 

commercial data on 
Age, sex & block 

(race/ethnicity not used)

Reconstructed 
Microdata

Commercial 
database

Census Bureau rei-dentification experiment

(One would expect 53% by chance)



The re-identification experiment

• Within each block the Census Bureau searched a commercial 
database for people who matched the age and sex of each 
case of their reconstructed database. 

• In just 45% of cases was there at least one person in the 
commercial data who matched the age, sex and block number 
of a row of the hypothetical database.

• This is a lower match rate than the 53% one would expect by 
chance, probably because of the poor quality of the commercial 
data.
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The re-identification experiment

• The Census Bureau then harvested the names of the 45% of 
cases in the commercial database that matched on age and sex 
and searched for them in the original census data.

• They found that 38% of the 45% were actually present on the 
block.

• They claimed to have “reidentified” 16.85% of the population 
(38% of 45%).



Census Bureau re-identification experiment

Among the 45% of cases where 
the reconstructed data match 
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• There is no null comparison
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Evaluating the re-identification experiment

• The Census Bureau could easily evaluate the re-identification 
by matching the names of people randomly selected from the 
commercial database to persons in the 2010 census living on 
the same census block, without any reference to the Census 
Bureau’s database reconstruction. 

• If the 38% match rate on names for the reconstructed 
population is no higher than the match rate for a randomly 
selected subset of the commercial data, it would mean the 
database reconstruction had no effect on re-identification risk.

• Because they made no null comparison, the re-identifcation
results cannot be interpreted.



Summary: Database reconstruction experiment

• “Correctly” guessed age, sex, race and Hispanic ethnicity 
for 46% of persons on each block

• Great majority of those correct guesses would be expected 
by chance

• An outside attacker would have no means of determining 
which “reconstructed” records were true



Summary: Re-identification experiment

• The re-identification experiment shows only that some 
people found in a commercial database are also listed on 
the same block in the census.

• It fails to show that using the published tabulations had any 
impact whatsoever on the match rate between the 
commercial database and the original enumeration.



Consequences of disclosure panic

The disclosure avoidance system introduces unacceptable 
levels of error for many applications of the census.

Tabular Data
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Findings of recent publications include:

• Systematically undercounts the population in mixed-race and 
mixed-partisan precincts.

• Introduces substantial distortion in COVID-19 mortality rates, 
sometimes causing mortality rates to exceed 100 percent.

• Net migration estimates by five-year age groups would only be 
accurate enough for use in about half of counties.



Conclusions 

• The Census Bureau is now in the midst of a radical escalation 
of disclosure control justified by an unsuccessful database 
reconstruction experiment. 

• The actual threat posed by the Census Bureau’s 
reconstruction is similar to the threat posed by randomly 
guessing respondent characteristics. 



Conclusions 

• The database reconstruction experiment failed to demonstrate 
a disclosure threat and cannot justify degradation of the 
nation’s statistical infrastructure. 

• Reducing data quality is likely to backfire, as it will erode public 
trust and weaken the core justification for census data 
collection



Questions?

Thank you.
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