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Let’s celebrate success...

» Trusted research environments (safe havens, secure access etc)
o the great success story of 21st Century data sharing

* Machine learning
o Now feasible, accessible and effective

« ML within a TRE?

o Teach models on very sensitive data
o Familiar, controlled environment => very safe
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The problem
« No SDC guidelines for ML models

—Is it the same type of problem as existing models?
— If so, can we adapt existing rules?

—If not...what?
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Machine learning

- Repeated (but unrepeatable) analysis of the same
dataset

- Multiple analyses/analytical methods combined
o Multiple batches/subsets of the data

- Aim: to allow accurate predictions/classifications on
new data
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Machine learning attacks

 Most common attacks:

o Model inversion: recreating the data from parameters eg
— create noisy images
— minimise prediction error given weights (inverting the learning process)
— Re-optimise input sample, and repeat

o Membership: was X in the training data?
— Models perform better on the data they're trained on
— Qutliers/boundaries can be informative

» Attack scenarios:
o Black box — access to predictions only
o White box — access to parameters/architecture
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Initial approach:
Same sort of problem

- ML models: generate parameters to
represent reality

- Statistical models: generate parameters to
represent reality

—Treat as regressions (‘safe statistics’)
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Problem 1 overfitting

Regression model |Machine learning

model
Type of data Data table Images
N 10,000 100,000
K 100 10,000

Estimation method Deterministic on-deterministic

Interest Parameters Prediction

» Technically, doesn’t change anything
o In practice...

o But no longer human-checkable
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Problem 2: what is disclosure?

 Regression: coefficients are of interest

- ML: designed to produce predictions of the
whole data item

o What is the boundary between good prediction and
re-identification?

Model inversion attack
———————————

Membership attack
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Problem 3: intruder motivations

» Regression analyses in RDCs — no incentive
for researcher to falsify results

o Can see and remember interesting data points
— In theory, incentive in RJSs but risk of capture higher

- What if you want to extract an image?
o No way to remember it
o Lots of potential to hide it?



Ways forward

- Can we quantify risk?

Privacy risk for a Blackbox attack

Privacy Risk

I Training Data (Members)
Population Data (Non-members)

Fraction
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Membership Probability
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Privacy risk for a Whitebox attack

Privacy Risk

I Training Data (Members)
lation Data (N s)

0.4 0.6
Membership Probability

Calculations using ML Privacy Meter (Murakonda et al, 2020)
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Ways forward

« Can we quantify risk?
o yes, to some extent

-« Can we identify statistical solutions?
o—Ne-dea-Probably

- Can we identify non-statistical solutions?
o—Ne-dea-Probably

 Big problems/uncertainties:
o Variety of models
o Motivation of attackers
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Next steps

- Greatly expanded team
o Dundee: Emily Jefferson, Christian Cole
o Edinburgh: Amy Tilbrook
o NHS Scotland: Simon Rogers
O

Plus large group of interested parties across
academia, govt and health service
— Seeking funding to develop formal project
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Next steps — defining scope

Disclosure Control on trained models — Concept 21.09.21

*Note: Although this work is focused an controlling release of
trained models, not the code / hyper-parameters that describe
Intent them, in-scope controls will likely include enforcing constraints
about what is allowad in the code / hyper-parameters.

To determine risk measures and a set
of effective controls for disclosure risk

Extemnal code
development

of trained machine leaming models Accidental or deliberate ! )
from Trusted Research Environments Aosdemcor commerctl joree retAlseste
b ingress
s e ’ X =
cope i
. - General code eg mode!

Madels trained on data provided and — plpsines and! or
intended to remain in the Safe Haven. Deta s velue 1 a1 of hyperparameters of model

itself, especially to — the knobs and dials’ of
Ob jectives &Cv)m;ﬁf;‘r;faf en;fitga; roal? k the algorithm (settings)*

ontrol throug) egal
q egress N

Research and define risks, evaluate S Cose V )
these against likelihood (given other In scape: Data containing Pll or e %
controls) and measure actual risk. eHealth datz, not just images. Can methods of reconsiructing Pl Hcre

we reconstruct more general
information about someone we

Inference attacks. If mode! is very
‘leskey” then possible without data

Work these up to practical controls.

- wouldn't otherwise have known? Traa moow from other sources.
Deliverables Using Al / ML techniques? Dtvbse tass Harder to do with models that
Method of assessing disclosure risk | ?fﬂjfﬁs vl Estimsin heis
associated with trained models. Qut of scope: existing controls in place If you can infer then you can invert
Actionable insights / recommendations T

| 1 Amack Malici i
with evidence to support. Research questions: e ‘Ka e

Milestones / Resources 1 Isit a risk — conceptual or theoretical Inversion attacks. Requires dﬁfa from
- o 2 Is it likely - given other controls Other data ;;f: f;f:‘;f:;;ﬁ:?é ir:;f;e:g;’?s‘fﬂs
ee Flan on next slide. 3. Canit be controlled — how

well). Estimating the risk is more difficult
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Next steps - ambition

* December 2021

o Context: ML baseline risk

—  Benssassi-Manzouri et al 2021
https://arxiv.org/ftp/arxiv/papers/2111/2111.05628.pdf

o Context: ML operations in TREs
— Ritchie et al 2021 [link when ready]

- May 2021

o Methods paper
o Provisional practice guidance

 July 2021

o Example use case



https://arxiv.org/ftp/arxiv/papers/2111/2111.05628.pdf

University
V4 ofbundes  UWE

'S
H \?\;etgte of
BI’IStOl England

Questions?

« University of Dundee:
o Susan Krueger
o Esma Mansouri-Benssassi

 University of the West of England

o Felix Ritchie
o Jim Smith
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