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Motivation of the authors
 “Published statistical tables are vulnerable to database 

reconstruction attacks (DRAs), in which the underlying 
microdata is recovered merely by finding a set of 
microdata that is consistent with the published statistical 
tabulations.”

 “This article shows how such an attack can be 
addressed by adding noise to the published tabulations, 
so the reconstruction no longer results in the original 
data. This has implications for the 2020 census.”



Example Data
 Hypothetical example 

developed by the authors 
to specifically highlight 
database reconstruction 
risk

 Disclosure limitation
 “Rule of three”: All 

responses for fewer than 
three people must be 
suppressed

 Complementary 
suppression: All responses 
that will violate “rule of 
three” by differencing or
other computations must 
be suppressed



Garfinkel et al. (2019) Solution Procedure

 “Table 1 translates into 164 individual s-expressions extending over 457 lines. 
Sugar then translates this into a single Boolean formula consisting of 6,755
variables arranged in 252,575 clauses. This format is called the CNF 
(conjunctive normal form) because it consists of many clauses that are 
combined using the Boolean AND operation.”

 “Brute Force” approach



Results of analysis: 
Table 4, Garfinkel et al. (2019)



Intelligent analysis versus Brute Force
 No need for SAT Solver and Sugar
 Intelligent approach

 (2A – 4A) discloses 4C completely
2A, 4A, 4C discloses all Female Age

 (2C – 4A) discloses 4B completely
2B, 4B discloses 4D

 (1A – 3B) discloses 3A
 4A also discloses Age for one Black Female
Median Age of Females discloses Age of two remaining Black Females

 Completes (Race, Sex, Age) characteristics of all individuals in the 
database. Only one combination of Age satisfies 3A, 3B. 
Reconstruction is complete!

Disclosure can be attributed mainly to the information in 4A
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When there is a mean or aggregate in a table for 
a given geographic area that is suppressed by 
this rule, complementary suppression must be 
performed on other means or aggregates to 
show that area so that the suppressed mean or 
aggregate cannot be derived via subtraction. 



Improper implementation of disclosure 
limitation rules!
Authors say: “statistic 4A is an obvious candidate for suppression”

Suppressing 4A is not a choice. Complementary 
suppression requires 4A to be suppressed.

“Rule of three” explicitly prohibits releasing Median 
Age for any group.
For odd size groups, it discloses the true age of a single record
For even size groups, it discloses the sum of true age of two records

There is no reason to suppress responses to query 3A,



Once suppression and complementary 
suppression are properly applied

No unique 
reconstruction.

Thousands of 
alternative 
solutions.

Practically no 
additional 
information can 
be inferred.



Simplicity and versatility

Suppression along with complementary suppression 
offers a simple, effective approach. For “Rule of three”:
Population size (0 – 2) – No data release
Population size (3 – 5) – Population level data released
Population size (6, 7) – Population level and individual 

category level data released
Population size > 7 – Population level, individual category 

level, and multi-category (cross tabs) data released
The cross tabs will be a function of the number of categories

 Search Space = 2mn (n = Group size, m = # of binary categories)



Further improper implementation of primary 
and complementary suppression
 The authors claim that suppressing 4A results in two 

feasible solutions. But only if the value of Median Age is 
available. 

 The authors claim: “For example, dropping statistic 2A, 2B, 2C, 
or 2D still yields a single solution,”
 There is no point in dropping just 2A and not 2B since you can 

infer 2B by differencing (1A – 2A) and vice versa.
 The authors claim: “Dropping 2A and 2B increases the solution 

universe to eight satisfying solutions. All of these solutions 
contain the reconstructed microdata records 8FBS, 36FBM, 
66FBM, and 84MBM.”
 This is possible only because the authors assume responses to 

query 4A is released. Without 4A, no information regarding the 
Sex attribute is released and it is impossible to infer the Sex 
attribute for any record.



Main conclusion from this analysis
We have shown that if disclosure rules had been 

properly applied, then there is no reconstruction.

Even for this very small hypothetical example, 
carefully chosen by two senior Census 
researchers, properly implemented primary and 
complementary suppression makes it very difficult 
to reconstruct the data. 



The only solution to the database 
reconstruction problem, according to 
Garfinkel et al (2019)

 “To protect the privacy of census respondents, the Census 
Bureau is developing a privacy-protection system based on 
differential privacy.” 

 “This article has explained the motivation for the decision to 
use differential privacy.” 

 “By using differential privacy, we can add the minimum 
amount of noise necessary to achieve the Census Bureau's 
privacy requirements.”

We investigate this claim



Laplace noise addition for this data set
We limit our analysis to only three attributes (Age, Race, 
and Gender)
 There are two approaches to implementing Laplace 
noise addition
 To treat each query as an independent query in a total of 10 

queries (5 count queries and 5 mean queries) with ε being split for 
each query as ε/10.

 To treat the entire data as a table consisting of Age, Race, and 
Gender. 
Advantage: No splitting of ε 
Disadvantage: Noise must be added to every cell in the table of (Age 

by Race by Gender) (125×2×2=500 cells) of which only seven have 
values

We use the first approach.
The Census Bureau has announced that it is adopting a noise-

injection mechanism based on differential privacy to provide 
privacy protection for the underlying microdata collected as 
part of the 2020 census. (Garfinkel et al)



Responses after Laplace noise addition

Description Statistic

True Values 𝜀𝜀 = 1 𝜀𝜀 = 10

Count Mean 
Age Count Mean 

Age Count Mean 
Age

Total Population 1A 7 38.0 0 1 4 32.1
Female 2A 4 33.5 4 125 4 54.9

Male 2B 3 44.0 0 1 1 36.4
Black or African American 2C 4 48.5 0 125 3 110.2

White 2D 3 24.0 18 125 4 51.4



Summary of results

With ε = 1, differentially private query responses are 
simply atrocious for both the Count and Mean Age 
queries.

With ε = 10, the responses for the Count queries are 
better, but the responses for the Mean Age queries are 
still worthless. 
 The global sensitivity for the Age variable is so large that 

the noise dominates the true value. 

 These results are only one realization. If we repeat the 
simulation several times, the conclusions stay the same. 



Conclusions

 Even for a very small data set, even when a lot of 
information is released, simple disclosure prevention 
techniques, properly applied, are extremely effective at 
preventing database reconstruction. 

Garfinkel et al (2019) results do not justify differential 
privacy. 
 The database reconstruction was a direct result of 

improper application of the disclosure limitation rules
Even for this very small database, even with practically no 

privacy (ε = 10), the responses from the differentially 
private procedure are useless. 

 Differential privacy is not always the solution. 



Postscript
 In our opinion (ε = 10) represents “practically no privacy”
 The US Census Bureau has chosen (ε = 19.61) for the 2020 

US Census
“… the bureau settled on an epsilon of 19.61, significantly 

higher than where the dial was set in earlier versions …”
https://apnews.com/article/business-census-2020-

55519b7534bd8d61028020d79854e909

You decide whether (ε = 19.61) provides any privacy! 



Dziękuję bardzo
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