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The Blockchain Breakthrough:
Innovative Vehicle Lifecycle Management




Vehicle Life Cycle Management: today’s time wasting




Agenda

% 1. Overview
E 2. Digital ecosystem: mission and benefits

0 3. Digital ecosystem: governance and use case

Q 4. Summary and discussion

[ ]
E The Blockchain Breakthrough
L



Agenda

'V 1. Overview

==
O
©

[ ]
E The Blockchain Breakthrough
L



National Road Office (NRO)
Principality of Liechtenstein

NRO is acting on behalf of the Principality of
Liechtenstein Government and its Ministry (MINF)
with the following tasks and responsibilities:

Contributing to road safety, mobility, autonomous driving and sustainability
Drafting and implementing European Union/Swiss/Liechtenstein policy and laws

Collaborating with stakeholders: government, EU institutions, UNECE, industry
and society

Issuing of driving licenses and vehicle registrations including “FL™ number plates
Technical inspection of all types of light, medium and heavy duty vehicles

Note: Highest motorisation in Europe with 777 cars per 1.000 capita




Liechtenstein Blockchain Act (LBA), legal certainty and due
diligence
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= Supervision by Financial
Market Authority (FMA)
Liechtenstein
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Vision

Co-creating and participating in 360°
vehicle’s life cycle management system
with blockchain technology

v" All relevant information during the life cycle
of a vehicle

v" Transparent, trustworthy and verified
vehicle history

v Secure reliable data exchange and
customised data ownership

v" Digitalization of customer/citizen processes
In own ecosystem (24/7)
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Digital ecosystem by using Blockchain: the Cardossier approach
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Cardossier Blockchain architecture and platform overview

E Web portals

ot onbhes selbhes sebes el

Web Partner core

applications systems

~ Private good

Cardossier DApp store

Public good
(Digital commons)

AcNovUM Secure Blockchain for Business (SB4B)

Platform Note: Elinor Ostrom (1990), Governing the commons
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Mission statement for digital ecosystem

* To create a digital platform (cardossier) for data exchange and to manage
cross-company business and government processes throughout
Liechtenstein and Switzerland firstly, and then the EU

» To democratise data access and become a catalyst for the digitalization
of all actors in the ecosystem

* Digital ecosystem in Blockchain mobility space is open and jointly

developed by all stakeholders

* To contribute to e-Government and the Liechtenstein digital strategy







Benefits for citizens, public and private organizations

................................................................................................

............................................................................................

Tokenization: * New faster processes by:

v" Vehicle data management _‘O'_ v' Standardization
v" Trusted distributed data a A V v' Automatization
v' Internationally compatible - v" Compression

Distributed product Shared operational => Cost reduction

innovation efficiency
- _ New market Secured customer
« Availability of trustful vehicle platform intimacy
data for buy or sale ;

.  Owner owns his data
» Market creation to exchange "’*\ '

. » Tailor made peer-to-peer data
new respective products and : :
services o o transfer to respective partners

. New business models (24/7) Customized “citizen” services

---------------------------------------------------------------------------------------
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Digital ecosystem cardossier association’s members
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Digital commons:
Public-private partnership
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https://www.google.ch/imgres?imgurl=https://www.auto.swiss/fileadmin/img/svg/auto_schweiz_rot.svg&imgrefurl=https://www.auto.swiss/home/&docid=Z6mnuYVFPC54eM&tbnid=21yCvkI7Mo4oVM:&vet=10ahUKEwiwrrXmiYzlAhVKalAKHVNHABEQMwhCKAAwAA..i&w=800&h=147&bih=607&biw=1280&q=auto%20schweiz%20logo&ved=0ahUKEwiwrrXmiYzlAhVKalAKHVNHABEQMwhCKAAwAA&iact=mrc&uact=8

New practice: “Distributed” culture and “distributed” mindset

“The Al-Powered
Organization: The main
challenge isn'’t
technology. It's culture.’

(Tim Fountaine et al, HBR, Jul-Aug 2019)

“For the Blockchain
ecosystem to function,
a distributed culture
mindset is needed.”

(Ursula Sury, 2019)

Structure determines:
Note: Structure follows strategy (Alfred D. Chandler) and Culture eats strategy for breakfast (Peter F. Drucker) Gove rnance of ecosystem
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Association’s purpose drives governance of digital ecosystem

Governance value chain

N N, b

D

Note: Swiss NPO-Code for Corporate Governance (2006) and GDPR, incl. KYC and AML (2019)
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Private Blockchain with node management to ensure trust
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Note: Adapted from Ursula Sury, Hochschule Luzern



Private Blockchain with General Data Protection Regulation
(GDPR) and data privacy manaagement

Road Traffic Authority

Vehicle
owher

New data concept:
Respective data ownership

Note: Self-sovereign identity (SSI) based on decentralised identity (DID) technology and management
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Actual «temporary registration certificate» process
AN
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a hew car and

- RTA sends registration
document for old car
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New Blockchain registration process within digital ecosystem

PN
=M1l

Dealer generates e-form. Customer buys
Dealer requests car-ID  cystomer signs digitally. a new car and

RTA confirms status from cardossier registry Number plate changes sells his old car
within a few seconds to new car jj
Digital a /\

ecosystem Dealer transmits request to

< > : : Customer
Cardossier insurance with car-ID reference -
Network

Dealer sends request for registration
with car-ID reference to RTA

application

AN

Insurance compliance process decides RTA sends new car
automatically about insurance and sends registration document
status back within a few seconds to customer by mail

Insurance receives request and Processing time:
Note: BCN = Blockchain automatically starts compliance process I I Within a few minutes




Blockchain use case applications
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Summary

1) Blockchain tech as enabler for innovation:
= New era of public-private partnership (PPP)
= “Digital commons” and “distributed culture mindset”
= Co-creation by Regulatory Authority and businesses
2) Digital ecosystem as new platform:
= New concept of digital vehicle and data management
= Fast, trustful, peer-to-peer services and 24/7
3) Major step towards Liechtenstein digital
strategy:
= E-Government in practice
= Realization light house projects
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Blockchain breakthrough

Vehicle lifecycle management:

The blueprint for future digital
ecosystems
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Discussion and feedback

Questions:

Reflections:
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Biography

Dr. Otto C. Frommelt is Director of the National Road Office at the Principality of Liechtenstein. He
has top management expertise and significant international experience within the automotive
industry, governmental administration, non-profit organizations and innovative start-up companies.

His Senior Executive roles have been diverse and include those of CEO & Managing Director, Chief Financial Officer (CFO),
Chief Information Officer (CIO), Business Development Director, Marketing Manager, and Chairman/Board Member of
Dealership Groups, Leasing and Rental companies, Start-ups and Non-Profit Organizations (e.g. the Economic and Social
Research Council, UK). Moreover, he is Mentor, Keynote Speaker, an international Scenario, Strategy and Foresight Expert
as well as Business Angel. Most recently, he has published several articles about Leadership in Public Administration,
Digitalization to Touch, Autonomous Vehicles, 360° Vehicle Life Cycle Management with Blockchain Technology and Mobility
in the Blockchain by Click & Drive.

Linkedin: Contact:
Homepage: NRO:
Cardossier:

The Blockchain Breakthrough



https://www.linkedin.com/in/ottocfrommelt/
mailto:otto.frommelt@llv.li
https://ottocfrommelt.li/
http://www.asv.llv.li/
http://www.cardossier.ch/

Online resources

v' Strategic

conversation

= Publications in mobility

= Foresight Strategy
Leadership xLAB

= More information:
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BIO
BLOCKCHAIN
MENTORING
PUBLICATIONS
XLAB
LIECHTENSTEIN

CONTACT

Dr. Otto C. Frommelt

- Forward thinking -

Herzlich willkommen!

360° Vehicle Life Cycle
Management with Blockchain
Technology (IfM Impulse,
Wissensmagazin)

Blockchain  technology  will  disrupt,
transform and innovate the current way
we conduct business. Smart contracts will
drive process automatisation and absolute
digitalisation will take over. Blockchain
technology constitutes the bridge for a
new Economy of Things (EoT) based on
digital tokens. New business models in
the automotive industry will emerge and
create a “Mobility as a Service” (MaaS)
standard. Time to get ready for blockchain
mobility by just click & drive.

Wasserstoff (H2): der Antrieb
der Zukunft (Unternehmer,
Liechtensteinischer
Wirtschaftsmagazin)

3) Driving strategy and change

Internationalization Strategy for Small
Medium Entreprises (SME) and Start-
ups

The Future of the Automotive Truck
Industry: An exploratory perspective
between a business and political strategy.
process

Strategic Foresight: Dynamic Scenario
Planning_in Action

Managing uncertainty and complexity:
The value of a scenario-based strategic
conversation

Mind the gap: Strategy, scenarios and
strategic conversation: An exploratory
study in the European Truck

Industry

My Liechtenstein 2039



https://ottocfrommelt.li/
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The Blockchain

Block 0 = Block 1 Block 2 Block 3
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Blockchain distribution and consensus
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Blockchain context

Distributed Database

Distributed Ledger (DLT)
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Blockchain Cryptocurrency

Blockchain = Technology
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Blockchain types

= Open to everyone

= Global

= Transactions public and transparent
= Similar to «Internet»-concept

= Examples: Bitcoin, Ethereum

v Only registered members

v Company- or consortium based
v Improved privacy: transactions are private PRIVATE
v’ Similar to «Intranet»-concept CONSORTIUM
v Examples: Hyperledger Fabric, R3 Corda Sy

[ ]
E The Blockchain Breakthrough
L




Cardossier association’s scope

E
Cardossier DApp store
(data market)

Web Partner core

applications systems

Approach:

AbNovuM Secure Blockchain for Business (SB4B) Public-private partnership
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Validated dataset and history by Cardossier

Standard data of vehicle

cardossier

Homologation / immatriculation

AUDI A3 Sportback 1.4 TFSI
Ambiente S-tronic
: Locked event
Garage Karl AG, Owner. In private use.
Model year 2012, ca. 75'200 km, The content details of this event is locked.

Original Price 32'320 CHF Please register to see it.

Service checkup and repairs

Car evaluations Locked event

Verified evaluations about this car (# The content details of this event is locked.

Please register to see it.

Accidents

AMAG Leasing
- Handed vehicle ownership to Mary A

] - Vehicle immatriculation

Drivingelyngmicsy.~

Valuation with details




The Blockchain Breakthrough




Strategic and operative governance in the Blockchain

High B

g :

£ — Strategic level

=
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low

«~  Technology governance

lo

Note: Corporate Governance Matrix (CGM) in the Blockchain developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Corporate Governance in the Blockchain and the distributed
culture mindset

High

Business governance

low

. Technology governance high

lo

Note: Corporate Governance Matrix (CGM) in the Blockchain developed by Otto C. Frommelt, adapted from Rafael Ziolkowski and Gerhard Schwabe, University of Zurich
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Data compliance and data protection management

Data protection
laws and
regulations

Compliance and
due diligence

Protection of
ecosystem

R VIR VR U
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Cardossier
Bylaws

Art. 28-32:
Foundation

Rules of data

committee

Enforcement

Note: Adapted from Ursula Sury, Hochschule Luzern



Governing the commons: 8 core design principles HB Eﬂ%“ﬂ%"s
1) Clearly defined boundaries for the common pool resources (CPR)

2) Appropriation and provision of common resources fit local needs and conditions

W

)
)
) Collective choice arrangements and decisions

) Effective accountable monitoring of common resources
)

)

)

)

(@) I S8

Scale of graduated sanctions
Mechanisms of fast, fair and informal conflict resolution
Self-determination of community recognised by higher-level authorities

Scale up by organization in multiple layers with local CPR at base (polycentric
governance)

0 N O

Source: Elinor Ostrom (1990), Governing the Commons: The Evolution of Institutions for Collective Action. Nobel Memorial Prize in Economic Sciences (2009): Economic governance and how common
property can be managed by groups using it as well as how to avoid the ecosystem to collapse. See also ourcommons.org: #No commons, No future - social | environmental | digital -
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Liechtenstein digital

2.2 Ausgangslage

Die Regierung von Liechtenstein hat im Jahr 2019 die strategischen Vorgaben® fiir die Digitalisierung
definiert. Im Jahr 2020 wurden die notigen gesetzlichen Grundlagen’ revidiert (e-GovG und RVOG),
welche folgende terminlichen Vorgaben setzen:

1. Ab 2023 soll der Geschaftsverkehr mit Unternehmen und Behorden ausschliesslich auf
digitalem Weg erfolgen.

2. Bis 2027 sollen alle Leistungen der LLV digitalisiert erbracht werden kdonnen.

Das Amt fur Informatik arbeitet seit 2019 mit Hochdruck an mehrfach verwendbaren E-Basis-
diensten, welche Voraussetzung fur die Realisierung der Digitalisierung in den Amtsstellen sind
(Beschreibung vgl. Anhang 7.4).

[ ]
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Digitale Innovationsplattform fiir Biirger / Amter / Wirtschaft

= Moglichkeit, alle Marktteilnehmer Uber eine gemeinsame non-profit Plattform zu
verbinden, Prozesse zu digitalisieren, komprimieren und zu automatisieren

= FUr den Burger bietet das zukunftig die Moglichkeit, alle Prozesse komplett digital
anzustossen (24/7)

= Fir die Amter und Wirtschaft bietet sich die einzigartige Gelegenheit, Prozesse
miteinander uber cardossier komplett digital abzuwickeln und dabei Kosten und
unnotige (Warte-)Zeit zu sparen

=> Digitiales Okosystem ist die einmalige Chance fiir alle Marktteilnehmer und
ein riesiger Schritt in Richtung Liechtenstein digital

[ ]
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Was brauchen wir dazu?

Gemeinsames integratives Denken der Prozesse Uber alle Unternehmens-
grenzen hinweg (also Amter und Wirtschatft)

Offenheit gemeinsam in einer non-profit Organisation eine einzigartige Plattform
zu schaffen

Engagement von allen Beteiligten, um es moglich zu machen — fur alle!

Ein Rechtsrahmen, der die Digitalisierung fordert

o Digitales Signieren ohne zusatzliche Hurden (FES statt QES)

o Digitales Mitfuhren von digital signierten Dokumenten

o Papierlose Prozesse fordern, digitale Alternativen zulassen

o Modernste Technologie enablen (Self Sovereign Identity (SSI), Blockchain)

[ ]
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Leuchtturmvorhaben der Regierung Furstentum Liechtenstein:
eCardossier Blockchain und e-Fuhrer- / e-Fahrzeug-Ausweis

Vorh.-Nr. | Titel Start
ASV2  eCardossier Blockchain | 2022

Elektronisches Fahrzeugdossier auf Basis einer Blockchain, welche Informationen von allen (z.B. ASV, Fahrzeughalter,
Versicherungen, Garagen, Importeure, ...), die einem Bezug zu einem Fahrzeug haben, sicher verwaltet. Es sollen alle
Fahrzeugdaten im gesamten Fahrzeug-Lebenszyklus auf Basis der Blockchain-Technologie zur Verfligung stehen. Der
Vorteil ist, dass keine Schnittstellen notwendig sind und alle Geschaftsfalle (z.B. Anmeldung, Einlosung, Abmeldung,
Fahrzeugpriifung, usw.) in der Blockchain verwaltet/verarbeitet werden kénnen.

Blockchain Eco eCardossier (www.cardossier.ch) System soll aufgesetzt werden. Schnittstellen ins Cari sind dazu
erforderlich. Es wird gemeinsam mit anderen «Kunden» (Kantone) und den Tragerfirmen entwickelt. Es wird also zu
einem Standardangebot.

ASV5 e-Flihrer-/e-Fahrzeug-Ausweis 2020

Elektronischer Fihrer-/Fahrzeugausweis auf Basis der elD.li
Abbildung 10: Uberblick Leuchtturmvorhaben
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NRO vehicle re

MOTORFAHRZEUGKONTROLLE

Kundennummer

L

Fahrzeug Prifbericht

Prifungsgrund: Penodis nirolie
Priftermin Experie

Prifungsergebnis: Prufung IBEIDbestanden

Mingel/Bemerkungen ‘cnwo des Mangels: (1) gering, (2) erheblich, (3) gefahriich ]

2) Rad - vor

Bitte beachten Sie die Ruckseite!

||
ETheBIockchain Breakthrough - - - - - -"-"=-"=-"-"-"-—-— - - -, e e e e e e e - 52
!

Geschatzle Kundin, geschatzter Kunde

Auf dem 1 en Prufbericht sind vom Verkehrsexperien fesigestellte Mangel ¢
Die auf der Vorderseite dokume
fachméannisch zu reparieren.

jokumentiert
en Mangel sind unverziiglich, spatestens innert 30 Tagen,

stehen lhnen zwel Méglichkeilen fiir den Abschluss der Prifung zur Verfi

a)
Dia Reparalur wird durch eine RBV-berechtigte Werkstatt durchgefihr. Diese muss nach d

Reparatur den Prifbericht innert 30 Tagen unterschreiben und stempein. Zusammen mit dem
Fahrzeugausweis muss der unterschriebene Priifbericht bei der MFK eingereicht werden

b)
Sollten Sie fir die Reparatur keine RBV-berechtigte Werkstatt beauftragen. konnen Sie innert 30
Tagen bei der MFK unter dispo.mfk@ilvli einen Termin vereinbaren

Wenn die Prifung nicht innert 30 Tagen mit einer der beiden genannten Moglichkeiten abgeschlossen
Qrgan kann. wird das Fahrzeug emeut filr eine komplette Priifung aufgeboten )

’ Stempel vom RBV-berechtigten Betrieb " Unterschrift vom REV- berechtigtem Mitarbeiler ‘

Rechtliche Grundlagen
45 Art. 9 Abs. 1

SVG Ar. 27
VRV Art. 55 Abs. 3
VZV An. B5 Abs. 1, bst. b

Motorfahrzeugkontrolle
Gewerbeweg 2

9490 Vaduz

E-Mail: dispo.mfk@liv.li
Tel. 00423 /
Fax. 00423 /236 75 09

v v ¥

port for defect remedy: inspection not passed

N (O

e




DApp: vehicle inspection report and authentication by token

g

LANRESVERWALTUMNG
SRS TEMTLIN T

Stammnummer des Fahrzeug, fiir das die :
RBV-Bestdtigung abgegeben werden soll 937 306 267 R =

k]

Rickmeldung «Reparaturbestatigungn [ 1

Fusciiack ssriden

RBV-berechtigte Werkstatt ruft den Status des Fahrzeugs mittels:
« Scanner oder

« Eintragung der neunstelligen Nummer

auf der DApp auf




DApp: confirmation of defect remedy triggering a smart contract

e
o

T s e
Fiir das Fahrzeug mit der Stammnummer 937.306.267 (Triumph Tiger 900 / ZH 6806) sind folgende
Mangel protokolliert: i
Fahrzeug-Pri pachtlicher Hinweis: Alle aufgefl]hrlen Mf—jngel

wurden fachgerecht v
behoben. Das Fahrzeug ist
verkehrs-und betriebssicher.

Der Bestdatigende nimmt zur Kenntnis, dass er
wegen Urkundenfalschung bzw. Erschleichen einer
falschen Beurkundung verzeigt wird, sofern er die

K

Reparaturbestatigung abgibt, ohne dass die | -
Priftarmin aufgefiihrten Beanstandungen behoben wurden. Rechtliche Hinweise
Prifungegnund: werden akzeptiert
Pritmgsermet  pusserdem wird die Berechtigung als RBV-Garage L )
Beanstandunt  fijr mindestens 10 Jahre entzogen. Der Fahrzeugausweis des
' e - . Kunden wurde eingezogen
und vernichtet. | I
Rickmeldung «Reparaturbestatigung» [ ]

Durch Bestatigen von ,rechtliche Hinweise werden akzeptiert” und
absenden des Formulars wird:

« eine rechtskonforme Reparatur angezeigt (mit Zeitstempel)

« alter Fahrzeugausweis kann durch Werkstatt eingezogen werden
Smart contract I0st ,automatisch® das Drucken des Ausweises aus \ J




TOP 10 Hashtags

i

P16 =
=i E
T ]

#Blockchain #Technology #Digitalization #Mobility
#Vision #DigitalStrategy #Leadership
#DigitalEcosystem #eGovernment #Governance

#UNECE #Transport #lnnovation
#NRO #Liechtenstein

[ ]
E The Blockchain Breakthrough




	The Blockchain Breakthrough:�Innovative Vehicle Lifecycle Management�����
	Vehicle Life Cycle Management: today’s time wasting
	Agenda
	Agenda
	National Road Office (NRO) �Principality of Liechtenstein 
	Liechtenstein Blockchain Act (LBA), legal certainty and due diligence
	Vision
	Agenda
	Current situation  
	Slide Number 10
	Digital ecosystem by using Blockchain: the Cardossier approach 
	Cardossier Blockchain architecture and platform overview 
	Mission statement for digital ecosystem
	Slide Number 14
	Benefits for citizens, public and private organizations
	Agenda
	Slide Number 17
	Digital ecosystem cardossier association’s members
	New practice: “Distributed” culture and “distributed” mindset �
	Association’s purpose drives governance of digital ecosystem
	Private Blockchain with node management to ensure trust
	Private Blockchain with General Data Protection Regulation (GDPR) and data privacy management
	Actual «temporary registration certificate» process
	New Blockchain registration process within digital ecosystem
	Blockchain use case applications�to be considered
	Agenda
	Summary
	Blockchain breakthrough
	Discussion and feedback
	Slide Number 30
	Biography
	Online resources
	Slide Number 33
	The Blockchain 
	Blockchain distribution and consensus
	Blockchain context
	Slide Number 37
	Blockchain types
	Cardossier association’s scope 
	�Validated dataset and history by Cardossier�
	Slide Number 41
	Strategic and operative governance in the Blockchain
	Corporate Governance in the Blockchain and the distributed culture mindset
	Data compliance and data protection management
	Governing the commons: 8 core design principles
	Slide Number 46
	Liechtenstein digital
	Digitale Innovationsplattform für Bürger / Ämter / Wirtschaft
	Was brauchen wir dazu?
	Leuchtturmvorhaben der Regierung Fürstentum Liechtenstein:�eCardossier Blockchain und e-Führer- / e-Fahrzeug-Ausweis
	Slide Number 51
	NRO vehicle report for defect remedy: inspection not passed
	DApp: vehicle inspection report and authentication by token
	DApp: confirmation of defect remedy triggering a smart contract
	Slide Number 55

