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Confirmation of Boundary of CSMS in the
Manufacturer's Organization



Example of Boundary to be Defined by Manufacturer
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Example of the Outline of CSMS Structure
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Assessment of the Manufacturer's
Internal Rule Books



Manufacturer should have in place processes ensuring that evaluation of every
vehicle type is conducted according to the same scheme. Such procedures should
be documented. Assessment of documents provided by manufacturer is the
fundamental task for the verification of CSMS.

The structure of rule book

» High level documents: Security Policy etc.

» Middle level documents: Security Standards etc.

» Low level documents: Security Procedure Rule book etc.

« The hierarchy of the structure of security relevant documents shall be described.

« Security Design Rule Book shall describes concrete protocols to respect the
secure design, such as secure code, which is understandable for personnel in
divisions.

» The division to administrate (store, revise and publish) such rule books shall be
defined.




Tests for Vehicle Type Approval

* The purpose of test for type approval should be distinguished
from the tests by manufacturers.

* The aim of any security measures will be to reduce the risks.
Testing should support justification for the security measures
Implemented.

* Therefore, the purpose of tests for vehicle type approval is not
intended to discover another vulnerability. Tests to identify
vulnerabilities should be carried out by manufacturer for design.



