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LIST OF PROPOSED CHANGES TO ANNEFOR AETR

deployed since 1 May 2006. |
may be used until its end of
life for domestic
transportation. For
international transportation
instead, 15 years after the
entry into force of this
Commission Regulation, all
vehicles shall be equipped
with a compliant second
generation smart tachograph,
introduced by this Regulation

This Annex contains second
generation recording
equipment and tachograph
cards requirements.

Starting from its introduction
date, second generation
recording equipment shall be
installed in vehicles registereq
for the first time, and second

deployedon theterritory of

the Contracting Partsince
XX XX XxxxIt may be used until
its end of life for domestic
transportation.fFer

. onal :
iactondnbor Junc A B 2094
alvehicles-shallbe-equipped
with-a-comphantsecond
generation-smarttachograph,
Hrst generation tachograph
systemcomplieswith
Appendix 1B to this
Agreement, while second
generation tachograph systen|
complies with this Appendix.

ThisAppendixcontains second
generation recording
equipment and tachograph

cards requiremers.

Pa?![?;gr Text Annex IC ProposAeéjTtsxt for Comments
TITLE/TABLI To be updated as needed,
OF according to the validated
CONTENTS changes
General Recording equipment Iscalled ontrol devicein the | To be discussed

AETR.

Options:

Recording equipment

definition to be added in the

introduction and replace

control device with recording

equipment.

Both expressions to be

defined assynonymsand use

both of them as it

corresponds

Continueto use recording

equipment in Appendix 1C.
INTRODUCT] First generation digital First generation digital Starting date of deployment of
ON tachograph system is tachograph system is the first generation digital

tachograph on the territory of
the AETR Contracting Parties t
be discussed
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generation tachograph cards
shall be issued.

In order to foster a smooth
introduction of the second
generaton tachograph
system,

- second generation
tachograph cards
shall be designed to
be also used in first
generation vehicle
units,

- replacement of valid
first generation
tachograph cards at
the introduction date
shall not be
requested.

This will allow drives to keep
their unique driver card and
use both systems with it.
Second generation recording
equipment shall however only
be calibrated using second
generation workshop cards.

This Annex contains all
requirements related to the
interoperability between tle
first and the second
generation tachograph
system.

Appendix 15 contains
additional details about how
the coexistence of the two
systems shall be managed.

Starting from its introduction
date, second generation
recording equipment shall be
installed in vehicles registered
for the first time, and second
generation tachograph cards
shall be issued.

In order to foster a smooth
introduction of the second
gereration tachograph
system,

- second generation
tachograph cards
shall be designed to
be also used in first
generation vehicle
units,

- replacement of valid
first generation
tachograph cards at
the introduction date
shall not be
requested.

This will allondrivers to keep
their unique driver card and
use both systems with it.
Second generation recording
equipment shall however only|
be calibrated using second
generation workshop cards.

ThisAppendixcontains all
requirements related to the
interoperability ketween the
first and the second
generation tachograph
system.

Subappendixl5 contains
additional details about how
the coexistence of the two
systems shall be managed.

1 1 Definitions 1 Definitions
In this Annex: In thisAppendix
a)al OGAGlIGA2y ¢ |a)dal OGAGlI GA2YE
X X

1,1) NG OF tRYWNIZAR | | NGO t RYNI AR |

tachograph meanspdating or

confirming vehicle parameters

tachograph meanspdating or

confirming vehicle parameterg
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to be held in the data
memory.Vehicle parameters
include vehicle identification
(VIN, VRN and registering
Member State) and vehicle
characteristics (w, k, I, tyre
size, speed limiting device
setting (if applicable), current
UTC time, current odometer
value); during the calibration
of arecording equipment, the
types and identifiers of all
type approval relevant seals i
place shall also be stored in
the data memory;

any update or confirmation of
UTC time only, shall be
considered as a time
adjustment and not as a
calibration, providedt does
not contradict Requirement
4009;

calibrating a recording
equipment requires the use of
a workshop card;

to be held in the data
memory.Vehicle parameters
include vehicle identification
(VIN, VRN and registering
Contracting Partyand vehicle
characteristics (w, k, I, tyre
size, speed limiting device
setting (if applicable), current
UTC time, current odometer
value); during the calibration
of a recording equipment, the
types and identifiers of all
type approval relevant seals i
place shall also be stored in
the data memory;

any update or confirmation of
UTC time only, shall be
considered as a time
adjustment and not as a
calibration, pravided it does
not contradict Requirement
4009;

calibrating a recording
equipment requires the use of
a workshop card;

1,0) 30 aOFNR ydzYo{o3ao 4Ol NR Vydzy

a 16 alphanumerical a 16 alphanumerical
characters number that characters number that
uniquely identifies a uniquely identifies a
tachograph card within a tachograph card within a
Member StateThe card Contracting PartyThe card
number includes a card number includes a card
consecutive index (if consecutive index (if
applicable), a card applicable), a card
replacement index and a card replacement index and a card
renewal index; renewal index;
a card is therefore uniquely | a card is therefore uniquely
identified by the code of the | identified by the code of the
issuing Member State and thg issuingContracting Partand
card number; the card number;

1,1) DGO2YLI ye OF NHDaO2YLI yé OF NJ

a tachograph card issued &
the authorities of a Membel
State to a transport
undertaking needing  td
operate vehicles fitted with &
tachograph, which identidis
the transport undertaking ang
allows for the displaying
downloading and printing o

a tachograph card issued K
the authorities of &Contracting
Party to a transport
undertaking needing td
operate vehicles fitted with g
tachograph, which identifieg
the transport undertaking ang
allows for the displaying
downloading and printing o
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the data, stored in the
tachograph, which have bee
locked ly that transport
undertaking;

the data, stored in the
tachograph, which have bee
locked hy that transport
undertaking;

1,n) Yo aO02yliAydzzdzy 0 & O2y Ay dz2 dzif The AETR defines splits in
computed within the computed within the driving periods of four and a
recording equipment ds recording equiprent as: half hours(in Article 7).
the continuous driving time is| the continuous driving time i
computed as the current computed as the curren
accumulated driving times of { accumulated driving times of
particular driver, since the eng particular driver, since the en
of his lastAVAILABILITY or of his last AVAILABILITY
BREAK/REST or UNKNGWN| BREAK/REST or UNKNQGV|
period of 45 minutes or more | period of 45 minutes or morg
(this period may have been | (this period may have bee
split according to Regulation | split according to this
(EC) N°. 561/2006). The Agreemeny. The
computations involved take | computations involved take
into account, as needed, past| into account, as needed, paj
activities stored on the driver | activities stored on the drive
card. When the dvier has not | card. When the driver has ng
inserted his card, the inserted his card, the
computations involved are computations involved arg
based on the data memory based on the data memor
recordings related to the recordings related to the
current period where no card | current period vhere no card
was inserted and related to | was inserted and related to th
the relevant slot; relevant slot;

1, 0) 00602y GNRE OF NJoaO2yidaNRt O NJ

a tachograph card issued &
the authorities of a Membel
State to a national congient
control  authority  which
identifies the control body and
optionally, the control officer,
and which allows access to th
data stored in the datg

memory or in the driver card

a tachograph card issued I
the authorities of &Contracting
Partyto a national competen
control  authority  which
identifies the control body and
optionally, the control officer,
and which allows access to th
data stored in the datg

memory or in the driver card

1 This way of computing the continuous driving time and the cumulative break time serves into the Recording
Equipment for computing the continuous driving time warning. It does not prejudge the legal
interpretation to be made of these tim&lternative way of computing the continuous driving time
and the cumulative break time may be used to replace these definitions if they have been made
obsolete by updates in other relevant legislation.

2ZUNKNOWN periods correspond t onopimserteddirdasecouding eqgeipment and
for which no manual entry of driver activities was made.

3 This way of computing the continuous driving time and the cumulative break time serves into the Recording
Equipment for computing the continuous drivingei warning. It does not prejudge the legal
interpretation to be made of these timil¢ernative ways of computing the continuous driving time
and the cumulative break time may be used to replace these definitions if they have been made
obsolete by updates other relevant legislation.

“UNKNOWN periods correspond to periods
for which no manual entry of driver activities was made.

where the

driverd

driverd
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and, optionally, in the
workshop cards for reading
printing and/or
downloaling;

It shall also give access to
the roadside calibration
checking function and to
data on the remote early
detection communication
reader.

and, optionally, in the
workshop cards for reading
printing and/or
downloading

It shall also give access to
the roadside calibration
checking function and to
data on the remote early
detection communication
reader.

1,p)

p) aOdzydz | GA DS
GAYSéE Aa O2YL|
recording equipment asl:

the cumulative break from
driving time is computed as th
current accumulated
AVAILABILITY or BREAK/R
or UNKNOWN?2 times of 1
minutes or more of a particulal
driver, since the end of his lag
AVAILABILITY or BREAK/R
or UNKNOWN2 period of 4
minutes or more (this period
may have been split accordin
to Regulaton (EC) N
561/2006).

The computations involve
take into account, as needeq
past activities stored on the
driver card. Unknown period
of negative duration (start o
unknown period > end o
unknown period) due to time
overlaps between two
different recording
equipments, are not taken intg
account for the computation.
When the driver has no
inserted his card, the
computations involved arg
based on the data memor
recordings related to the
current period where no carg
was inserted and related to thg
relevant slot

p) aOdzydz | G A DS
GAYSéE Aa 0O2YL|
recording equipment asl:

the cumulative break from
driving time is computed as th
current accumulated
AVAILABILITY or BREAK/R
or UNKNOWN?2 times of 1
minutes or more of a particulal
driver, since the end of his lag
AVAILABILITY or BREAK/R
or UNKNOWN2 period of 4
minutes or more (this periog
may have been split accordin
to according to this
Agreement

The computations invekd
take into account, as needeq
past activities stored on the
driver card. Unknown period
of negative duration (start o
unknown period > end o
unknown period) due to time
overlaps between two
different recording
equipments, are not taken intg
accountfor the computation.

When the driver has no
inserted his card, the
computations involved arg
based on the data memor
recordings related to the
current period where no carg
was inserted and related to thg
relevant slot

The AETR defines splits in
driving periods of four and a
half hours(in Article 7).

1,9)

a0 aR2gyf2IR
the copying, together with
the digital signature, of a
part, or of a complete set,
of data files recorded in thg

data memory of the vehicle

a0 aR2gyf2IR
the copying, together with
the digital signature, of a
part, or of a complete set,
of data files recorded in thg

data memory of the vehiclg

The AER defines what rules
must be complied with, instead
of Regulation (EC) N°.
561/2006).
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unit or in the memory of a
tachographcard, provided
that this process does not
alter or delete any stored
data;

Manufacturers of smart
tachograph vehicle units
and manufacturers of
equipment designed and
intended to download data
files shall take all
reasonable steps to ensurg
that the downbading of
such data can be
performed with the
minimum delay by
transport undertakings or
drivers.

The downloading of the
detailed speed file may not
be necessary to establish
compliance with Regulatior
(EC) N°. 561/2006, but ma
be used for other purposes
such as accident
investigation.

unit or in the memory of a
tachograph card, provided
that this process does not
alter or delete any stored
data;

Manufacturers of smart
tachograph vehicle units
and manufacturers of
equipment designed and
intended to download data
files shall take all
reasonable steps to ensurg
that the downloading of
such data caive

performed with the
minimum delay by
transport undertakings or
drivers.

The downloading of thg
detailed speed file may ng
be necessary to establis
compliance  with this
Agreementbut may be useqd
for other purposes such 4
accident investigation.

1,1)

G0 AaRNARGSNI Ol
a tachograph card, issued K
the authorities of a Membe
State to a particular driver
which identifies the driver ang
allows for the sorage of driver
activity data;

G0 ARNAGSNI OF
a tachograph card, issued K
the authorities of a&Contracting
Party to a particular driver,
which identifies the driver ang
allows for the torage of driver
activity data;

WaSTTFSOU fe@Re dd
iKS gKSSta¢ Y
the average of the distance|
travelled by each of the wheel
moving the vehicle (driving
wheels) in the course of on
complete rotation. The)
measurement of these
distances shall be made unds
standard test conditions a
defined under requirement
414 and is expressed in th
F2NY af r X

manufacturers may replac
the measurement of thesg

distances by a theoretica

WaSTFSOGABS O
iKS gKSSta¢ Y
the average of the distance)
travelled by each of the wheel
moving the vehicle (driving
wheels) in the course of on
complete rotation. The|
measurement of thesg
distances shall be made undy
standard test conditions a
defined under requirement
414 and isexpressed in the
F2NY Gf r X

manufacturers may replacs
the measurement of thesg

distances by a theoreticg
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calculation which takes intc
account the distribution of the
weight on the axles, vehicl
unladen in normal running
order. The methods for suc
theoretical calculation are
subject to approval by 4§
competent Member State
authority and can take plac

calculation which takes intg
account the distribution of the
weight on the axles, vehicl
unladen in normal running
order, namely with coolant
fluid, lubricants, fuel, tools
sparewheel and driver The
methods for such theoreticd
calculation are subject tg

only before tachograph approval by a competen
activation; Contracting Party authority
and can take place only befor
tachograph activation;
1,u) Footnote 3

Regulaion (EU) N°. 1230/201
relating to the masses an
dimensions of certain

categories of motor vehicle
and their trailers and
amending Directive

2007/46/EC, as last amended

Regulation{(EU)-N2-1230/20]
relating—to—the—masses—an
dimensions——of —certain
categories—ofmotor—vehicleg
and—their—trailers—and
amcnding————Durosivg
2007/46/ECaslast-amended
dzdz0 WYal aa 27
BSKAOE S Ay NIz
means

(a) in the case of a motor
vehicle:

the mass of the vehicle, with
its fuel tank(s) filled to at least
90 % of its or their
capacityl/ies, including the
mass of the driver, of the fuel
and liquids, fitted with the
standard equipment in
accordance with the

YI ydzF I Ol dzNB NI
and, when they are fitted, the
mass of the bodywork, the
cabin, the coupling and the
spare wheel(s) as well as the
tools;

(b) in the case of a trailer:

the mass of the vehiclg
including the fuel and liquids
fitted with the standard
equipment in accordance witl
iKS Yy dzi
specifications, and, when the
are fitted, the mass of thg

bodywork, additional

Replacethe reference to the
Regulationwith the definition of
mass irrunning order
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coupling(s), the spare wheel(
and the tools;

1, gg) gg)a 2dza O2EIS¢ Y Jgga2dzi 2F & O2 L The AETR defines what rules
when the use of the recordin{ when the use of the recordin{ must be complied with, instead
equipment is not required, equipment is not required{ of Regulation (EC) N°.
according to the provisionsfq according to the provisions 9 561/2006).

Regulation (EC) N°. 561/200§ this Agreement

1, uu) uu) Galie@NB &aAal Sluu adeNB &aial s
the designation of the the designation of the
dimensions of the tyreq dimensions of the tyreq Same replacement as for
(external driving wheels) i (external driving wheels)in | Appendix 1B, as stipulated in
accordance with Directivg accordance with ECE| Article 2, 2.1.2
92/23/EEC of 31 mmah 1992| Regulation 54
as last amended,;

1, w) w) G OSKMFSS GATw aOBSKAOES A | Add VIN definion
means: means:
numbers identifying  thel numbers identifying  the
vehicle: Vehicle Registratio| vehicle: Vehid Registration
Number (VRN) with indicatiol Number (VRN) with indicatio
of the registering Membell of the registeringContracting
State and Vehicle Identificatio| Party and Vehtle
Number (VIN; Identification Number (VIN)

@ @ @ Wehicléd Identification
Numbeg Y S lay #ixed

combination of characterg
assigned to each vehicle by t
manufacturer, which consist
of two sections: the first
composed of not more than s
characters

(letters or figures), identifying
the general characteristics ¢
the vehicle, in particulathe

type and model; the secong
composed of eight character
of which the first four may bg
letters or figures and the othe
four figures only, providing, i
conjunction with the first]
section, clear identification of

particular vehicle.

1, w) Footnote 6 Footnote 6 Replaced withVIN definition in
Directive 76/114/EEQ Directive——76/14/EE(C W)

18/12/1975; OJ No L 024 18/42/19750JNo—|—021
30/01/1976, p. 0001 0005. | 36/01/1976 00010005,

1, XX) xx)ad g 2NJ] aK2L) Ol | xx)dg2N) aK2L) Ol

a tachograph card issued &
the authorities of a Membel
State to designated staff of
tachograph manufacturer, 4§

a tachograph card issued N
the authorities of &Contracting
Party to designated staff of g
tachograph manufacturer, 4
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fitter, a vehicle manufacture
or a workshop, approved b
that Member State, which
identifies the cardholder ang
allows for the testing,
calbration and activation of
tachographs and/or
downloading from them;

fitter, a vehicle manufacture
or a workshop, approved b
that Contracting Party which
identifies the cardholder ang
allows for the testing,
calibration and activation o
tachographs and/or
downloading from them;

1,yy)

yy) Gl RI LJG 2 NE
a device, poviding a signal
permanently representative of
vehicle speed and/or distance
travelled, other than the one
used for the independent
movement detection, and
which is:

- installed and used
only in M1 and N1
type vehicles (as
defined in Annex Il to
Directive D07/46/EC
of the European
Parliament and of the|
Council (*), as last
amended),

- installed where it is
not mechanically
possible to install any
other type of existing
motion sensor which
is otherwise
compliant with the
provisions of this
Annex and its
Appendxes 1 to 15,

- installed between the
vehicle unit and
where the
speed/distance
impulses are
generated by
integrated sensors or
alternative interfaces,

- seen from a vehicle
unit, the adaptor
behaviour is the samg
as if a motion sensor,
compliant with the
provisions of this
Annex and its
Appendixes 1 to 16,

yy) Gl RI LJG 2 NE
a device, providing a signal
permanently representative of
vehicle speed and/or distance
travelled, other than the one
used for the indepndent
movement detection, and
which is:

- installed and used
only in M1 and N1
type vehicles (as
defined in
Consolidated
Resolution on the
Construction of
Vehicles (R.E.3),
Revision 6,
ECE/TRANS/WP.2
78/Rev.6of 11 July
2017,

- installed where it is
not medanically
possible to install any|
other type of existing
motion sensor which
is otherwise
compliant with the
provisions of this
Appendixand itsSub
appendixesl to 15,

- installed between the
vehicle unit and
where the
speed/distance
impulses are
generatedby
integrated sensors or
alternative interfaces,

- seen from a vehicle
unit, the adaptor
behaviour is the same
as if a motion sensor,
compliant with the

10
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was connected to the
vehicle unit;

use of such an adaptor in
those vehicles described
above shall allow for the
installation and correct use of
a vehicle unit compliant with
all the requirements of this
Annex,

for those vehicles, the smart
tachograph includes cables, 4
adaptor, and a vehicle unit;

provisions of this
Appendixand itsSub
appendixedl to 16,
was connected to the
vehicle unit;

use of seh an adaptor in
those vehicles described
above shall allow for the
installation and correct use of
a vehicle unit compliant with
all the requirements of this
Appendix

for those vehicles, the smart
tachograph includes cables, g
adaptor, and a vehiclenit;

1, aaa)

aaa) data privacy means:
the overall technical measure
taken to ensure the proper
implementation of the
principles laid down in
Directive 95/46/EC of 24
October 1995 on the
protection of individuals with
regard to the processing of
personal data and on the free
movement of such data as
well as of those laid down in
Directive 2002/58/EC of the
European Parliament and of
the Council of 12 July 2002
concerning the processing of
personal data and the
protection of privacy in the
electronic communications
sector;

aaa) reserved

Definition suppressed (not
needed).

1, cceo)

ccc) introduction date:

36 months after the entry into
force of the detailed
provisions referred to in
Article 11 of Regulation (EU)
N°. 165/2014.

This is the date aftewhich
vehicles registered for the firs
time:

- shall be fitted with a
tachograph
connected to a
positioning service
based on a satellite

navigation system,

ccc) introduction date:

This is the date after which
vehicles registered for the firs
time:

- shall befitted with a
tachograph
connected to a
positioning service
based on a satellite

navigation system,

11
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- shall be able to
communicate data
for targeted roadside
checks to competent
control authorities
while the vehicle is in
motion,

- and may be equipped
with standardised
interfaces allowing
the data recorded or
produced by
tachographs to be
used in operationk
mode, by an external
device.

- shall be able to
communicate data
for targeted roadside
checks to competent
control authorities
while the vehicle is in
motion,

- and may be equipped
with standardised
interfaces allowing
the data recorded or
produced by
tachographs to be
used in operational
mode, by an external
device.

2.1 Any vehicle fitted with the Any vehicle fitted with the
recording equipment recording equipment
complying with the provisions| complying with the provisions
of this Annex, must include a | of thisAppendix must include
speeddisplay and an a speed display and an
odometer. These functions odometer. These functions
may be included within the may be ircluded within the
recording equipment recording equipment

2.1, 2) 02) The interface between 02) The interface between
motion sensors and vehicle | motion sensors and vehicle
units shall comply with the units shall comply with the
requirements specified in requirements specified iSub
Appendix 11. appendix 11.

2.1, 3) 03) The vehicle unit shall b 03) The vehicle unit shall be
connected to global navigatio| connected to global navigatio
satellite system(s), as specifig satellite system(s), as specifig
in Appendix 12. in Subappendix 12

2.1, 4) 04) The vehicle unit shall 04) The vehtle unit shall
communicate with remote communicate with remote
early detection early detection
communication readers, as | communi@tion readers, as
specified in Appendix 14. specified inSubappendix 14

2.1, 5) 05) The vehicle unit ma] 05) The vehicle unit ma
include an ITS interface, whiqg include an ITS interface, whiq
is specified in Appendix 13 is specifiedn Subappendix 13
The recording equipment may The recording equipment may
be connected to other be connected to other
facilities through additional facilities through additional
interfaces and/or through the | interfaces and/or through the
optional ITS interface. optional ITS interface.

2.1, 6) 06) Any inclusion in or 06) Any inclusion in or

connection to the recording
equipment of any function,
device, or devices, approved
or otherwise, shall not

interfere with, or be capable

connection to the recording
equipment of any function,
device, or devices, approved
or otherwise, shall not
interfere with, or be capable

12
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of interfering with, the proper
and secure operation of the

recording equipment and the
provisions of this Regulation.

of interfering with, the proper
and secure operation of the
recording equipment and the
provisions of thishAgreement

21, 7) 07) The recording 07) The recording
equipment provides selective | equipment provides selective
access rights to data and access rights to data and
Fdzy OliAz2ya | O0O{FdzyOliiAzya I OO0
type and/or identity. type and/or identity.

The recoding equipment The recording equipment
records and stores data in its| records and stores data in its
data memory, in the remote | data memory, in the remote
communication facility and in | communication facility an¢h
tachograph cards. tachograph cards.

This is done in accordance | Fhisis-dene-in-acecordance
with Directive 95/46/EC of 24 | with-Directive-95/46/ECof24
October 1995 on the Ceteborl00E onthe
protection of individuals with | pretection-ofindividuals-with
regard to the processingf regard-to-the-processing of
personal data and on the free| persenal-data-and-on-thefree
movement of such data , with| mevementofsuch-datawith
Directive 2002/58/EC of 12 | Birective2002/58/ECof12
July 2002 concerning the July-200Zoncerning-the
processing of personal data | processing-ofpersonal-data
and the protection of privacy | and-theprotection-ofprivacy
in the electronic n-the-eleetrenic
communications sector and inl eemmunications-sectorand in
compliance with Article 7 of | comphance-with-Article—7-of
Regulatn (EU) N°. 165/2014)| Regulation{(EU)-N°>165/2014

2.4,14) 14) In order to achieve the | 14) In order to achieve the
system security, the following| system security, the following
componets shall meet the components shall meet the
security requirements security requirements
specified in their Protection | specified in their Protection
Profiles, as required in Profiles, as required iSub
Appendix 10: appendix 10
- vehicle unit, - vehicle unit,
- tachograph card, - tachograph card,
- motion sensor, - motion sensor,
- external GNSS facility (this | - external GNSS fdity (this
Profile is only needed and Profile is only needed and
applicable for the external applicable for the external
GNSS vaant). GNSS variant).

3.1, 17) 17) First generation 17) First gneration

tachograph cards shall be
considered as nowalid by the
recording equipment, after
the possibility of using first
generation tachograph cards

has been suppressed by a

tachograph cards shall be
considered as nowalid by the
recording equipment, after
the possibility of using first
generation tachograph cards

has been suppressed by a

13



Informal document No. 2

workshop, in compliance with

workshop, in compliance with

FGGSYLWié S@Sy
85) This event shall be
triggered for any other event

affecting the security of the

FGGSYLiié S@Sy
85)  This event shall be
triggered for any other event

affecting the security of the

Appendix 15 (req. MIG003). | Subappendix 15req.
MIGO003).

3.2, 25) 25)Devices displaying speed | 25)Devices displaying speed
(speedometer) and total (speedometer) and total
distance travelled (odometer)| distance travelled (odometer)
installed in any vehicle fitted | installed in any vehicle fitted
with a recording equipment | with a recording equipment
complying with the provisions| complying with the provisions
of this Regulation, shall of thisAgreement shall
comply with the requirements| comply with the requirements
relating to maximum relating to maximum
tolerances (se8&.2.1 and tolerances (see 3.2.1 and
3.2.2) laid down in this Annex| 3.2.2) laid down in this

Appendix

3.3, 39) 39) UTC date and time shall f 39) UTC date and time shall
used for dating data inside th{ used for dating data inside thq
recording equipment| recording equipment
(recordings, data exchangq (recordings, data exchange)
and for allprintouts specified| and for all printouts specified
AY 1 LIWSYRAE n|inSubappendix 4yt N& y i

3.6.3, 62 62) (last paragraph) 62) (last paragraph) The AETR defines what rules
Anopened FERRY/TRAIN An opened FERRY/TRAIN must be complied with, instead
CROSSING shall end when itf CROSSING shall end when it| of Regulation (EC) N°.
no longer valid based on the | no longer validbased on the 561/2006).
rules stated in Regulation (EQ rules stated irthis Agreemeh
N°. 561/2006. 561/2006.

3.9.13,84) [3.9.13a+ SKAOf S Y353913a+SKAOfS Y4
O2y Tt AOQOUG¢ S@PS|O2yTFTtAO0lé S@S
84) This event shall be 84) This event shall be
triggered, while not in triggered, while not in
calibration mode, in case calibration mode, in case
motion information calclated | motion informaion calculated
from the motion sensor is from the motion sensor is
contradicted by motion contradicted by motion
information calculated from | information calculated from
the internal GNSS receiver or| the internal GNSS receiver or
from the external GNSS facilif from the external GNSS facilit
and optionally by other and optionally by other
independent sources, as independent sources, as
specified in Appendix 12. Thig specified inSubappendix 12
event shall not be triggered | This event shall not be
during a ferry/train crossing, | triggered during a ferry/train
an OUT OF SCOPE conditior] crossing, an OUT OF SCOPH
or when the position condition, or when the
information from the GNSS | position information from the
receiver is not available. GNSS receiver is not availabl

3.9.14,85) |3.9.144 { SOdzNA G & 39144 { SOdzNR G &
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motion sensor and/or of the
vehicle unit and/or the
external GNSS facility as
required in Appendix 1Qyhile
not in calibration mode.

motion sensor and/or of the
vehicle unit and/or the
external GNSS facility as
required inSubappendix10,
while not in calibration mode.

3.12.3102) | 102) For each insertioand | 102) For each insertion and
withdrawal cycle of a driver orf withdrawal cycle of a driver or
workshop card in the workshop card in the
equipment, the recording equipment, the recording
equipment shall record and | equipment shall record and
store in its data memory: store in its data memory:
-0KS OFNR K2f R-0KS OIF NR K2f R
and first name(s) as stored in| and firs name(s) as stored in
the card, the card,

-GKS OFNRQa yd-iKS OF NRQa yd
Member State and expi date | Contracting Partyand expiry
as stored in the card, date as stored in the card,

- the card generation, - the card generation,

- the insertion date and time, | - the insertion date and time,
- the vehicle odometer value | -the vehicle odometer value
at card insertion, at card insertion,

- the slot in which the card is | -the slot in which the card is
inserted, inserted,

- the withdrawal date and - the withdrawal date and
time, time,

- the vehicle odometer value | - the vehicle odometer value
at card withdrawal, at card withdrawal,

- the following information - the following information
about the previous vehicle about the previous vehicle
used by the driver, as stored i| used by the driver, as stored i
the card: the card:

- VRN and registering - VRN and registering
Member State, Contracting Party

- VU generation (when - VU generation (when
available), available),

- card withdrawal date and - card withdrawal date and
time, time,

- a flag indicating whether, - a flag indicating whether,
at card inserion, the card at card insertion, the card
holder has manually entered | holder has manually entered
activities or not. activities or not.

3.12,91) 91) Data stored into the 91) Data stored into the

data memory shall not be
affected by an external power
supplycut-off of less than
twelve months in type
approval conditions. In
addition, data stored in the
external remote
communication facility, as
defined in Appendix 14, shall
not be affected by power

data memory shall not be
affected by an external power
supply cutoff of less than
twelve months in type
approval conditions. In
addition, data stored in the
external remote
communication facility, as
defined inSubappendix 14
shall not be affected by
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supply cutoff of less than 28
days.

power-supply cutoff of less
than 28 days.

3.12.2,101) | 101) The recording 101) The recording
equipment shall be able to equipment shall be able to
store a number of storea number of
cryptographic keys and cryptographic keys and
certificates, as specified in certificates, as specified in
Appendix 11 part A and part § Subappendix 1lpart A and

part B.

3.12.5110) | 110)Together with each placg 110)Together with eaclplace
or position, the recording or position, the recording
equipment shall record and | equipment shall record and
store in its data memory: store in its data memory:

- the (co)driver card - the (co)driver card
number andcard number and card
issuing Member issuingContracting
State, Party,

- the card generation, - the card generation,

- the date and time of - the date and time of
the entry, the entry,

- the type of entry - the type of entry
(begin, end or 3 (begin, end or 3
hours accumulated hours accumulated
driving time), driving time),

- the related GNSS - the related GNSS
accuracy, date and accuracy, date and
time if applicable; time if applicable;

- the vehicle odometer - the vehicle odometer
value. value.

3.12.8117) | See Annex 1 See Annex 1

3.12.9118) | See Annex 2 See Annex 2

3.12.10 120)| 120) The following data shall 120) The following data shal

be recorded for each of these
calibrations:

- purpose of
calibration
(activation, first
installation,
installation, periodic
inspection),

- workshop name and
address,

- workshop card
number, card issuing
Member State and
card expiry date,

- vehicle identification,

- parameters updated
or confirmed: w, Kk, |,
tyre size, speed
limiting device

setting, odometer

be recorded for eachfdhese
calibrations:

- purpose of
calibration
(activation, first
installation,
installation, periodic
inspection),

- workshop name and
address,

- workshop card
number, card issuing
Contracting Partynd
card expiry date,

- vehicle identification,

- parameters updatd
or confirmed: w, k, |,
tyre size, speed
limiting device
setting, odometer
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(old and new values),
date and time (old
and new values),

- thetypes and
identifiers of all the
seals in place.

(old and new values),
date and time (old
and new values),

- thetypes and
identifiers of all the
seals in place.

3.12.11 125)

125) The following data sha
be recorded for each ahese
time adjustments:

- date and time, old

value,

- date and time, new|
value,

- workshop name and
address,

- workshop card

number, card issuing
Member State, card
generation and card
expiry date.

125) The following data sha
be recorded for each of thes
time adjustments:

- date and time, old

value,

- date and time, new|
value,

- workshop name and
address,

workshop card number, card
issuingContracting Partycard
generation and card expiry
date.

3.12.12 126)

126) The recording equipmen
shall record and store ints
data memory the following
data relevant to the 20 mos
recent control activities:
- date and time of the
control,
- control card number,
card issuing Membe
State and card

generation,
- type of the control
(displaying and/or

printing and/or VU
downloading an/or
card downloading
and/or roadside
calibration checking).

126) The recording equipmen
shall record and store in it
data memory the following
data relevant to the 20 mos
recent control activities:

- date and time of the

control,
- control card number,
card issuing

Contracting Partynd
card generation,

- type of the control
(displaying and/or
printing and/or VU
downloading and/or
card downloading
and/or roadside
calibration checking).

3.12.13 128)

128) The recording equipmen
shall record and store in it
data memory the following
data relevant to the 255 mos
recent company locks:

- lockin date and time,

- lockout date and
time,

- company card
number, card issuing
Member State and
card generation,

128) The recording equipmen
shall record and store in it
data memory the following
data relevant to the 255 mos
recent company locks:

- lockin date and time,

- lockout date and
time,

- company card
number, card issuing
Contracting Partyand
card generation,
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- company name and
address.

Data previously locked by a

lockremoved from memory

due to the limit above, shall

be treated as not locked.

- company name ang
address.
Data previously locked by a
lock removed from memory
due to the limit above, shall
be treated as not locked.

3.12.14 129)

129) The recordingzquipment
shall record and store in it
data memory the following
data relevant to the last data

memory  downloading to
external media while in
company or in calibration
mode:
- date and time of
downloading,
- company or
workshop card

number, card issuing
Membe State and
card generation,
- company
workshop name.

or

129) The recording equipmen
shall record and store in it
data memory the following
data relevant to the last datq

memory  downloading to
external media while in
company or in calibratior]
mode:
- date ard time of
downloading,
- company or
workshop card

number, card issuing
Contracting Partyand
card generation,

- company or
workshop name.

3.14.2, 144) | Second generation tachograp| Second generation tachograp
cards shall contain 2 different| cards shall contain 2 different
card applications, the first of | card applications, the firgif
which shall beexactly the which shall be exactly the
same as the TACHO same as the TACHO
application of first generation | application of first generation
tachograph cards, and the tachograph cards, and the
aS02yR (KS ac¢|lasSO2yR GKS atc¢
application, as specified in application, as specified in
Chapter 4 and Appendix 2. Chapter 4 an&Gubappendix 2

3.15, 153) 153) The display shall 153) The display shall
support the characters support the characters
specifiedin Appendix 1 specified inSubappendix 1
I KFLIWGSNI n W/ K|/ KFLIGSNI n W K
display may use simplified display may use simplified
glyphs (e.g. accented glyphs (e.g. accented
characters may be displayed | characters may be displayed
without accent, or lower case| without accent, or lower case
letters may be shown as upp€ letters may be shown as upps
case letters). case letters).

3.15, 157) 157) The display of the 157) The display of the

recording equipment shall use
the pictograms or pictograms
combinations listed in
Appendix 3. Additional
pictograms or pictograms
combinations may also be
provided by the display, if

clearly distinguishable from

recording equipment shall use
the pictograms or pictograms
combinations listed irsub
appendix 3 Additional
pictograms or pictograms
combinations may also be
provided by the display, if
clearly distinguishable from
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the aforementioned
pictogrlams or pictograms
combinations.

the aforementioned
pictograms or pictograms
combinations.

3.15, 159) 159 (last line) 159 (last line)

Displaying format is specified| Displaying format is specified
in Appendix 5. in Subappendix 5

3.15.2, 165) | 165) The recording 165) The recording
equipment shall display equipment shall display
warning information using warning information using
primarily the pictograms of primarily the pictograms of
Appendix 3, completed where Subappendix 3 completed
needed by additional where needed by additional
numerically coded numerically codd
information. A literal information. A literal
description of the warning description of the warning
may also be added in the may also be added in the
RNAPSNRA LINBF|{RNAGSNRE LINBT

3.16, 169) | 169) (29 paragraph) 169) (29 paragraph)

The detailed format and The detailed format and
content of these printouts are| content of these printouts are
specified in Appendix 4. specified inSubappendix 4

3.16, 174) 174) The printer shall 174) The printer shall
support the characters support the characters
specified in Appendix 1 specified inSw-appendix 1
[ KFLIWGSNI n W/ K|/ KFELIWGSN n Y/ K

3.16, 179) 179) Printouts shall conform| 179) Printouts shall conform
at least to the test at least to the test
specfications defined in specfications defined irSub
Appendix 9. appendix 9

3.18, 195) 195) The 195) The
calibration/downloading calibration/downloading
connector electrical interface | connector electrical interface
is specified irAppendix 6 is specified irBubappendix 6

3.18, 196) 196) Downloading protocols| 196) Downloading protocols
are specified in Appendix 7. | are specified irBubappendix

7.

3.19, 197) 197) When the ignition is on] 197) When the ignition is on
the Vehicle Unit shall store the Vehicle Unit shall store
every 60 seconds in the every 60 seconds in the
remote communication facilityy remote communication facility
the most recent data the most recent data
necessary for the purpose of | necessary for the purpose of
targeted roadside checks targeted roadside checks.
Such data shall be encrypted| Such data shall be encrypted
and signed as specified in and signed as specified 8ub
Appendix 11 and Appendix 14 appendix11 andSubappendix

14,
3.19, 198) 198) Data to be checked 198) Data to be checked

remotely shall be available to
remote communication

readers through wireless

remotely shall be available to
remote communication

readers through wireless
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communication, as specifiad
Appendix 14.

communication, as specified i
Subappendix 14

3.20, 200)

200) The recording equipmen
may also be equipped witl
standardised interfaces
allowing the data recorded o
produced by tachograph to b
used in operational of
calibration mode, by ar
external facility.

In Appendix 13, an optional
ITS interface is specified and
standardized. Other vehicle
unit interfaces may c@xist,
providedthey fully comply
with the requirements of
Appendix 13 in term of
minimum list of data, security
and driver consent.

¢tKS RNAGSNI O2
apply to data transmitted by
the recording equipment to
the vehicle network. In case
the personal data injecteth
the vehicle network are
further processed outside the
vehicle network, it is the
responsibility of the vehicle
manufacturer to have that
personal data process
compliant with Regulation
09! 0 HAMCKCT®
t NEGSOGAZY wS

ThedriveD2y aSy i R
apply either to tachograph
data downloaded to a remote
company (requirement 193),
as this scenario is monitored
by the company card access
right.

The following requirements
apply to ITS data made
available through that
interface:

200) The recording equipmen
may also be equipped witl
standardised interfaces
allowing the data recorded o
produced by tachograph to b
used in operational of
calibration mode, by ar
external facility.

In Subappendix 13an
optional ITS interface is
specified and standardized.
Other vehicle unit interfaces
may ceexist, provided they
fully comply with the
requirements ofSubappendix
13in term of minimum list of
data, security and driver
consent.

¢tKS RNAGSNI O2
apply to data transmitted by
the recording equipment to
the vehicle network. In case
the personal data injected in
the vehicle network are
further processed outside the
vehicle network, it is the
responsibility of the vehicle
manufacturer to have that
personal data process
complying with the legislation
on personal data protection
applicable in the territory of
the Contracting Parties and
with the Convention for the
protection of individuals with
regard to automatic
processing opersonal data

¢tKS RNAGSNI O2
apply either to tachograph
data downloaded to a remote
company (requirement 193),
as this scenario is monitored
by the company card access
right.

The following requirements

apply to ITS data made

Change reference toRegulation
09 0 HAMCc kakDate
t NPGSOGA2yaswS 3
appropriate.
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these dhta are a set of
selected existing data
from the tachograph
data dictionary
(Appendix 1),

a subset of theseg
selected data arg
YI N] SR Y
RIGI QX

the subset of
WILISNR2Y | §f
available if the
verifiable consent of
the driver, accepting
his pesonal data can
leave the vehiclg
network, is enabled,
At any moment, the
driver consent can be
enabled or disabled
through commands in
the menu, provided
the driver card s

inserted,

the set and subset o
data will be
broadcasted vid

Bluetooth  wireless
protocol in the radius
of the vehicle cab
with a refresh rate of
1 minute,

the pairing of the
external device with
the ITS interface wil
be protected by a
dedicated and
random PIN of at leas|
4 digits, recorded in
and available through
the display of each
vehicle unit,

in any circumstances
the presence of the
ITS interface canno
disturb or affect the
correct  functioning
and the security of
the vehicle unit.

available throuf that
interface:

these data are a set o
selected existing data
from the tachograph
data dictionary $ub
appendix 1},

a subset of theseg
selected data arg
YI N] SR W
RFEGIF QX

the subset of
WLISNRE2Y I f
available if the
verifiable consent of
the driver, accepting
his personal data cat
leave the vehicle
network, is enabled,
At any moment, the
driver consent can b
enabled or disabled
through commands in
the menu, provided
the driver card is
inserted,

the set and subset o
data will be
broadcased via
Bluetooth  wireless
protocol in the radius
of the vehicle cab
with a refresh rate of
1 minute,

the pairing of the
external device with
the ITS interface wil
be protected by a
dedicated and
random PIN of at leas
4 digits, recorded in
and availableghrough
the display of each
vehicle unit,

in any circumstancesg
the presence of the
ITS interface canno
disturb or affect the
correct  functioning
and the security of

the vehicle unit.
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Other data may also be outpu
in addition to the set of
selected existing data,
considered as theninimum
list, provided they cannot be
considered as personal data.

The recording equipment shal
have the capacity to
communicate the driver
consent status to other
platforms in the vehicle
network.

When the ignition of the
vehicle is ON, these data sha
be permanently broadcasted.

Other data may also be outpu
in addition to the set of
selectedexisting data,
considered as the minimum
list, provided they cannot be
considered as personal data.

The recording equipment sha
have the capacity to
communicate the driver
consent status to other
platforms in the vehicle
network.

When the ignition ofhe
vehicle is ON, these data sha
be permanently broadcasted.

3.20, 201) | The serial link interface as The serial link interface as
specified in Annex 1B to specified inAppendix 1B of
Regulation (EEC) N°. 3824/8 | this Agreementan continue
as last amended, can continu( to equiptachographs for back
to equip tachographs for back compatibility. Anyhow, the
compatibility. Anyhow, the driver consent is still required
driver consent is still required| in case personal data are
in case personal data are transmitted.
transmitted.

3.21, 203) 203) In addition, the 203) In addition, the
calibration function shall allow calibration function shall allow
to supress the use of first to supress the use of first
generation tachograph cards | generation tachograph cards
in therecording equipment, | in the recording equipment,
provided the conditions provided the conditions
specified in Appendix 15 are | specified inSub-appendix 15
met. are met.

3.21, 206) 206) The calibration function 206) The calibration function
shall be able to input shall be able to input
necessary data through the | necessary data through the
calibration/downloading calibration/downloading
connector in accordance with| connector in accordance with
the calibration protocol the calibration protocol
defined in Appendix 8. The | defined inSubappendix 8
calibration function may also | The calibration function may
input necessary data through | alsoinput necessary data
other means. through other means.

3.22, 209) 209) The roadside 209) The roadside

calibration checking function
shall also allow controlling the
selection of the 1/0O mode of
the calibration 1/O signal line

specified in Appendix 6, via

calibration checking function
shall also allow controlling the
selection of the 1/0O modef
the calibration 1/O signal line
specified inSubappendix 6
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the Kline interface. Thishall
be done through the
ECUAdjustmentSession, as
specified in Appendix 8,
section 7 Control of Test
Pulses; Input output control
functional unit.

via the Kline interface. This
shall be done through the
ECUAdjustmentSession, as
specified inSubappendix §
section 7 Control of Test
Pulses; Input output control
functional unit.

4.1, 27) 227) GKS @62NRa (227) 4KS 62NRAa (
2NJ a/ 2y GNREt O|oNJ a/ 2yGaNRE OF
G2 2N] AaK2L) OF NJa22N] aK2LJ Ol NJ
G/ 2YLI ye OFNR{a/2YLI ye Ol NR
capital letters in the official capital letters in the official
language or languages of the| language or languages of the
Member State issuing the Contracting Partyssuing the
card, according to the type of| card, according to the type of
the card. the card.

4.1, 228) 228) the name of the 228) the name of the
Member State issuing theard | Contracting Partyssuing the
(optional); card (optional);

4.1, 229) 229) the distinguishing sign | 229) For EU Member States
of the Member State issuing | the distinguishing sign of the
the card, printed in negative i Member Statdssuing the
a blue rectangle and encircleq card, printed in negative in a
by 12 yellow stars. The blue rectangle and encircled
distinguishingsigns shall be ag by 12 yellow stars. The
follows: distinguishing signs shall be g

follows:

(see table in Annegy)

For norEU Contracting
Parties, the distinguishing sig
of the Contracting Party
issuing the card. The
distinguishing signs of non EU
Contracting Parties are those
drawn in accordance with the
1968 Vienna Convention on
Road Traffic or the 1949
GenevaConvention on Road
Traffic

4.1, 235) Community Model NON-EUGONTRACTINRARTIES Specific models for neBU
Tachograph Cards MODEITACHOGRAPERRDS contracting Parties should be

- displayed
4.1, 236) 236)After consulting the After consultinghe UN/ECE

Commission, Member States
may add colours or markings,
such as national symbols and
security features, without
prejudice to theother
provisions of this Annex.

secretariaf nonEU
Contracting Partiemay add
colours or markings, such as
national symbols and security
features, without prejudice to
the other provisions of this

Appendix
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4.1, 237) 237)Temporary cards referreq 237) Reserved ¢CKA&a RAALIZAAGA
to in Article 26.4 of Regulatior] the AETR
(EU) N°. 165/2014 shall
comply with the proisions of
this Annex.

4.2, 238) 238) In order to achieve the | 238) In order to achieve the
system security, the system security, the
tachograph cards shall meet | tachograph cards shall meet
the security requirements the security requirements
defined in Appendixes 10 and defined inSubappendixes 10
11. and 11

4.4, 241) 241) Tachograph cards shall | 241) Tachograph casdshall
capable of operating correctll be capable of operating
in all the climatic conditiong correctly in all the climatic
normally encountered in| conditions normally
Community territory and af encountered in theerritory of
least in the temperature rangq the Contracting Partieand at
-25°C to +70°C with occasion least in the temperature range
peaks of up to +85°C ¢25°Cto+ 70 °C with
G200l arz2yl fé occasional peaks of up to + 8
more than 4 hours each tim{c/ = W2 OOl & ha y
and not over 100 times during more than 4 hours each time
the life time of the card. and not over 100 times during

the life time of the card.’

4.5 4.5 (29 paragraph) 4.5 (29 paragraph)

The tachograph cards The tachograph cards
functions, commands and functions, commands and
logical structures, fulfilling logical structures, fulfilling
data storage requirements arq data storage requirements are
specified in Appendix 2. specified inSubappendix 2

4.5, 246) 246) Any additional data 246) Any additional data
that may be stored on that may be stored on
tachograph cards, related to | tachograph cardsgfated to
other applicationgossibly other applications possibly
borne by the card, shall be borne by the card, shall be
stored in accordance with storedin accordance with the
Directive 95/46/EC of 24 legislation on personal data
October 1995 on the protection applicable in the
protection of individuals with | territory of Contracting Parties
regard to the processing of and with the Convention for
personal data and on the free| the protection of individuals
movement of such data and | with regardto automatic
with Directive 2002/58/EC of | processing of personal data
12 July 2002 concerning the
processing of personal data
and the protection of privacy
in the electronic
communications sector and i
compliance with Article 7 of
Regulation (EU) N°. 165/2014

4.5, 247) 247) (last line) 247) (last line)
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The full details of the
tachograph cards structure ar
specified in Appendix 2.

The full details of the
tachograph cards structure ar
specified inSubappendix 2

4.5.2.2, 250)

250) Tachograph cards shal
be able to store the
application identification data
objects specified in Appendix
2

250) Tachograph cards shal
be able to store the
application identification data
objects specified iiBub
appendix 2

4.5.2.3, 251)

251) Tachograph cards shal
be able to store the following
extended length information
data object:

- in the case the tachograph
card supports extended lengt
fields, the extended length
information data object
specified in Appendix 2.

251) Tachograph cards shall
be able to store the following
extended length information
data object:

- in the case the tachograph
card supports extended lengtl
fields, the extended length
information data object
specified inSubappendix2.

4.5.2.4, 252)

252) Tachograph cards shal
be able to store the following
extended length information
data objects:

- in the case the tachograph
card supports extended lengtl
fields, the extended length
information data objects
specified in Appendix 2.

252) Tachograph cardsall
be able to store the following
extended length information
data objects:

- in the case the tachograph
card supports extended lengtl
fields, the extended length
information data objects
specified inSubappendix 2

453.1.2,
254)

254) The driver cat shall be
able to store a number of
cryptographic keys and
certificates, as specified in
Appendix 11 part A.

254) The driver card shall bg
able to store a number of
cryptographic keys and
certificates, as specified in
Subappendix11 part A

4.5.3.1.3,
255)

255) The driver card shall b
able to store the following car(
identification data:

- card number,

- issuing Member
State, issuing
authority name, issue
date,

card beginning of validity date
card expiry date.

255) The driver card shall b
able to store he following card
identification data:

- card number,

- issuing Contracting
Party, issuing
authority name, issue
date,

card beginning of validity date
card expiry date.

4.5.3.1.6,
259)

259) The driver card shall b
able to store the following
drivinglicence data:

- issuing Member
State, issuing
authority name,

driving licence number (at the
date of the issue of the card).

259) The driver card shall b
able to store the following
driving licence data:

- issuing Contracting
Party, issuing
authority name,

driving licence number (at the
date of the issue of the card).

453.1.7
261)

261) The driver card shall b
able to store the following datg

for these events:

261) The driver card shall b
able to store the following dat

for these events:
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- Event code,

- Date and time of
beginning of the
event (or of card
insertion if the event
was on-going at that
time),

- Date and time of end
of the event (or of
card withdrawal if the
event was orgoing at
that time),

VRN and registering Membsg
State of vehicle in which thg
event happened.

- Event code,

- Date and time of
beginning of the
event (or of card
insertion if the event
was ongoing at that
time),

- Date and time of end
of the event (or of
card withdrawal if the
event was orgoing at
that time),

VRN and registerin
Cortracting Partyof vehicle in
which the event happened.

4.5.3.1.8, 264) The driver card shall b 264) The driver card shall b
264) able to store the following datg able to store the following data
for these faults: for thesefaults:

- Fault code, - Fault code,

- Date and time of - Date and time of
beginning of the fault beginning of the fault
(or of card insertion if (or of card insertion if
the fault was orgoing the fault was orgoing
at that time), at that time),

- Date and time of end - Date and time of end
of the fault (or of card of the fault (or of card
withdrawal if the fault withdrawal if the fault
was ongoing at that was ongoing at that
time), time),

VRN and registering Membg VRN and registerin

State of vehicle in which thq Contracting Pdy of vehicle in

fault happened. which the fault happened.
45.3.1.10, | 269) The driver card shall B 269) The driver card shall b
269) able to store, for each calendg able to store, for each calendg

day where the card has bee
used, and for each period ¢
use of a given vehicle that dg
(a period of use includes 4
consecutive  insertion /
withdrawal cycle of the card i
the vehicle, as seen from th
card point of view), the|
following data:
- date and time of first
use of the vehicle (i.e
first card insertion for
this period of use of
the vehicle, or 00h0Q
if the period of usesi
on-going at that

time),

day where the card has bee
used, and for each period d@
use of a given vehicle that dg
(a period of use includes 4
consecutive insgion /
withdrawal cycle of the card if
the vehicle, as seen from th
card point of view), the
following data:
- date and time of first
use of the vehicle (i.e
first card insertion for
this period of use of
the vehicle, or 00h0(Q
if the period of use ig
on-going at that

time),
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- vehicle odometer
value at that time,

- date and time of last
use of the vehicle, (i.¢
last card withdrawal
for this period of use
of the vehicle, or
23h59 if the period of
use is oRgoing at that
time),

- vehicle odometer
value at trat time,

VRN and registering Membsg
State of the vehicle.

- vehicle odometer
value at that time,

- date and time of last
use of the vehicle, (i.g
last card withdrawal
for this period of use
of the vehicle, or
23h59 if the period of
use is oRgoing at that

time),
- vehicle odometer
value at thattime,
VRN and registerin

Contracting Party of the
vehicle.

45.3.1.12,
273)

273) The driver card shall b
able to store data related tg
the vehicle which opened it
current session:
- date and time the
session was opene
(i.,e. card insertion
with a resolution of
one second,
VRN and registering Membg
State.

273) The driver card shall b
able to store data related tq
the vehicle which opened it
current session:
- date and time the
session was opene
(i.e. card insertion)
with a resolution of
one second
VRN and
Contracting Party

registerin

4.5.3.1.13,
274)

274) The driver card shall b
able to store the following datg
related to control activities:

- date and time of the

control,
- control card number
and card issuing

Member State,

- type of the control
(displaying and/or
printing and/or VU
downloading and/or
card downloading
(see note)),

- Period downloaded
in case of
downloading,

- VRN and registerin
Member State of the
vehicle in which the
control happened.

Note: card downloading wil
only be recorded iperformed
through a recording
equipment.

274) The driver card shall b
able to store the following datg
related to control activities:

- date and time of the

control,
- control card number
and card issuing

Member State,

- type of the control
(displaying and/or
printing and/or VU
downloading and/or
card downloading
(see note)),

- Period downloaded
in case of
downloading,

- VRN and registerin
Contracting Partyof
the vehicle in which
the control
happened.

Note: card downloading wil
only be recorded if performeq
through a recording

equipment.
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45.3.2.2, 279) The driver card shall bg 279) The driver card shall be
279) able to store a number of able to store a number of
cryptographic keys and cryptographic keys and
certificates, as specified in certificates, as specified in
Appendix 11 part B. Subappendix11 part B
45.3.2.3, 280) The driver card shall b 280) The driver card shall b
280) able to store the following carq able to store the following carg
identification data: identification data:

- card number, - card number,

- issuing Member - issuing Contracting
State, issuing Party, issuing
authority name, issug authority name, issug
date, date,

- card beginning of card beginning of validity date
validity date, card| card expiry date.
expiry date.

4.5.3.2.6, 284) The driver card shall b 284) The driver card shall b
284) able to store the following able to store the following
driving licence data: driving licence data:

- issuing Member - issuing Contracting
State, issuing Party, issuing
authority name, authority name,

- driving licence| driving licence number (at the
number (at the date| date of the issue of the card).
of the issue of the
card).

45.3.2.7, 286) The driver card shall b 286) The driver card shall b
286) ableto store the following datal able to store the following data
for these events: for these events:

- Event code, - Event code,

- Date and time of - Date and time of
beginning of the beginning of the
event (or of card event (or of card
insertion if the event insertion if the event
was ongoing at that was ongoing at that
time), time),

- Date and time of end - Date and time of end
of the event (or of of the event (or of
card withdrawal if the card withdrawal if the
event was orgoing at event was orgoing at
that time), that time),

- VRN and registerin - VRN and registering
Member State of Contracting Partpf
vehicle in which the vehicle in which the
event happened. event happened.

4.5.3.2.8, 289) The driver card shall b 289) The driver card shall b
289) able to storethe following data| able to store the following data

for these faults:
- Fault code,
- Date and time of
beginning of the faulf]

for these faults:
- Fault code,
- Date and time of
beginning of the faulf]
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(or of card insertion if
the fault was orgoing
at that time),

- Date and time of end
of the fault (or of card
withdrawal if the fault
was onrgoing at that
time),

- VRN ad registering
Member State of
vehicle in which the
fault happened.

(or of card insertion if
the fault was orgoing
at thattime),

- Date and time of end
of the fault (or of card
withdrawal if the fault
was ongoing at that
time),

- VRN and registering
Contracting Partpf
vehicle in which the
fault happened.

4.5.3.2.10, | 294) The driver card shall j 294) The driver carghall be

294 able to store, for eachalendar| able to store, for each calendg
day where the card has bee day where the card has bee
used, and for each period g used, and for each period ¢
use of a given vehicle that dg use of a given vehicle that dg
(a period of use includes g (a period of use includes 4
consecutive insertion consecutive insertion
withdrawal cycle of the card if withdrawal cycle of the card if
the vehicle, as seen from th| the vehicle, as seen from th
card point of view), thel card pont of view), the
following data: following data:

- date and time of first - date and time of first
use of the vehicle (i.e use of the vehicle (i.e
first card insertion for first card insertion for
this period of use of this period of use of
the vehicle, or 00h0C the vehicle, or 00h0(Q
if the period of use ig if the period of use ig
on-going at that on-going at that
time), time),

- vehicle odometer - vehicle odometer
value at that first use value at that first use
time, time,

- date and time of last - date and tme of last
use of the vehicle, .@. use of the vehicle, (i.g
last card withdrawal last card withdrawal
for this period of use for this period of use
of the vehicle, or of the vehicle, or
23h59 if the period of 23h59 if the period of
use is oRgoing at that use is oRgoing at that
time), time),

- vehicle odometer - vehicle odometer
value at that last use value at that last use
time, time,

- VRN and registerin - VRN and registerin
Member State of the Contracting Partyof
vehicle, the vehicle,

- VIN of the vehicle. - VIN of the vehicle.

4.5.3.2.12, | 298) The driver card shall b 298) The driver card shall i
298) able to store data related tq able to store data related ta
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the vehicle which opened it
current session:
- date and time the
session was opene
(i.e. card insertion
with a resolution of
one second,
- VRN and registerin
Member State.

the vehicle which opened it
current session:
- date and time the
session was opene
(i.e. card insertion)
with a resolution of
one second,
- VRN and registering
Contracting Party

45.3.2.13, | 299) The driver card shall i 299) The driver card shall b
299) able to store the following datg able to store the following datg
related to control activities: related to control adwities:

- date and time of the - date and time of the
control, control,

- control card number, - control card number
and card issuing and card issuing
Member State, Member State,

- type of the control - type of the control
(displaying and/or (displaying and/or
printing and/or VU printing and/or VU
downloading and/or downloading and/or
card downloading card downloading
(see note)), (see note)),

- Period downloaded - Period downloaded
in case of in case of
downloading, downloading,

- VRN and registerin - VRN and registering
Member State of the Contracting Partyf
vehicle in which the the vehicle in which
control happened. the control

happened.
45.4.1.2, 308) The workshop card 308) The workshop card
308) shall be able to store a shall be able to store a
number of cryptographic keys| number of cryptographic keys
and certificates, as specified i| and certificates, as specified i
Appendix 11 part A Subappendix 11 part A
45413, 310) The workshop card shg 310) The workshop card sha
310) be able to store the following be able to store the following
card identification data: card identification data:

- card number, - card number,

- issuing Member - issuing Contracting
State, issuing Party, issuing
authority name, issug authority name, issug
date, date,

card beginning of validity datg cardbeginning of validity date
card expiry date. card expiry date.
45.4.2.2, 331) The workshop card 331) The workshop card
331) shall be able to store a shall be able to store a

number of cryptographic keys
and certificates, as specified i

Appendix 11 part B.

number of crptographic keys
and certificates, as specified i
Subappendix11 part B
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45423,
333)

333) The workshop card shg
be able to store the following
card identification data:

- card number,

- issuing Member
State, issuing
authority name, issue
date,

cardbeginning of validity date
card expiry date.

333) The workshop card shg
be able to store the following
card identification data:

- card number,

- issuing Contracting
Party, issuing
authority name, issue
date,

card beginning of validity date
card expiry dag.

455.1.2,
358)

358) The control card shall
be able to store a number of
cryptographic keys and
certificates, as specified in
Appendix 11 part A.

358) The control card shall
be able to store a number of
cryptographic keys and
certificates, as specified in
Subappendix11 part A

455.1.3,
359)

359) The control card shall b
able to store the following carg
identification data:

- card number,

- issuing Member State,
issuing authority name
issue date,

card beginning of validity date

card expiry date (if any).

359) The control card shall b
able to store the following carg
identification data:

- card number,

- issuingContracting Party
issuing authority nam,
issue date,

card beginning of validity date

card expiry date (if any).

45515,
361)

361) The control card shall b
able to store the following
control activity data:

- date and time of the
control,

- type of the control
(displaying and/or printing
and/or VU downloading
and/or card downloading
and/or roadside
calibration checking),

- period downloaded (if
any),

- VRN and Member Stat
registering authority of
the controlled vehicle,

card number and card issuin

Member State of the drive

card controlled.

361) The control card shall b
able to store the following
control activity data:

- date and time of the
control,

- type of the control
(displaying and/or printing
and/or VU downloading
and/or card downloading
and/or roadside
calibration checking),

- period dowroaded (if
any),

- VRN ancContracting Party
registering authority of
the controlled vehicle,

card number and card issuin

Contracting Partyf the driver

card controlled.

45522,
364)

364) The control card shall
be able to store a number of
cryptographic keys and
certificates, as specified in
Appendix 11 part B.

364) The control card shall
be able to store a number of
cryptographic keys and
certificates, as specified in
Subappendix11 part B

45523,
365)

365) The control card shall b
able to store the following car
identification data:

- card number,

365) The control card shall b
able to store the following carg
identification data:

- card number,
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- issuing Member State
issuing authority name
issue date,

card beginning of validity date

card expiry date (if any).

- issuingContracting Party
issuing authority name
issue date,

card beginning of validity date

card expiry date (if any).

45525,
367)

367) The control card shall b
able to store the following
control activity data:

- date and time of the
control,

- type of the control
(displaying and/or printing
and/or VU downloading
and/or card downloading
and/or roadside
calibration checking)

- period downloaded (if
any),

- VRN and Member Stat
registering authority of
the controlled vergle,

card number and card issuing

Member State of the driver

card controlled.

367) The control card shall b
able to store the following
control activity data:

- date and time of the
control,

- type of the control
(displaying and/or printing
and/or VU downloathg
and/or card downloading
and/or roadside
calibration checking)

- period downloaded (if
any),

- VRN ancContracting Party|
registering authority of
the controlled vehicle,

card number and card issuing

Contracting Partyf the driver

card controlled.

45612,
370)

370) The company card sha
be able to store a number of
cryptographic keys and
certificates, as specified in
Appendix 11 part A.

370) The company card sha
be able to store a number of
cryptographic keys and
certificates, as specified in
Subappendix11 part A.

4.5.6.1.3,
371)

371) The company card shg
be able to store the following
card identification data:

- card number,

- issuing Member State
issuing authority name
issue date,

card beginning of validity date

card expiry date (i&ny).

371) The company card shg
be able to store the following
card identification data:

- card number,

- issuingContracting Party
issuing authority name
issue date,

card beginning of validity date

card expiry date (if any).

4.5.6.1.5,
373)

373) Thecompany card shal
be able to store the following
company activity data:

- date and time of the

activity,
- type of the activity (VU
locking in and/or out,

and/or VU downloading
and/or card downloading)
- period downloaded (if
any),
- VRN and Member Stat
registeing authority of

vehicle,

373) The company card shg
be able to store the following
company activity data:

- date and time of the
activity,

- type of the activity (VU
locking in and/or at,
and/or VU downloading
and/or card downloading)

- period downloaded (if
any),

- VRN ancContracting Party
registering authority of
vehicle,
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card number and card issuin
Member State (in case of caf
downloading).

card number and card issuin
Contracting Party(in case of
card downloading).

45.6.2.2, 376) The company carghall | 376) The company card sha

376) be able to store a number of | be able to store a number of
cryptographic keys and cryptographic keys and
certificates, as specified in certificates, as specified in
Appendix 11 part B. Subappendix 11 part B

45.6.2.3, 377) The company card shq 377) The company card sha

377) be able to store the following be ableto store the following
card identification data: card identification data:

- card number, - card number,

- issuing Member Statel - issuingContracting Party
issuing authority name issuing authority name
issue date, issue date,

- card beginning of validity - card beginning of validity
date, card expiry date (i date, card expiry date (if
any). any).

45.6.2.5, 379) The company card shg 379) The company card sha

379) be able to store thdollowing | be able to store the following
company activity data: company activity data:

- date and time of thel - date and time of the
activity, activity,

- type of the activity (VU - type of the activity (VU
locking in and/or out, locking in and/or out,
and/or VU downloading and/or VU downloading
and/or card downloading) and/or card davnloading)

- period downloaded (iff - period downloaded (if
any), any),

- VRN and Member Stat{ - VRN andContracting Party
registering authority of registering authority of
vehicle, vehicle,

- card number ad card| - card number and card
issuing Member State (i issuingContracting Party
case of card downloading (in case of card

downloading).

5.1, 385) 385)Vehicle manufacturers o1 385)Vehicle manufacturers o The AETR defines what rules
fitters shall activate the fitters shall activate the must be complied with, instead
installedrecording equipment | installed recording equipment| of Regulation (EC) N°.
at the latest before the vehiclg at the latest before the vehicls 561/2006).
is used in scope of Regulation is used in scope dhis
(EC) N°. 561/2006. Agreemant.

5.1, 392) 392) Installation shall be 392) Installation shall be The AETR defines what rules

followed by a calibration. The
first calibration may not
necessarily include entry of
the vehicle registration
number (VRN), when it is not
known by the approved
workshop having to undertake

this calibration. In these

followed by a calibration. The
first calibration may not
necessarily include entry of
the vehicle registration
number (VRN), when it is not
known by the approved
workshop having to undertake

this calibration. In these

must becomplied with, instead
of Regulation (EC) N°.
561/2006).
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circumstancestishall be
possible, for the vehicle
owner, and at this time only,
to enter the VRN using his
Company Card prior to using
the vehicle in scope of
Regulation (EC) N°. 561/2006
(e.g by using commands
through an appropriate menu
structure of the vehicle ung'
man-machine interface.) . Any
update or confirmation of this
entry shall only be possible
using a Workshop Card.

circumstances, it shall be
possible, for the vehicle
owner, and at this time only,
to enter the VRN using his
Company Card prior to using
the vehiclein scope othis
Agreement(e.g by using
commands through an
appropriate menu structure of|
the vehicle unit's man
machine interface.) . Any
update or confirmation of this
entry shall only be possible
using a Workshop Card.

5.2, 397) 397) F'paragraph 397) F'paragraph
For M1 and N1 vehicles only,| For M1 and N1 v&cles only,
and which are fitted with an | and which are fitted with an
adaptor in conformity with adaptor in conformitywith
Regulation (EC) N°. 68/2009 | Subappendix 16and where it
as last amended and where it| is not possible to include all
is not possible to incluzlall the information necessary, as
the information necessary, as| described in Requirement 39€
described in Requirement 394 a second, additional, plaque
a second, additional, plaque | may be used. In such cases,
may be used. In such cases, | this addiional plague shall
this additional plaque shall contain at least the last four
contain at least the last four | indents described in
indents described in Requirement 396.
Requirement 396.

5.3, 402) 402) The seals shall have a | 402) The seals shalldve a
free space where approved | free space where approved
fitters, workshops or vehicle | fitters, workshops or vehicle
manufacturers can add a manufacturers can add a
special mark according the special mark accordirtp EN
Article 22.3 of Regulation (EU 16882:2016
N° 165/2014. This mark shall not covéhne
This mark shall not covéhne seal identification number.
seal identification number.

5.3, 404) 404) Approved workshops | 404) Approved workshops
and vehicle manufacturers and vehicle manufacturers
shall,in the frame of shall, in the frame othis
Regulation (EU) N° 165/2014] Agreement, only use seals
only use seals certified certified according EN
according EN 16882:2016 16882:2016 from those of the
from those of the seals seals manufacturers listed in
manufacturers listed ithe the data base mentioned
data base mentioned above. | above.

5.3, 405) 405) Seal manufacturers an¢ 405) Sealmanufacturers and

their distributors shall
maintain full traceability
records of the seals sold to be
used in the frame of

their distributors shall
maintain full traceability
records of the seals sold to be
used in the frame athis
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Regulation (EU) N° 165/2014
and shall be prepared to
produce them to competent
national authorities whenever
need be.

Agreementand shall be
prepared to produce them to
competent national
authorities whenever need be

Requirements on the
ciraumstances in which seals
may be removed, as referred
to in Article 22.5 of Regulatior]
(EU) N° 165/2014, are define
in Chapter 5.3 of this annex.

Requirements on the
circumstances in which seals
may be removedasreferred
to-in-Article 22.5-of Regulatior
{EY)YN=165/2014re defined
in Chapter 5.3 of this
Appendix

Reference to Regulation (EU)
N°165/2014 can be removed
(not needed)

6.1

The Member States approve,
regularly control and certify
the bodies to carry out:

- installations,

- checks,

- inspections,

- repairs.

Workshop cards shall be
issued only to fitters and/or
workshops approved for the
activation and/or the
calibration of recording
equipment in conformity with
this annex and, unless duly
justified:
- who are not eligible
for a company card;
- and whose other
professional activities
do not present a
potential compromise
of the overall security
of the system as
required in Appendix
10.

TheContracting Parties
approve, regularly control and
certify the bodies to carry out:

- installations,

- checks,

- inspections,

- repairs.

Workshop cards shall be
issued only to fitters and/or
workshops approved for the
activation and/or the
calibration of recording
equipment in conformity with
this Appendixand, unless duly
justified:
- who are not eligible
for a companycard;
- and whose other
professional activities
do not present a
potential compromise
of the overall security
of the system as
required in Sub
appendix10.

The card issuing processes-s
up by the Member States shal
conform to the following:

The card issuing processes-s
up by theContracting Parties
shall conform to the following:

7, 422)

The exchange of an existin
tachograph card, in order tq
modify administrative data
shall follow the rules of thg
renewal if within the same
Member Stag, or the rules of g
first issue if performed by
another Member State.

The exchange of an existing
tachograph card, in order to
modify administrative data,
shall follow the rules of the
renewal if within the same
Contracting Partyor the rules
of a firstissue if performed by
another Member State.

7,423)

¢tKS aOFNR K2f
non-personal workshop o

control cards shall be fille

¢CKS NIRO K2t RSNJ
non-personal workshop or

control cards shall be filled
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with workshop or control body
name or with the fitter or
O2yGNRBEt 2FFAO
Member States so decide.

with workshop or control body
name or with the fitter or
O2yGNBEt 2FFAO
Contracting Partieso decide.

7, 424) 424) Member States shal 424) Reserved This requirement is removed
exchange data electronically | (not applicable within the frame
order to ensure the of the AETR)
uniqueness of driver cards tha
they issue in accordance wit
Article 31 ofRegulation (EU) N
165/2014

8.1 (2"9and 39 paragraphs) (2"9and 39 paragraphs)

Any manufacturer may ask fo| Any manufacturer may ask fo
type approval of recording type approval of recording
equipment component(s) with| equipment componer(s) with
any other recording any other recording
equipment component(s), equipment component(s),
provided each component provided each component
complies with the complies with the
requirements of this annex. | requirements of this
Alternately, manudicturers Appendix Alternately,
may also ask for type approvgd manufacturers may also ask
of recording equipment. for type approval of recording
equipment.
As described in definition (10
in Article 2 of this Regulation,| As described in definition (10
vehicle units have variants in | in Article 2 @ this Agreement
components assembly. vehicle units have variants in
Whatever the vehicle unit components assembly.
components assembly, the Whatever the vehicle unit
external antenna andif components assembly, the
applicable) the antenna external antenna and (if
splitter connected to the GNS| applicable) the antenna
receiver or to the remote splitter connected to the GNS
communication facility are nof receiver or to the remote
part of the vehicle unit type communication facility are rto
approval. part of the vehicle unit type
approval.
8.1, 427) Member States type approval| Contracting Partie/pe

authorities will not grant a
type approval certificate as
long as they do not hold:
- a security certificate
(if requested by thig

Annex),

- a functional
certificate,

- and an
interoperability
certificate (if
requested by thig
Annex)

approval authorities will not
grant a type approval
certificate as long as theyo
not hold:
- a security certificate
(if requested by this

Appendiy,

- a functional
certificate,

- and an
interoperability
certificate (if
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for the recording equipment
or the tachograph card,
subject of the request for type|
approval.

requested by thig
Appendiy
for the recording equipment
or the tachograph card,
subject of the request for type|
approval

8.1, 430) Type approval of software Type approval of software
modifications aimed to modifications aimed to
upgrade a previously type upgrade a previously type
approved recording approved recording
equipment may not be equipment may not be
refused if such modifications | refused if such modifications
only apply to functions not only apply to functions not
specified in this Annex. specified in thisAppendix
Software upgrade of a Software upgrade of a
recording equipmenmay recording equipment may
exclude the introduction of exclude the introduction of
new character sets, if not new character sets, if not
technically feasible. technically feasible.

8.2, 431) 431)The security certificate is| 431) The security certificate is
delivered in accordance with | delivered in accordance with
the provisions of Appendix 10| the provisions oBub
of this Annex. Recording appendix 10 of this Appendix
equipment components to be| Recoding equipment
certified are vehicle unit, components to be certified
motion sensor, external GNSY are vehicle unit, motion
facility and tachograph cards.| sensor, external GNSS facility

and tachograph cards.

8.2, 432) 432) In the exceptional 432) In the exceptional
circumstance that the security circumstane that the security
certification authorities refuse| certification authorities refuse
to certify new equipment on | to certify new equipment on
the ground of obsolescence o] the ground of obsolescence o
the security mechanisms, typq the security mechanisms, typ¢
approval shall continue to be | approval shall continue to be
granted only in these specific| granted only in these specific
and exceptional and exceptional
circumstances, and when no | circumstances, and when no
alternative solution, compliat | alternativesolution, compliat
with the Regulation, exists. | with this Agreementexists.

8.2, 433) Each candidate for typq Each candidate for type
approval shall provide thq approval shall provide the
aSYOSNI {GFGSQl/ 2y Ny Olityped t
authority with all the material| approval authority with all the
and documentation that theg material and documentation
authority deems necessary. | that the authority deems

necessary.

8.3, 436) 436) A functional certificate | 436) A functional certificate

shall be delivered to the
manufacturer only after all

functional tests specified in

shall be delivered to the
manufacturer only after all

functionaltests specified in
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Appendix 9, at least, have
been successfully passed.

Subappendix 9 at least, have
been successfully passed.

8.4, 440)

440)Interoperability tests are
carried out by a single
laboratory under the authority,
and responsibility of the
European Commission.

Interoperability tests are
carried outby a single
competent body.

8.4, 445

445) The interoperability tests
shall be carried out, in
accordance with the
provisions of Appendix 9 of
this Annex, with respectively
all the types of recording
equipment ortachograph
cards:

- for which type
approval is still valid
or,

- or which type
approval is pending
and that have a valid
interoperability
certificate.

The interoperability tests shal
be carried out, in accordance
with the provisions oBub
appendix9 of thisAppendix
with respectively all the types
of recording equipment or
tachograph cards:

- for which type
approval is still valid
or,

- or which type
approval is pending
and that have a valid
interoperability
certificate.

8.4, 449)

449) The interoperability
certificate is valid for si
months. It is revoked at thg
end of this period if the
manufacturer has not receive
a corresponding type apprové
certificate. It is forwarded by
the manufacturer to the type
approval authority of the
Member State who hag
delivered the  functional
certificate.

449) The interoperability
certificate is valid for six
months. It is revoked at the
end of this period if the
manufacturer has not receive
a corresponding type approvg
certificate. It is forwarded by
the manufacturer tahe type
approval authority of the
Contracting Partyvho has
delivered the functional
certificate.

8.5, 451)

451) The type approva
authority of the Member State
may deliver the type approvg
certificate as soon as it hold
the three requiredcertificates.

451)The type approval
authority of theContracting
Partymay deliver the type
approval certificate as soon a
it holds the three required
certificates.

8.6, 455) to
459)

Provisions for Exceptional
procedure: first
interoperability certificates
for 2nd generation recording
equipment and tachograph
cards

Each requirement to be
deleted and replaced by:
455) Reserved

456) Reserved

457) Reserved

458) Reserved

459) Reserved
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ANNEX 1
Current annex 1C text

117) The recording equipmenshall record and store in its data memory the following data for each event
detected according to the following storage rules:

Event Storage rules Data to be recorded per event
Insertion of a nofvalid - the 10 most recent events. - date and time ofvent,
card - card(s) type, number, issuing

Member State and generation of th
card creating the event.
number of similar events that day

Card conflict

the 10 most recent events.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of th
two cards creating the conflict.

Driving without an
appropriate card

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over the last 3
days.

date anditne of beginning of event,
date and time of end of event,
card(s) type, number, issuing
Member State and generation of af
card inserted at beginning and/or €
of the event,

number of similar events that day.

Card insertion while
driving

the lastevent for each of the 10 last
days of occurrence,

date and time of the event,
card(s) type, number, issuing
Member State and generation,
number of similar events that day

correctly closed

Last card session not

the 10 most recent events.

date ad time of card insertion,
card(s) type, number, issuing
Member State and generation,
last session data as read from the
card:
- date and time of card insertion,
- VRN, Member State of
registration and VU generation.

Over speeding (1)

the mosterious event for each of
the 10 last days of occurrence (i.e.
the one with the highest average
speed),

the 5 most serious events over the
last 365 days.

the first event having occurred afte
the last calibration

date and time of beginning of even
date and time of end of event,
maximum speed measured during
the event,

arithmetic average speed measure
during the event,

card type, number, issuing Membe
State and generation of the driver
card (if applicable),

number of similar events thatyl

Power supply
interruption (2)

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
MemberState and generation of an
card inserted at beginning and/or e
of the event,

number of similar events that day.
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Communication error
with the remote
communication facility

the longest event for each of the 1(
last days of occurrence,
the 5 longesevents over the last 36
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of a
card inserted at beginning and/or €
of the event,

number of similar events thday.

Absence of position
information from GNSS
receiver

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s)type, number, issuing
Member State and generation of a
card inserted at beginning and/or €
of the event,

number of similar events that day.

Communication error
with the external GNSS
facility

the longest event for each of the 1(
last days of occuence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of ai
card inserted at beginning and/or e
of the event,

numberof similar events that day.

Motion data error

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, numbeissuing
Member State and generation of ai
card inserted at beginning and/or e
of the event,

number of similar events that day.

Vehicle motion conflict

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over thetl365
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of a
card inserted at beginning and/or e
of the event,

number of similar events that day.

Security breaclattempt

the 10 most recent events per type
event.

date and time of beginning of even
date and time of end of event (if
relevant),

card(s) type, number, issuing
Member State and generation of a
card inserted at beginning and/or e
of theevent,
type of event.

Time conflict

the most serious event for each of
the 10 last days of occurrence (i.e.
the ones with the greatest differend
between recording equipment date
and time, and GNSS date and time
the 5 most serious events over the

last 365 days.

recording equipment date and time
GNSS date and time,

card(s) type, number, issuing
Member State and generation of ar
card inserted at beginning and/or €
of the event,

number of similar events that day.

(1) The recordingquipment shall also record and store in its data memory:

- the date and time of the last OVER SPEEDING CONTROL,
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- the date and time of the first over speeding following this OVER SPEEDING CONTROL,
- the number of over speeding events since the last OVER SPEEDDNTROL.

(2) These data may be recorded at power supply reconnection only, times may be known with an accuracy to the
minute.

To be replaced with:

117)The recording equipment shall record and store in its data memory the following data for each event
detected according to the following storage rules:

Event Storage rules Data to be recorded per event
Insertion of a nosvalid - the 10 most recent events. - date and time of event,
card - card(s) type, number, issuing

Contracting Partand generatioof
the card creating the event.
- number of similar events that day
Card conflict - the 10 most recent events. - date and time of beginning of even
- date and time of end of event,
- card(s) type, number, issuing
Contracting Partand generation of
thetwo cards creating the conflict.

Driving without an - the longest event for each of the 1( - date and time of beginning of even
appropriate card last days of occurrence, - date and time of end of event,
- the 5 longest events over the last 3 - card(s) type, number, issuing

days. Contracting Partand generation of

any card inserted at beginning and
end of the event,
- nhumber of similar events that day.
Card insertion while - the last event for each of the 10 lag - dak and time of the event,
driving days of occurrence, - card(s) type, number, issuing
Contracting Partand generation,
- number of similar events that day
Last card session not - the 10 most recent events. - date and time of card insertion,
correctly closed - card(s) type, number, issuing
Contracting Partand generation,
- last session data as read from the
card:
- date and time of card insertion,
- VRN, Contracting Partpf
registration and VU generation.

Over speeding (1) - the most serious event for eauth - date and time of beginning of even

the 10 last days of occurrence (i.e.| - date and time of endf event,
the one with the highest average | - maximum speed measured during
speed), the event,

- the 5 most serious events over the| - arithmetic average speed measure
last 365 days. during the event,

- the first event having occurred afte| - card type, number, issuing
the last calibration Contracting Partyand generation of

the driver card (if applicable),
- number of similar events that day.
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Power supply
interruption (2)

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Partandgeneration of
any card inserted at beginning and
end of the event,

number of similar events that day.

Communication error
with the remote
communication facility

the longest event for each of the 1(
last days of occurrence,
the 5 longest events exvthe last 365
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Partand generation of
any card inserted at beginning and
end of the event,

number of similar events theay.

Absence of position
information from GNSS
receiver

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) typenumber, issuing
Contracting Partand generation of
any card inserted at beginning and
end of the event,

number of similar events that day.

Communication error
with the external GNSS
facility

the longest event for each of the 1(
last days of oagrrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Partand generation of
any card inserted at beginning and
end of the event,

number of similar events that day.

Motion data error

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Partyand generation of
any card inserted at beginning and
end of the event,

number of similar events that day.

Vehicle motion conflict

the longest event for each of the 1(
last days of occurrence,

the Slongest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Partyand generation of
any card inserted at beginning and
end of the event,

number of similaevents that day.

Security breach attempt

the 10 most recent events per type
event.

date and time of beginning of even
date and time of end of event (if
relevant),

card(s) type, number, issuing
Contracting Partyand generation of
any cardnserted at beginning and/(
end of the event,

type of event.
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Time conflict - themost serious event for each of | - recording equipment date and time
the 10 last days of occurrence (i.e.| - GNSS date and time,
the ones with the greatest differenq - card(s) type, number, issuing
between recording equipment date| Contracting Partand generation of
and time, and GNSS date andéj)n any card inserted at beginning and
- the 5most seriougvents over the end of the event,
last 365 days. - number of sinlar events that day.

(1) The recording equipment shall also record and store in its data memory:
- the date and time of the last OVER SPEEDING CONTROL,
- the date and time of the first over speeding following this OVER SPEEDING CONTROL,
- the number of ovespeeding events since the last OVER SPEEDING CONTROL.

(2) These data may be recorded at power supply reconnection only, times may be known with an accuracy to the
minute.
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ANNEX 2
Current text

118) The recording equipment shall attempt to record and stor@srdata memory the following data for each
fault detected according to the following storage rules:

Fault Storage rules Data to be recorded per fault

Card fault - the 10 most recent driver card faulf - date and time of beginning of fault,

- date and time of end of fault,

- card(s) type, number, issuing
Member State and generation.

Recording equipment - the 10 most recent faults for each | - date and time of beginniraf fault,
faults type of fault, - date and time of end of fault,
- the first fault after the last - type of fault,
calibration. - card(s) type, number and issuing

Member State and generation of af
card inserted at beginning and/or €
of the fault.

To be replaced with:

118) The recording equipment shall attemptrézord and store in its data memory the following data for each fault
detected according to the following storage rules:

Fault Storage rules Data to be recorded per fault

Card fault - the 10 most recent driver card faulf - date and time dfeginning of fault,

- date and time of end of fault,

- card(s) type, humber, issuing
Contracting Partand generation.

Recording equipment - the 10 most recent faults for each | - date and time of beginning of fault,
faults type of fault, - date and time of end of fault,
- the first fault after the last - type of fault,
calibration. - card(s) type, number and issuing

Contracting Partand generation of
any card inserted at beginning and
end of the fault.

ANNEX 3 Distinguishing signs ofthe Member States

B Belgium LV Latvia

BG Bulgaria L Luxembourg

Ccz Czech Republic LT Lithuania

CY Cyprus M Malta

DK Denmark NL The Netherlands

D Germany A Austria

EST Estonia PL Poland

GR Greece P Portugal
RO Romania
SK Slovakia
SLO Slovenia

E Spain FIN Finland
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F France S Sweden

HR Croatia

H Hungary

IRL Ireland UK The United Kingdom
I Italy
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V0.1 20190120

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX IFOR AETR

Syntax Notation One (ASN.1)
to define data types. This
enables simple and structureq
data to be defined without
implying any specific transfer
syntax (encoding rules) which
will be application and
environment dependent.
ASN.1 type maing
conventions are done in
accordance with ISO/IEC 882
1. This implies that:

- where possible, the
meaning of the data type is
implied through the names
being selected,

- where a data type is a
composition of other data
types, the data type name is
still a single sequence of
alphabetical characters
commencing with a capital
letter, however capitals are
used within the name to
impart the corresponding
meaning,

- in general, the data
types names are related to th
name of the data types from
which they areconstructed,
the equipment in which data
is stored and the function
related to the data.

Abstract Syntax Notation One
(ASN.1) to define data types.
This enables simple and
structured data to be defined
without implying any specific
transfer syntax (encoding
rules) which will be
application and environment
dependent.

ASN.1 type naming
conventions are done in
accordance wih ISO/IEC 8824
1. This implies that:

- where possible, the
meaning of the data type is
implied through the names
being selected,

- where a data type is a
composition of other data
types, the data type name is
still a single sequence of
alphabetical charders
commencing with a capital
letter, however capitals are
used within the name to
impart the corresponding
meaning,

- in general, the data
types names are related to th
name of the data types from
which they are constructed,
the equipment in which data
is stored and the function
related to the data.

Point or : Proposed text for
article Text Appendix 1 P AETR Comments
TITLE (Title)
APPENDIX DATA SUBAPPENDIX DATA
DICTIONARY DICTIONARY
TABLE OF | X Update Table of contents
CONTENTS according to the changes in
the document as necessary
1 This appendix specifies data | ThisSubappendixspecifies
formats, data elements, and | data formats, data elements,
data structures for use within | and data structures for use
the recording equipment and | within the control deviceand
tachograph cards. tachograph cards.
1.1 Thisappendix uses Abstract | ThisSubappendixuses
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If an ASN.1 type is already
defined as part of another
standard and if it is relevant
for usage in the recording
equipment, then this ASN.1
type will be defined in tis
appendix.

To enable several types of
encoding rules, some ASN.1
types in this appendix are
constrained by value range
identifiers. The value range
identifiers are defined in
paragraph 3 and Appendix 2.

If an ASN.1 type is already
defined as part of another
standard and if it is relevant
for usage in theontrol
device then this ASN.1 type
will be defined in thiSub
appendix

To enable several types of
encoding rules, some ASN.1
types in this appendix are
constrained by value range
identifiers. The value range
identifiers are defined in
paragraph 3 an@ubappendix
2

The following references are

1.2 The following references are
used in this Appendix: used in thisSubappendix

2 For any of the following data | For any of the following data
types, the default value for an| types, the default value for an
adzyly2eye 2N |adzyly2z2éye 2N
I LILIX AOFotSe¢ OfF LILX AOI atw¢ O
consist in filling the data consist in filling the data
St SYSyld s6AGK |StSYSyil o6Ai(K
All data types are used for All data types are used for
Generaton 1 and Generation | Generation 1 and Generation
2 applications unless 2 applications unless
otherwise specified. otherwise specified.
For card data types used for | For card data types used for
Generation 1 and Generation| Generation 1 and Generation
2 applications, the size 2 applications, the size
specified in this Appendix is | specified in his Subappendix
the one for Generation 2 is the one for Generation 2
application. The size for application. The size for
Generation 1 application is Generation 1 application is
supposed to be already knowll supposed to be already know
by the reader. The Annex 1C| by the reader. Thdppendix
requirement numbers related | 1C requirement numbers
to such data types cover both| related to such data types
Generation 1 and Generation| cover both Generation 1 and
2 applications. Generation 2 applicatins.

2.1 This data type enables to This data type enables to

code, within a two bytes word
a slot status at 00:00 and/or a
driver status at 00:00 and/or
changes of activity and/or
changes of driving status
and/or changes of card status
for a driver or a calriver. This
data typeis related to Annex
1C requirements 105, 266,
291, 320, 321, 343, and 344.

code, within a two bytes word
a slot status at 00:00 and/or &
driver status at 00:00 and/or
changes of activity and/or
changes of driving status
and/or changes of card status
for a driver or a calriver. This
data type is related to
Appendix1C requirements
105, 266, 291, 320, 321, 343,

and 344.
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2.8 Code explaining why a set of | Code explaining why a set of
calibration parameters was | calibration parameters was
recorded. This data type is recorded. This data type is
related to Annex 1B related toAppendix1B
requirements 097 and 098 an| requirements 097 and 098 an
Annex 1C requirements 119. | Appendix1C requirements

119.

2.9 (2%t paragraph)

Information,stored in a card, | Information, stored in a card,
related to the driver activities | related to the driver activities
for a particular calendar day. | for a particular calendar day.
This data type is related to This data type is related to
Annex 1C requirements 266, | Appendix1C requirements
291, 320 and 343. 266, 291, 320 and 343.

2.9 (activityPreviousRecordLengt
definition) activityPreviousRecordLength
activityPreviousRecordLength is the total length in byts of
is the total length in bytes of | the previous daily record. The
the previous daily record. The maximum value is given by th
maximum value is given by th| length of the OCTET STRING
length of the OCTET STRING| containing these records (se€
containing these records (see| CardActivityLengthRandgtub
CardActivityLengthRange appendix2 paragraph 4).
Appendix 2 paragraph 4). When this record is the oldest
When this record is the oldest daily record, the value of
daily record, the value of activityPreviousRecordLength
activityPreviousRecordLengthl must be set to 0.
must be set to 0.

2.10 (value assignment) (value assignment)

Value assignment: see Value assignment: segsub
Appendix 2. appendix2.

211 (value assignment)

The approval number shall bg The approval number shall be
provided as published on the | provided as published on the
corresponding European correspondingveb site run by
Commission web site, i.e. for | the laboratory competent for
example including hyphens if | interoperability testsi.e. for
any. The approval number example including hyphens if
shall be leftaligned. any. The approval number
shall be leftaligned.

2.13 Information, stored in a card, | Information, stored in a card,
related to the identification of | related to the identification of
GKS OFNRQa Ly|{GdKS OF NRQa LYy
(IC) (Annex 1C requirement | (IC) Appendix1C requirement
249). The icSeridumber 249). The icSerialNumber
together with the together with the
icManufacturingReferences | icManufacturingReferences
identifies the card chip identifies the card chip
uniquely. The icSerialNumber uniquely. The icSerialNumber
alone does not uniquely alone does not uniquely
identify the card chip. identify the card chip.

2.14 (value assignment)
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Value assignment: (see Anne
1Cchapter 7)

Value assignment: (see
Appendix1C chapter 7)

2.15 (15t paragraph)

Information, stored in a driver| Information,stored in a driver
or workshop card, related to | or workshop card, related to
the last control the driver has | the last control the driver has
been subject to (Annex 1C been subject toAppendix1C
requirements 274, 299, 327, | requirements 274, 299, 327,
and 350). and 350).

2.15 (controlVehicleRegistration (controlVehicleRegistration
definition) definition)
controlVehicleRegistration is | controlVehicleRegistration is
the VRN and registering the VRN and registering
Member State of the vehicle | Contracting Partyf the
in which the control vehicle in which the control
happened. happened.

2.16 Information about the actual | Information about the actual
usage othe card (Annex 1C | usage of the cardAppendix
requirement 273, 298, 326, | 1C requirement 273, 298, 326
and 349). and 349).

2.17 Information, stored in a driver| Information, stored in a driver
or a workshop card, related tg or a workshop card, related tg
the activities of the driver the activities of the driver
(Anrex 1C requirements 267,| (AppendixLC requirements
268, 292, 293, 321 and 344).| 267, 268, 292, 293, 321 and

344),

2.18 Information, stored in a driver| Information, stored in a driver
card, relatel to the card card, related to the card
holder driver licence data holder driver licence data
(Annex 1C requirement 259 | (Appendix1C requirement 259
and 284). and 284).

2.19 (Generation 1, % paragraph)

Information,stored in a driver | Information, stored in a driver
or workshop card, related to | or workshop card, related to
the events associated with thg the events associated with thg
card holder (Annex 1C card holder Appendix1C
requirements 260 and 318). | requiremerts 260 and 318).

2.19 (Generation 2, 4t paragraph)

Information, stored in a drive| Information, stored in a driver

or workshop card, related tq or workshop card, related to

the events associated with th{ the events associated with th¢

card holder (Annex 1( card holder Appendix1C

requirements 285 and 341). | requirements 285 and 341).
2.20 (1%t paragraph)

Information, stored in a driver
or a workshop card, related tg
an event associated to the
card holder (Annex 1C
requirements 261, 286, 318

and 341).

Information, stored in a driver
or a workshop card, related tqg
an event associated to the
card holder Appendix1C
requirements 261, 286, 318

and 341).
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2.20 (eventVehicleRegistration
definition) eventVehicleRegistration is
eventVehicleRegistration is | the VRN and registering
the VRN and registering Contracting Partyf vehicle in
Member State of vehicle in which the event happened.
which the event happened.

2.21 (2%t paragraph)

Information, stored in a driver| Information, stored in a driver
or a workshop card, related tq or a workshop card, related tg
the faultsassociated to the the faults associated to the
card holder (Annex 1C card holder Appendix1C
requirements 263, 288, 318, | requirements 263, 288, 318,
and 341). and 341).

2.21 (definitions)

CardFaultDatas a sequence | CardFaultDatas a sequence
of Recording Equipment faulty of Control Devicdaults set of
set of records followed by records followed by card fault
card faults set of records. set of records.
cardFaultRecordss a set of cardFaultRecordss a set of
fault records of a given fault | fault records of a given fault
category (Recording category Control Devicer
Equipment or card). card).

2.22 Information, stored in a driver| Information, stored in a driver
or a workshop card, related tq or a workshop card, related tg
a fault assoeaited to the card | a fault associated to the card
holder (Annex 1C requiremen| holder Appendix1C
264, 289, 318, and 341). requirement 264, 289, 318,

and 341).

2.22 (faultVehicleRegistration (faultVehicleRegistration
definition) definition)
faultVehicleRegistratioris the | faultVehicleRegistratioris the
VRN and registering Member| VRN and registering
State of vehicle in which the | Contracting Partyof vehicle in
fault happened. which the fault happened.

2.23 Information, stored in a card, | Information, stored in a card,
related to the identification of | related to the identification of
the integrated circuit (IC) card the integrated circuit ) card
(Annex 1C requirement 248).| (Appendix1C requirement

248).

2.24 Information, stored in a card, | Information, stored in a card,
related to the identification of | related to the identification of
the card (Annex 1C the card @ppendix1C
requirements 255, 280, 310, | requirements 255, 280, 310,
333, 359, 365, 371, and 377).| 333, 359, 365, 371, and 377).

2.24 (cardIssuingMemberState (cardIssuingMemberState
definition) definition)
cardlssuingMemberStatés cardlssuingMemberStatés
the code of the Member Statel the code of theContracting
issuing the card. Partyissuing the card.

2.25 Generation 2: Generation 2:

Certificate of the card public

key for mutual authentication

Certificate of the card public
key for mutual authentication
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with a VU. The structure of
this certificate is specified in
Appendix 11.

with a VU. The structure of
this certificate is specified in
Subappendix11.

2.26 (definitions)
driverldentification is the driverldentification is the
unique identification of a unique identification of a
driver in a Member State. driver in aContracting Party
ownerldentification is the ownerldentificationis the
unique identification of a unique identification of a
company or a workshop or a | company or avorkshop or a
control body within a member| control body within a
state. Contracting Party

2.27 Information, stored in a driver| Information, stored in alriver
or a workshop card, related tg or a workshop card, related tq
the places where daily work | the places where daily work
periods begin and/or end periods begin and/or end
(Annex 1C requirements 272,| (Appendix1lC requirements
297, 325, and 348). 272,297, 325, and 348).

2.32 Generation 2:

Certificate of the card public | Certificate of the card public
key for signature. The key for signature. The
structure of this certificate is | structure of this certificate is
specifed in Appendix 11. specified inSubappendix11.

2.37 Information, stored in a driver| Information, stored in a driver
or workshop card, related to g or workshop card, related to g
period of use of a vehicle period of use of a vehicle
during a calendar dagAnnex | during a calendar day
1C requirements 269, 294, (Appendix1C requirements
322, and 345). 269, 294, 322, and 345).

2.37 (Generation 1
vehicleRegistration
definition) vehicleRegistrations the
vehicleRegistrationis the | VRN and the registering
VRN and the registering | Contracting Partpf the
Member State of the vehicle.
vehicle.

2.38 Information, stored in a driver| Information, stored in a driver
or workshop card, related to | or workshop card, related to
the vehicles used by the card| the vehicles used by the card
holder (Annex 1C holder Appendix1C
requirements 270, 295, 323, | requirements 270, 295, 323,
and 346). and 346).

2.39 Information, storedn a driver | Information, stored in a driver
or workshop card, related to g or workshop card, related to g
vehicle unit that was used vehicle unit that was used
(Annex 1C requirement 303 | (Appendix1C requirement 303
and 351). and 351).

2.40 Information, stored in a driver| Information, stored in a driver

or workshop card, related to
the vehicle units used by the

or workshop card, related to
the vehicle units used by the
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card holder (Annex 1C
requirement 306 and 352).

card holder Appendix1C
requirement 306 and 352).

241 Generation 1: Generation 1:

Certificate ::= OCTET STRIN( Certificate ::= OCTET STRIN
(SIZE(194)) (SIZE(194))

Value assignmentdigital Value assignmentdigital
signature with partial recovery signature with partial recovery
of a CertificateContent of a CertificateContent
according to Appendix 11 according taSubappendix11
common security common security
mechanisms: Signature (128 | mechanisms: Signature (128
bytes) || PublicKey remainder| bytes) || Public Key remainde
(58 bytes) || Certification (58 bytes) || Certification
Authority Reference (8 bytes)| Authority Reference (8 bytes)
Generation 2: Generation 2:

Certificate ::= OCTET STRIN( Certificate::= OCTET STRING
(SIZE(204..341)) (SIZE(204..341))

Value assignmentSee Value assignmentSeeSub
Appendix 11 appendix11

2.42 The (clear) content of the The (clear) content of the
certificate of a public key certificate of a public key
according to Appendix 11 according taSubappendix11
common security common security
mechanisms. mechanisms.

2.43 Value assignment: in Value assignment: in
accordance with accordance with
EquipmentType data type. 0 i EquipmentType data type. O i
certificate is the one of a certificate is the one of a
Member State. Contracting Party

2.45 Identifier of the Public Key of { Identifier of the Public Key of
Certification Authority (a Certification Authority (a
Member State or the Contracting Partpr the Root
European Certification CertificationAuthority).
Authority).

2.46 Information, stored in a Information, stored in a
company card, related to company card, related to
activities performed with the | activities performed with the
card (Annex 1C requirement | card Appendix1C
373 and 379). requirement 373 ad 379).

2.46 (definitions)

cardNumberinformationis

the card number and the card
issuing Member State of the
card downloaded, if any.

vehicleRegistrationInformatio

nis the VRN and registering

cardNumberinformationis

the card number and the card
issuingContracting Partyf

the card downloaded, if any.

vehicleRegistrationInformatio
nis the VRN and registering
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Member State of the vehicle
downloaded or locked in or
out.

Contracting Partpf the
vehicle downloaded or locked
in or out.

2.48 Information, stored in a Information, stored in a
company card related to the | company card related to the
identification of the identification of the
application of the card (AnneX application of the card
1C requirement 369 and 375)| (Appendix1C requirement 369

and375).

2.49 Information, stored in a Information, stored in a
company card, related to the | company card, related to the
cardholder identification cardholder identification
(Annex 1C requirement 372 | (Appendix1C requirement 372
and 378). and 378).

2.50 Information, stored in a Information, stored in a
control card related to the control card related to the
identification of the identification of the
application of the card (AnneX application of the card
1C requirement 357 and 363)| (Appendix1C requiremat 357

and 363).

2.51 Information, stored in a Information, stored in a
control card, related to contro| control card, related to contro
activity performed with the activity performed with the
card (Annex 1C requirement | card Appendix1C
361 and 367). requirement 361 and 367).

2.51 (definitions)
controlledCardNumbeis the | controlledCardNumbeis the
card number and the card card number and the card
issuing Member State of the | issuingContracting Partyf
card controlled. the card controlled.
controlledVehicleRegistration| controlledVehicleRegistration
is the VRN and registering is the VRN and registering
Member State of the vehicle | Contracting Partyf the
in which the control vehicle in which the control
happered. happened.

2.52 Information, storedn a Information, stored in a
control card, related to the control card, related to the
identification of the identification of the
cardholder (Annex 1C cardholder Appendix1C
requirement 360 and 366). requirement 360 and 366).

2.53 Code indicating thactivities Code indicating the activities
carried out during a control. | carried out during a control.
This data type is related to This data type is related to
Annex 1C requirements 126, | Appendix1C requirements
274, 299, 327, and 350. 126, 274, 299, 32and 350.

2.54 The current date and time of | The current date and time of
the recording equipment. the control device.

2.56 Counter, stored in a driver or | Counter, stored in a driver or

workshop card, increased by
one for each calendar day the
card has been inserted in a

VU. This data type is related f{|

workshop card, increased by
one for each calendar day the
card has been inserted in a

VU. This data type is related {
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Annex 1C requirements 266,
299, 320, and 343.

Appendix1C requirements
266, 299, 320, and 343.

2.61 Information, stored in a driver| Information, stored in a driver
card related to the card related to the
identification of the identification of the
application of the card (AnnexX application of the card
1C r@uirement 253 and 278).| (Appendix1C requirement 253

and 278).

2.62 Information, stored in a driver| Information, stored in a driver
card, related to the card, related to the
identification of the identification of the
cardholder (Anex 1C cardholder Appendix1C
requirement 256 and 281). requirement 256 and 281).

2.63 The plain text information and The plain text information and
the MAC to be transmitted vig the MAC to be transmitted via
DSRC from the tachograph tg DSRC from the tachograph tg
the Remote Interrogator (RI), | the Remote Interrogator (RI),
see Appendix 11 Part B seeSubappendix11 Part B
chapter 13 for details. chapter 13 for details.

2.63 (definitions)

tagLengthis part of the DER
TLV encoding and shall be se
G2 Qym mMnQ o6a

Part B chapter 13).

currentDateTimeis the
current date and time of the
vehicle unit.

counterenumerates the RTM
messages.

vuSerialNumber is the serial
number of the vehicle unit.

dSRCMKVersionNumbés the
version number of the DSRC
Master Key from which the VU
specific DSRC keys were
derived.

tagLengthMads the tag and
length of the MAC data object
as part of the DERLV
encoding. The tag shall be se
G2 Wyo9Qs GKS
the length of the MAC in
octets (see Appendix 11 Part
chapter 13).

macis the MAC calculated

over the RTM message (see

tagLengthis part of the DER
TLV encoding and shall be se
2 Qvy mSubappendixa
11 Part B chapter 13).

currentDateTimels the
current date and time of the
vehicle unit.

counterenumerates the RTM
messages.

vuSerialNumber is the serial
number of the vehicle unit.

dSRCMKVersionNumbés the
version number of the DSRC
Master Key from which the V|
specific DSRC keys were
derived.

tagLengthMads the tag and
length of the MAC data object
as part of the DERLV
encoding. The tag shall be se
G2 Wyo9Qs (KS
the length of the MAC in
octets (seeSubappendix11
Part B chapter 13).

macis the MAC calculated
over the RTM message (see
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Appendix 11 Part B chapter
13).

Subappendixll Part B
chapter 13).

2.64 Certificate of the exteal Certificate of the external
GNSS facility public key for | GNSS facility public key for
mutual authentication with a | mutual authentication with a
VU. The structure of this VU. The structure of this
certificate is specified in certificate isspecified inSub
Appendix 11. appendix11.

2.67 (Generation 1 value
assignment) Value assignmentAccording
Value assignmentAccording | to ISO/IEC8824.
to ISO/IEC8824. Value O is reserved for the
Value O is reserved for the purpose of designating a
purpose of designating a Contracting Partpr Root
Member State or Europe in | Authority in the CHA field of
the CHA field of certificates. | certificates.

2.67 (Generation 2 values list)

--European Root CA (ERCA) | --RootCA (ERCA)
(13), (13),
--Member State CA (MSCA) | --Contracting PartA (MSCA
(14), (14),
2.68 Generation 1: Generation 1:
The European public key. TheRootpublic key.

2.70 (Generation 2 values list)

Wo ERetording equipment | Wo E @htrol devicefaults,
faults,

2.71 The extended seal identifier | The extended seal identifier
uniquely identifies a seal uniquely identifies a seal
(Annex 1C requirement 401).| (Appendix1C requirement

401).

2.73 (cardlssuingMemberState
definition) cardlssuingMemberStatés
cardlssuingMemberStatés the code of theContracting
the code of the Member State Partyhaving issued the card.
having issued the card.

2.78 Information, stored in a driver| Information, stored in a driver
or workshop card, related to | or workshop card, related to
the GNSS position of the the GNSS position of the
vehicle if the accunlated vehicle if the accumulated
driving time reaches a driving time reaches a
multiple of three hours (Anney multiple of three hours
IC requirement 306 and 354).| (Appendx IC requirement 306

and 354).
2.79 Information, stored in a driver| Information, stored in a driver

or workshop card, related to
the GNSS position of the
vehicle if the accumulated
driving time of the driver
reaches a multiple of three
hours (Annex 1C requirement

305 and 353).

or workshop card, related to
the GNSS position of the
vehicle if the accumulated
driving time of the driver
reaches a multiple of three
hours Appendix1C
requirement 305 and 353).
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2.80 Information related to the Information related to the
GNS9osition of the vehicle | GNSS position of the vehicle
(Annex 1C requirements 108,| (Appendix1C requirements
109, 110, 296, 305, 347, and | 108, 109, 110, 296, 305, 347,
353). and 353).

2.85 Constant of the recording Constant of thecontrol device
equipment (deinition m)). (definition m)).

2.86 (last paragraph)

The third choice is suitable to| The third choice is suitable to
reference the public key of a | reference the public key of a
Member State. Contracting Party

2.87 AEey and its associated key AES key and its associated k¢
version used for Vld Motion version used for Vld Motion
Sensor pairing. For details se( Sensor pairing. For details se
Appendix 11. Subappendix11.

2.89 Date and time, stored on a Date and time, stored on a
driver cardof last card driver card, of last card
download (for other purposes| download (for other purposes
than control) Annex 1C than control)Appendix1C
requirement 257 and 282. Thi| requirement 257 and 282. Thi
date is updateable by a VU ol date is updateable by a VU o
any card reader. any card reader.

2.90 The link certificate between | The link certificate between
European Root CA key pairs.| EdurepearnRoot CA key pairs.

2.92 A cryptographic checksum of| A cryptographic checksum of
8, 12 or 16 bytes lengt 8, 12 or 16 hytes length
corresponding to the cipher | corresponding to the cipher
suites specified in Appendix | suites specified iSub
11. appendix11.

2.93 Code identifying whether a | Code identifying whether a
cardholder has manually cardholder has manually
entered driveractivities at entered driver activities at
card insertion or not (Annex | card insertion or not
1B requirement 081 and (Appendix1B requirement 081
Annex 1C requirement 102). | andAppendix1C requirement

102)
2.94 Code identifying a Code identifying a

manufacturer of type
approved equipment.
ManufacturerCode ::=
INTEGER(O..255)

The laboratory competent for
interoperability tests
maintains and publishes the
list of manufacturer codes on
its web site (Annex 1C
requirement 454).
ManufacturerCodes are
provisionally assigned to
developers of tachograph

equipment on application to

manufacturer of type
approved equipment.
ManufacturerCode ::=
INTEGER(0..255)
Thelaboratory competent for
interoperability tests
maintains and publishes the
list of manufacturer codes on
its web site Appendix1C
requirement 454).
ManufacturerCodes are
provisionally assigned to
developers of tachograph
equipment on application to
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the laboratory competent for
interoperability tests.

the laboratory competent for
interoperability tests.

2.96 The certificate of the public | The certificate of the public
key of a member state issued| key of aContracting Party
by the European certification | issued by théRoot
authority. certification authority.

2.97 The member state certificate | TheContracting Party
plus metadata as used in the | certificate plus metadata as
download protocol. used in the download

protocol.

2.98 The public key of a Member | The public key of &ontracting
State. Party.

2.100 (Last paragraph)
The Nation Alpha and Numeri The Nation Alpha and Numer
codes shall be held on a list | codes shall be held on a list
maintained on the website of | maintained on the website of
the laboratory appointed to the laboratory appointed to
carry out interoperability carry out interoperability
testing, as set out in Annex 1( testing, as set out ik\ppendix
requirement 440. 1C requirement 440.

2.102 (Generation 1 value
assignment) Value assignmentseeSub
Value assignmentsee appendix2.
Appendix 2.

2.102 (Generation 2 value
assignment) Value assignmentseeSub
Value assignmentsee appendix2.
Appendix 2.

2.103 Counter indicating the numbe| Counter indicating the numbe
of calibrations performed with| of calibrations performed with
a workshop card sindés last | a workshop card since its last]
download (Annex 1C download Appendix1C
requirement 317 and 340). requirement 317 and 340).

2.104 (Generation 1 value
assignment) Value assignmentseeSub
Value assignmentsee appendix2.
Appendix 2.

2.104 (Generation 2 value
assignment) Value assignmentseeSub
Value assignmentsee appendix2.
Appendix 2.

2.105 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.106 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.107 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.108 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.109 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix?.

57



Informal document No. 2

2.110 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.111 Value assignmentsee Value assignmentseeSub
Appendix 2. appendix2.

2.112 Value assignmentsee Value assignmentseeSub
Appendix2. appendix2.

2.114 tKS QOSKAOf SQa|¢KS @SKAOf SQa
at midnight on a given day at midnight on a given day
(Annex 1B requirement 090 | (Appendix1B requirement 090
and Annex 1C requirement | andAppendix1C requirement
113). 113).

2.117 Information related to a place| Information related to a place
where a daily work period where a daily work period
begins or ends (Annex 1C begins or endsAppendix1C
requirements 108, 271, 296, | requirements 108, 271, 296,
324, and 347). 324, and 347).

2.118 Information related to the Information related to the
vehicle previously used by a | vehicle previously useoy a
driver when inserting his card| driver when inserting his card
in a vehicle unit (Annex 1B in a vehicle unitAppendix1B
requirement 081 and Annex | requirement 081 and
1C requirement 102). Appendix1C requirement

102).

2.118 (Generation 1,
vehicleRegistrationldentificati
on definition)
vehicleRegistrationldentificati| vehicleRegistrationldentificati
onis the VRN and the onis the VRN and the
registering Member State of | registeringContracting Party
the vehicle. of the vehicle.

2.127 For the definition of this data | For the ddinition of this data
type see Appendix 14. type seeSubappendix14.

2.130 This data type stores This data type stores
information about a seal that | information about a seal that
is attached to a component. | is attached to a component.
This data type is related to This data type is related to
Annex 1C requirement 337. | Appendix1C requirement 337

2.131 (Generation 2 value
assignment) The approval number shall be
The approval number shall bg provided as published on the
provided as published on the | correspondingveb site run by
correspondingzuropean the laboratory competent for
Commission web site, i.e. for | interoperability testsi.e. for
example including hyphens if | example including hyphens if
any. The approval number any. The approval number
shall be leftaligned. shall be leftaligned.

2.132 (Value assignment)

The approval number shall bg
provided as published on the
corresponding European

Commission web site, i.e. for

example including hyphens if

The approval number shall bg
provided as published on the
correspondingveb site run by
the laboratory competent for

interoperability testsi.e. for
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any. The approval number
shall be leftaligned.

example including hyphens if
any. The approval number
shal be leftaligned.

2.133 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
identification of the external | identification ofthe external
GNSS facility coupled with thg GNSS facility coupled with th¢
vehicle unit (Annex 1C vehicle unit Appendix1C
requirement 100). requirement 100).

2.134 Information related to the Information related to the
identification of the external | identification of the external
GNSS facility (Annex 1C GNSS facilityAppendix1C
requirement 98). requirement 98).

2.135 Information, stored in an Information, stored in an
external GNSS facility, relateq external GNSS facility, relateg
to the installation of the to the instdlation of the
external GNSS sensor (Anney external GNSS sensor
1C requirement 123). (Appendix1C requirement

123).

2.140 Information, stored in a Information, stored in a
motion sensor, related to the | motion sensor, related to the
identification of the motion identification of the motion
sensor (Annex 1B requiremer] sensor Appendix1B
077 and Annex 1C requirement 077 and
requirement 95). Appendix1C requirement 95).

2.141 Information, stored in a Information, stored in a
motion sensor, related to the | motion sensor, related to the
installation of the motion installation of the motion
sensor (Annex 1B requiremer] sensor Appendix1B
099 and Annex 1C requirement 099 and
requirement 122). Appendix1C requirement

122).

2.142 Information, stored in a Information, stored in a
workshop card, related to the| workshop card, related to the
security data needed fo security data needed for
pairing motion sensors to pairing motion sensors to
vehicle units (Annex 1C vehicle units Appendix1C
requirement 308 and 331). requirement 308 and 331).

2.142 (Generation?)

As described in Appendix 11 { As described isubappendix

workshop card shall store up | 11 a workshop card shall stor

to three keys for VU Motion | up to three keys for VU

Sensor pairing. These keys | Motion Sensor pairing.hese

have different key versions. | keys have different key
versions.

2.145 Information, stored in a Information, stored in a

vehicle unit, related to the
identification of a motion
sensor paired with the vehicle
unit (Annex 1C requirement
97).

vehicle unit, related to the
identification of a motion
sensor paired with the vehicle
unit (Appendix1C

requirement 97).
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2.149 (Generation 1 value
assignment) Value assignmentin
Value assignmentin accordance wittSubappendix
accordance with Appendix 11| 11 Common security
Common security mechanisms.
mechanisms.

2.149 (Generation 2 value
assignment) Value assignmentin
Value assignmentin accordance witlfSubappendix
accordance with Appendix 11| 11 Common security
Common security mechanisms.
mechanisms.

2.151 The numbelof similar events | The number of similar events
for one given day (Annex 1B | for one given dayAppendix
requirement 094 and Annex | 1B requirement 094 and
1C requirement 117). Appendix1C requirement

117).

2.152 Information, stored in a driver| Information, stored in a driver
card, a workhop card or a card, a workshop card or a
vehicle unit, related to a vehicle unit, related to a
specific condition specific condition
(requirements Annex 1C 130,| (requirementsAppendix1C
276, 301, 328, and 355). 130, 276, 81, 328, and 355).

2.153 Information, stored in a driver| Information, stored in a driver
card, a workshop card or a card, a workshop card or a
vehicle unit, related to a vehicle unitrelated to a
specific condition (Annex 1C | specific conditionAppendix
requirement 131, 277, 302, | 1C requirement 131, 277, 302
329, and 356). 329, and 356).

2.154 Code identifying a specific Code identifying a specific
condition (Annex 1B condition Appendix1B
requirements 050b, 105a, requirements 050b, 105a,
212a and 230a and Annex 1{J 212a and 230a andppendix
requirements 62). 1C requirements 62).

2.159 For the definition of this data | For the definition of this data
type see Appendix 14. type seeSubappendix14.

2.163 (Value assignment)

Value assignmentin Value assignmentin
accordance with Directive accordance withECE
92/23 (EEC) 31/03/92 O.J. Regulation 54

L129 p.95

2.166 Identification of a vehicle, Unique identification of a
unique for Europe (VRN and | vehicle(VRN andContracting
Member State). Party).

2.169 Information stored in a VU on| Information stored in a VU on
the ability of the VU to use the ability of the VU to use
generation 1 tachograph card| generation 1 tachograph card
or not (Annex 1C requirement or not (Appendix1C
121). requirement 121).

2.170 Information, stored in a VU, | Information, stored in a VU,

related to changes of activity

related to changes of activity
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and/or changes of driving
status and/or changes of card
status for a given calendar da|
(Annex 1B requirement 084
and Annex 1C requirement
105, 106, 107) and to slots

status at00:00 that day.

and/or changes of driving
status and/or changes of card
status for a given calendar da|
(Appendix1B requirement 084
and Appendix1C requirement
105, 106, 107) and to slots
statusat 00:00 that day.

2.171 Information, stored in a VU, | Information, stored in a VU,
related to changes of activity | related to changes of activity
and/or changes of driving and/or changes of driving
status and/or changes of card status and/or changes of card
status for a given calendar da| status for a given calendar da|
(Annex 1C requirement 105, | (Appendix1C requirement
106, 107) and to slots status 4 105, 106, 107) and to slots
00:00 that day. status at 00:00 that day.

2172 (Value assignment)

The approval number shall bg The approval number shall be
provided as published on the | provided as published on the
corresponding European correspordingweb site run by
Commission web site, i.e. for | the laboratory competent for
example including hyphens if | interoperability testsi.e. for
any. The approval number example including hyphens if
shall be leftaligned. any. The approval number
shall be leftaligned.

2.173 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
calibrations of the recording | calibrations of the recording
equipment (Annex 1B equipment Appendix1B
requirement 098). requirement 098).

2.174 Information, stored in a Information, stored in a
vehicle unit, related a vehicle unit, related a
calibration of the recording calibration of the recording
equipment(Annex 1B equipment Appendix1B
requirement 098 and Annex | requirement 098 and
1C requirement 119 and 120)| Appendix1C requirement 119

and 120).

2.174 (vehicleRegistrationldentificat
on definition)
vehicleRegistrationldentificati| vehicleRegistrationldentificati
on contains the VRN and on contains the VRN and
registering Member State. registeringContracting Party

2.175 Information, stored in a Information, stored in a
vehicleunit, related to the vehicle unit, related to the
calibrations of the recording | calibrations of the recording
equipment (Annex 1C equipment Appendix1C
requirement 119 and 120). requirement 119 and 120).

2.176 Information, stored in a Information, stored in a

vehicle unit, related to
insertion and withdrawal
cycles of driver cards or of
workshop cards in the vehicle

unit (Annex 1B requirement

vehicle unit, related to
insertionand withdrawal
cycles of driver cards or of
workshop cards in the vehicle

unit (Appendix1B
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081 and Annex 1C
requirement 103).

requirement 081 and
Appendix1C requirement
103).

2177 Information, stored in a Information, stored in a
vehicle unit, related to an vehicle unit, related to an
insertion and withdrawal cyclg insertion and withdrawal cyclg
of a driver card or o& of a driver card or of a
workshop card in the vehicle | workshop card in the vehicle
unit (Annex 1B requirement | unit (Appendix1B
081 and Annex 1C requirement 081 and
requirement 102). Appendix1C requirement

102).

2.177 (fullCardNumbedefinition)
fullCardNumberis the type of | fullCardNumberis the type of
card, its issuing Member Statq card, its issuingontracting
and its card number as stored Partyand its card number as
in the card. stored in the card.

2.177 (fullCardNumberAndGenerati
n definition)
fullCardNumberAndGeneratig fullCardNumberAndGeneratio
nis the type of card, its issuin| nis the type of card, its issuin
Member State, its card Contracting Partyits card
number and generation as number and generation as
stored in the card. stored in the card.

2.178 Information, stored in a Information, stored in a
vehicle unit, related to vehicle unit, related to
insertion and withdrawal insertion and withdrawal
cycles of driver cards or of cycles of driver cards or of
workshop cards in the vehicle] workshop cards in the vehicle
unit (Annex 1C requirement | unit (Appendix1C
103). requirement 103).

2.179 Information, stored in a Information, stored in a
vehicle unit, about a vehicle unitabout a
tachograph card used (Annex| tachograph card used
1C requirement 132). (Appendix1C requirement

132).

2.180 Information stored in a vehiclg Information stored in a vehiclg
unit about the tachograph unit about the tachograph
cards used with this VU. This| cards used with this VU. This
informationis intended for information is intended for
the analysis of V(d card the analysis of Vid card
problems (Annex 1C problems Appendix1C
requirement 132). requirement 1B2).

2.183 Information, stored in a Information, stored in a
vehicle unit, related to vehicle unit, related to
company locks (Annex 1B company locksAppendix1B
requirement 104). requirement 104).

2.184 Information, stored in a Information, stored in a

vehicle unit, relatedo one
company lock (Annex 1B
requirement 104 and Annex

1C requirement 128).

vehicle unit, related to one
company lockAppendix1B
requirement 104 and
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Appendix1C requirement
128).

2.185 Information, stored in a Information, stored in a
vehicle unit, réated to vehicle unit, related to
company locks (Annex 1C company locksAppendix1C
requirement 128). requirement 128).

2.186 Information, stored in a Information, stored in a
vehicle unit, related to vehicle unit, related to
controls performed using this| controls performed using this
VU (Annex 1Bequirement VU @ppendix1B requirement
102). 102).

2.187 Information, stored in a Information, stored in a
vehicle unit, related to a vehicle unit, related to a
control performed using this | control performed using this
VU (Annex 1B requirement | VU Appendix1B requirement
102 and Anex 1C 102 andAppendix1C
requirement 126). requirement 126).

2.188 Information, stored in a Information, stored in a
vehicle unit, related to vehicle unit, related to
controls performed usinghis | controls performed using this
VU (Annex 1C requirement | VU @ppendix1C requirement
126). 126).

2.190 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
GSKAOE SQa RSIH|OSKAOt SQa RS
minute duringwhich the minute during which the
vehicle has been moving vehicle has been moving
(Annnex 1B requirement 093 | (Appendix1B requirement 093
and Annex 1C requirement | andAppendix1C requirement
116). 116).

2.193 Oldest and latest dates for Oldest and latest datefor
which a vehicle unit holds dat{ which a vehicle unit holds dat
related to drivers activities related to drivers activities
(Annex 1B requirements 081,| (Appendix1B requirements
084 or 087 and Annex 1C 081, 084 or 087 andppendix
requirements 102, 105, 108).| 1C requirements 102, 105,

108).

2.195 Information, stored in a Information, stored in a
vehicle unit, related to its last| vehicle unit, related to its last
download (Annex 1B download Appendix1B
requirement 105 ad Annex requirement 105 and
1C requirement 129). Appendix1C requirement

129).

2.196 Information related to the last| Information rehted to the last
VU download (Annex 1C VU download Appendix1C
requirement 129). requirement 129).

2.197 Information, stored in a Information, stored in a
vehicle unit, related to events| vehicle unit, related to events
(Annex 1B requirement 094 | (Appendix1Brequirement 094
except over speeding event). | except over speeding event).

2.198 Information, stored in a Information, stored in a

vehicle unit, related to an

vehicle unit, related to an
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event (Annex 1B requirement
094 and Annex 1C
requirement 117 except over
speeding event).

event Appendix1B
requirement 094 and
Appendix1C requirement 117
except over speeding event).

2.199 Information, stored in a Information, stored in a
vehicle unit, related to events| vehicle unit, relatedo events
(Annex 1C requirement 117 | (Appendix1C requirement 117
except over speeding event). | except over speeding event).

2.200 Information, stored in a Information, stored in a
vehicle unit, related to faults | vehicle unit, related to faults
(Annex 1B requirement 096). | (Appendix1B requirement

096).

2.201 Information, stored in a Information, stored in a
vehicle unit, related to a fault | vehicle unit, related to a fault
(Annex 1B requirement 096 | (Appendix1B requirement 096
and Annex 1C requirement | and Appendix1C requirement
118). 118).

2.202 Information, stored in a Information, stored in a
vehicle unit, related to faults | vehicle unit, related to faults
(Annex 1C requirement 118).| (Appendix1C requirement

118).

2.203 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
GNSS position of the vehicle | GNSS position of the vehicle
the accumulated driving time | the accumulated driving time
of the driver reaches a of the driver reaches a
multiple of three hours (Anney multiple of three hours
1C requirement 108, 110). (Appendix1C requirement

108, 110).

2.204 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
GNSS position of the vehicle | GNSS position of the vehicle
the accumulated driving time | the accumulated driving time
reaches a multiple of three reaches a multiple of three
hours (Annex 1C requirement] hours Appendix1C
108 and 110). requirement 108 and 110).

2.205 Information, stored in a Information, stored in a
vehicle unit, related to the vehicle unit, related to the
identification of the vehicle identification of the vehicle
unit (Annex 1B requirement | unit (Appendix1B
075 and Annex 1C requirement 075 and
requirement 93 and 121). Appendix1C requirement 93

and 121).

2.208 Information, stored in a Information, stored in a
vehicle unit, related to drivers| vehicle unit, related to drivers
consent on the usage of consent on the usage of
Intelligent Transport Systems| Intelligent Transport Systesn
(Annex 1C requirement 200).| (Appendix1C requirement

200).
2.212 Information, stored in a Information, stored in a

vehicle unit, related to over

speeding events since the las

vehicle unit, related to over
speeding events since the las
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over speeding control (Annex
1B requirement 095 and
Annex 1C requirement 117).

over speeding control
(Appendix1B requirement 095
and Appendix1C requirement
117).

2.214 Information, stored in a Information, stored in a
vehicle unit, related to over | vehicle unit, related to over
speeding events (AnnekB speeding eventsAppendix1B
requirement 094). requirement 094).

2.215 (Generation 1)

Information, stored in a Information, stored in a

vehicle unit, related to over | vehicle unit, related to over

speeding events (Annex 1B | speeding eventsAppendix1B

requirement 094 and Annex | requirement 094 and

1Crequirement 117). Appendix1C requirement
117).

2.215 (Generation 2)

Information, stored in a Information, stored in a

vehicle unit, related to over | vehicle unit, related to over

speeding events (AnnexBl speeding eventsAppendix1B

requirement 094 and Annex | requirement 094 and

1C requirement 117). Appendix1C requirement
117).

2.216 Information, stored in a Information, stored in a
vehicle unit, related to over | vehicle unit, related to over
speedingevents (Annex 1C speeding eventsAppendix1C
requirement 117). requirement 117).

2.218 Information, stored in a Information, stored in a
vehicle unit, related to places| vehicle unit, related to places
where drivers begin or end a | where drivers begin or end a
daily work period (AnnekB daily work period Appendix
requirement 087 and Annex | 1B requirement 087 and
1C requirement 108 and 110)| Appendix1C requirement 108

and 110).

2.219 (Generation }

Information, stored in a Information, stored in a

vehicle unit, related to a placg vehicle unit, related to a place

where a driver begins or ends where a driver begins @nds

a daily work period (Annex 1H a daily work periodAppendix

requirement 087 and Annex | 1B requirement 087 and

1C requirement 108 and 110)| Appendix1C requirement 108
and 110).

2.219 (Generation 1
fullCardNumbedefinition) fullCardNumberA & (G K S
fullCardNumberA & ( K S | card type, card issuing
card type, card issuing Contracting Pagstand card
Member State and card number.
number.

2.219 (Generaton 2)

Information, stored in a
vehicle unit, related to a place
where a driver begins or endg

a daily work period (Annex 1H

Information, stored in a
vehicle unit, related to a placeg
where a driver begins or ends

a daily work periodAppendix

65



Informal document No. 2

requirement 087 and Annex
1Crequirement 108 and 110).

1B requirement 087 and
Appendix1C requirement 108
and 110).

2.219 (Generaton 2,
fullCardNumbeAndGeneratio
n definition) fullCardNumberAndGeneratiq
fullCardNumberAndGeneratig n is the type of card, its issuin
nis the type of card, its issuin| Contracting Past, its card
Member State, its card number and generatioas
number and generation as stored in the card.
stored in the card.

2.220 Information, stored in a Information, stored in a
vehicle unit, related to places| vehicle unit, related to places
where drivers begin or end a | where drivers begin or end a
daily work period (Annex 1C | daily work period Appendix
requirement 108 and 110). 1C requirement 108 and 110)

2.223 Serial number of the vehicle | Serial number of the vehicle
unit (Annex 1B requirement | unit (Appendix1B
075 and Annex 1C requirement 075 and
requirement 93). Appendix1C requirement 93).

2.228 Information, stored in a Information, stored in a
vehicle unit, related to specifi¢ vehicle unit, related to specifiq
conditions (Annex 1C conditions Appendix1C
requirement 130). requirement 130).

2.229 Information, stored in a Information, stored in a
vehicle unitrelated to time vehicle unit, related to time
adjustments performed adjustments performed
outside the frame of a regular| outside the frame of a regular
calibration (Annex 1B calibration Appendix1B
requirement 101). requirement 1Q).

2.232 Information, stored in a Information, stored in a
vehicle unit, related a time vehicle unit, related a time
adjustment performed outsidg adjustrment performed outside
the frame of a regular the frame of a regular
calibration (Annex 1B calibration Appendix1B
requirement 101 and Annex | requirement 101 and
1C requirement 124 and 125)| Appendix1C requirement 124

and 125).

2.233 Information, stored in a Information, stored in a
vehicle unit, related to time vehicle unit, related to time
adjustments performed adjustments performed
outside the frame of a regular| outside the frame of a regular
calibration(Annex 1C calibration Appendix1C
requirement 124 and 125). requirement 124 and 125).

2.234 Information, stored in a Information, stored in a
workshop card related to the | workshop card related to the
identification of the identification of the
application of the card (AnneX application of the card
1C requirement 307 and 330)| (Appendix1C requirement 307

and 330).
2.235 Information, stored in a Information, stored in a

workshop card, related to

workshop card, related to
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workshop activity performed
with the card (Annex 1C
requirements 314, 316, 337,
and 339).

workshop activity performed
with the card Appendix1C
requirements 314, 316, 337,
and 339.

2.236 Information, stored in a Information, stored in a
workshop card, related to a | workshop card, related to a
calibration performed with the| calibration performed with the
card (Annex 1C requirement | card @ppendix1C
314 and 337). requirement 314 ad 337).

2.236 (Generation 1,
vehicleRegistrationefinition)
vehicleRegistratiorcontains | vehicleRegistratiorcontains
the VRN and registering the VRN and registering
Member State. Contracting Past

2.236 (Generation 1,
kConstantOfRecordingEquipn
ent definition)
kConstantOfRecordingEquipn kConstantOfRecordingEquipn
ent is the constant of the entis the constant of the
recording equipment. control device

2.236 (Generation 1yuPartNumber,
vuSerialNumber and
sensorSerialNumber
definitions) vuPartNumber,
vuPartNumber, vuSerialNumber and
vuSerialNumber and sensorSerialNumbeare the
sensorSerialNumbeare the data elements forcontrol
data elements for recording | deviceidentification.
equipment identification.

2.237 Information, stored in a Information, stored in a
workshop card, related to the| workshop card, related to the
identification of the identification of the
cardholder (Annex 1C cardholder Appendix1C
requirement 311 and 334). requirement 311 and 334).

2.238 Personal identification Personal identification
number of the Workshop Carq number of the Workshop Carg
(Annex 1C requirement 309 | (Appendix1C requirement 309
and 332). and 332).

2.240 Information, stored in a Information, stored in a
vehicle uiit, related to Power | vehicle unit, related to Power
Supply Interruption events Supply Interruption events
(Annex 1C requirement 117).| (Appendix1C requirement

117).
2.241 Information, stored in a Information, stored in a

vehicle unit, related to Power
Supply Interruption events
(Annex 1C requirement 117).

vehicle unit, related to Power
Supply Interruption events
(Appendix1C requirement
117).
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V0.220190112

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX ZOR AETR

Additional status words as
defined in ISO/IEC 78¥%b6can
be returned, if their behavior
is not explicitly mentioned in
this appendix.

Additional status words as

defined in ISO/IEC 78%b6can
be returned, if their behavior
is not explicitly mentioned in

this sub-appendix

Point or : Proposed text for
article Text Appendix 2 P AETR Comments
TITLE/TABLE To be updated as needed,
OF according to the validated
CONTENTS changes
3.5.7.1, TCS| TCS_83 In arpase, the TCS_83 In any case, the
83 VERIFY CERTIFICATE comn VERIFY CERTIFICATE comn|
uses the public key previously uses the public kegreviously
selected by the MSE commar]| selected by the MSE commar
to open the certificate. This | to open the certificate. This
public key must be the one of| public key must be the one of
a Member State or of Europe,| a Contracting Partyr the root
public key
3.5.7.1, TCS| (5" indent) (5" indent)
85 Generation 1 only: If the Generation 1 only: If the
selected public key (used to | selected public key (used to
unwrap the certificate) haa unwrap thecertificate) has a
CHA.LSB CHA.LSB
(CertificateHolderAut (CertificateHolderAut
horisation.equipment horisation.equipment
Type) different from '00' (i.e. | Type) different from '00’ (i.e.
is not the one of a Member isneither the one of a
State or of Europe), the Contracting Party nor the roof]
processing state returned is | certificate), the processing
Yc by p Q state returned isPc oy p Q
1.1 For the purpose of this For the purpose of thisub-
appendix, the fdbwing appendix the following
abbreviations apply. abbreviations apply.
1.2 The following references are | The following references are
used in this Appendix: used in thisSubappendix
3.3TCS_23 | (inthe table) (in the table)
EXTAUTFG1,SMMAGCGGL, EXTAUTG1,SMMAGCG1,
SMCMAGG1, SMRENGG1, | SMCMAGGL, SMRENGGL,
SMRENGMACG1 SMRENGMACG1
(see Appendix 11 Part A) (seeSubappendixll Part A)
3.3 TCS_23 | (in the table) (in the table)
SMMAGG2, SMGMACG2, SMMAGG2, SMGMACG2,
SMRENGMACG2 SMRENGMACG2
(see Appendix 11 Part B) (seeSubappendixPart B)
3.4, TCS_29| (after the table) (after the table)
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3.5 (2nd paragraph) (2nd paragraph)
Additional relevant details, Additional relevant details
related to cryptographic related to  cryptographig
operations involved, are given| operations involved, are give
in Appendix 11 Common in Subappendix11 Common
security mechanisms for security ~mechanisms  fo
Tachograph Generation 1 and Tachograph Generation 1 an
Generation 2. Generation 2.

3.5, TCS_33| (last paragraph) (last paragraph)
In general the commands are| In general the commands ar
specified for the plain mode, | specified for the plain mode]
i.e. without secure messaging j.e. without secure messaging
as the secure messaging lay€ as the secure messaging lay
is specified in Appendix 1. | s specified iSubappendixt1.
Is clear from the access rules Itis clear from the access rulg
for a command whether the for a command whether the
command shall support secur
messaging or not and whethe] c0mmand shall support secur
the command shall support | Messaging or not and whetheg
generation 1 and / or the command shall suppor
generation 2 secure generaton 1 and / of
messaging. Some command | generation 2 securg
variants are described with messaging. Some commar
secure messagin@ftillustrate | variants are described witf
the usage of secure secure messaging to illustrat
messaging. the usage of secure messagir|

3.5.1.2, TCS_40 A tachograph TCS_40 A  tachograph

TCS_40 card shall support the card shall support the
generation 2 secure generation 2 secure messagir
messaging as specified in as specified iubappendixi 1
Appendix 11 Part Bforthis | pary B for this command
command variant N

3.5.2.1.1, (11th row in the table) (11th row in the table)

TCS 44 LCC : Length of following LCC : Length of following

B cryptographic checksum cryptographic checksum
WnnKQ F2NI DSy|{WnnKQ F2N) DSy
messaging (see Appendix 11| messaging (seSubappendix
Part A) 11 Part A)
Yny KQX WYn/ KQ Yny KQX WYn/ KQ
on AES key length for on AES key length fd
Generation 2 secure Generation 2 secure messagif
g‘ei’ss)gi”g (see Appendix 11| (seeSubappendixll Part B)
ar
3.5.2.1.1, (9th row in the table) (9th row in the table)
TCS 45 LCC : Length of following LCC : Length of following

cryptographic checksum
WnnKQ F2NJ DSy
messaging (sedppendix 11
Part A)

Yny KQX WYn/ KQ
on AES key length for
Generation 2 secure
messaging (see Appendix 11

Part B)

cryptographic checksum
WnnKQ F2NJ DSy
messaging (seSubappendx
11 Part A)

Yny KQX WYn/ KQ
on AES key length fq
Generation 2 secure messagil
(seeSubappendix1l Part B)
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3.5.2.1.1, (9th row in the table) (9th row in the table)

TCS 46 LCC : Length of following LCC : Length of following
cryptographic checksum cryptographic checksum
YannKQ FT2NJI DSY|WnnKQ T2NJ DSY
messaging (see Appendix 11| messaging (seBubappendix
Part A) 11 Part A)
Yny KQX WYWn/ KQ Yny KQX WYn/ KQ
on AES key length for on AES key length for
Generation 2 secure Generation 2 secure
messaging (see Appendix 11| messaging (seBubappendix
Part B) 11 Part B)

3.5.2.3.1, (14th row in the table) (14th row in the table)

TCS 54 LCC : Length of following LCC : Length of following

B cryptographic checksum cryptographic checksum
Yny KQX Wn/ KQ Yny KQX WYn/ KQ
on AES key length for on AES key length of
Generation 2 secure Generation 2 secure messagif
Qe?séa)ging (see Appendix 11| (seesubappendix11 Part B)
ar

3.5.2.3.1, (9th row in the table) (9th row in the table)

TCS 55 LCC : Length of following LCC : Length of following
cryptographic checksum cryptographic checksum
Yny KQX Wn/ KQ Yny KQX WYn/ KQ
on AES key length for on AES key length fg
Generation 2 secure Generation 2 secure messagif
messaging (see Appendix 11| (seeSubappendixll Part B)
Part B)

3.5.3.1.1, (11th row in the table) (11th row in the table)

TCS 58 LCC Length offollowing | LCC Length of followin
ONE LJi 2 INI LIKAO| ONE LJG 2 ANI LKA O
for Generation 1 securg for Generation 1 securg
messaging (see Appendix ] messaging (se&ubappendix
Part A) 11 Part A)

YnyKQ> WYWn/ KQ YnyKQ> WYWn/ KQ
on AES key length fg on AES key length fg
Generation 2 secure messagill Generation 2 secure messagif
(see Appendix 11 Part B) (seeSubappendix11 Part B)
3.5.3.1.1, (6th row in the table) (6th row in the table)

TCS 59 LCC Legth of following| LCC Length of followin
cryptographic checksum cryptographic checksum
WnnKQ FT2N DSy|WwnnKQ F2NJ DSy
messaging (see Appendix ] messaging (se&ubappendix
Part A) 11 Part A)

YnyKQx WYWn/ KQ YnyKQz WYWn/ KQ
on AES key length fg on AES key lenigt for
Generation 2 secure messagiil Generation 2 secure messagif
6a4SS ! LILISY RA E| (seeSubappendix11 Part B)
YWn/ KQ 2N YmnKHWYnyKQZ Wn/ KQ
AES ke¥ength for Generation on AES key length fg
2 secure messaging (sq Generation 2 secure messagif
Appendix 11 Part B) (seeSubappendix11 Part B)

3.5.3.3.1, (11th row in the table) (11th row in the table)
TCS 67
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LCC : Length of followin
cryptographic checksum
Yny KQx Wn/ KQ
on AES key length fo
Generation 2 secure messagif
(see Appendix 11 Part B)

LCC : Length of followin
cryptographic checksum
Yny KQx Wn/ KQ
on AES key length fq
Generation 2 secure messagil
(seeSubappendix11 Part B)

3.5.3.3.1, (6th row in the table) (6th row in the table)

TCS_68 Lcc: Length of following Lcc: Length of following
cryptographic checksum cryptographic checksum
Yny KQX Wn/ KQ Yny KQx Wn/ KQ
on AES key lengthfor | on AES key length fq
Generation 2 secure messagill Generation 2 secure messagif
(see Appendix 11 Part B) (seeSubappendix11 Part B)

35,5, TCS 72 The PIN entered TCS 72 The PIN entered

TCS 72 by the user must be ASQ by the user must be ASC
encoded and right padded witf encoded and righpadded with
WCCKQ 08iSa dWCCKQ oedsSa dg
bytes by the IFD, see also tlf bytes by the IFD, see also th
data type WorkshopCardPIN | data type WorkshopCardPIN
Appendix 1. Subappendixl.

3.5.7.1, (7th row in the table) (7th row in thetable)

TCS_ 84 Certificate : concatenation o Certificate : concatenation o
data elements (as described | data elements (as described
Appendix 11) Subappendix11)

3.5.7.1, (2" indent after the table) (2" indent after the table)

TCS_85 w LT GKS OSNIlw LT GKS OSNI
fails, the processing stat{ fails, the processing stat
NB G dzNy SR Aa | NBGdzNY SR Aa
verification and unwrapping verification and unwrapping
process © the certificate is| process of the certificate i
described in Appendix 11 fg described inSubapperdix 11
G1 and G2. for G1 and G2.

35.7.2 (2" paragraph) (2" paragraph)
The certificate structure ang¢ The certificate structure ang
the domain parameters arg the domain parameters arg
defined in Appendix 11. defined inSubappendix11.

35,72, Note: According to Appendiy Note: According to Sub

TCS_89 11 the card stores thq appendix 11 the card stores
certificate or the relevani the certificate or the relevant
contents of the certificate anq contents of the certificate ath
updates its| updates its
currentAuthenticatedTime. currentAuthenticatedTime.

3.5.7.2, (2"indent) (2"indent)

TCS_90 w LT GKS asSt|lw LT GKS &St
(used to unwrap thel (used to unwrap the

certificate) has a CHA.LS
(CertificateHolderAuthorisatio
n.equipmentType) that is no
suitable for the certificate|
verification  according tq
Appendix 11, the processin

state returned isP c oy p Q

certificate) has a CHA.LY
(CertificateHolderAuthorisatio
n.equipmentType) that is no
suitable for the certificate
verification according toSub
appendix 11, the processing

state returned is¥c oy p Q
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3.5.7.2,
TCS_91

(2 paragraph)

Using the INTERNA
AUTHENTICATE command,
IFD can authenticate the car
The authentication process
described in Appendix 11.
includes the following
statements:

(2 paragraph)

Using the INTERNA
AUTHENTICATE command,

IFD can authenticate the car
The authentication process i
described inSubappendix11.

It includes the following
statements:

3.5.7.2,
TCS_92

TCS_92 The INTERNA
AUTHENTICATE command u
the card Private & (implicitly
selected) to sign
authentication data including
K1 (first element for sessio
key agreement) and RND1, al
uses the Public Key current
selected (through the last MS
command) to encrypt the
signature and form the
authentication token (more|
details in Appendix 11).

TCS_92 The INTERNA|
AUTHENTICATE command u
the card Private Key (implicitl
selected) to sign
authentication data including
K1 (first element for sessio
key agreement) and RND1, al
uses the Public Key current
selected (thraigh the last MSH
command) to encrypt the
signature and form the
authentication token (more|
details inSubappendix11).

3.5.7.2,
TCS_93

(7th row in the table)
VU.CHR (see Appendix 11)

(7th row in the table)
VU.CHR (seBubappendix11)

3.5.7.2,
TCS 94

(2" row in the table)
Card authentication token (se
Appendix 11)

(2" row in the table)
Card authentication token (se
Subappendix11)

3.5.7.2,
TCS 95

Note: For generation 2 sessid
keys see Appendix 1
CSM_193 and CSM_195.

generation 2 sessiokeys are
established and the
tachograph card receives th
plain INTERNA
AUTHENTICATE comma|
APDU, it aborts the generatio
2 secure messaging sessi
and destroys the generation

session keys.

Note: For generation 2 sessid
keys see Subappendix 11
CSM193 and CSM_195.
generation 2 session keys al
established and the
tachograph card receives th
plain INTERNA
AUTHENTICATE comma
APDU, it aborts the generatio
2 secure messaging sessi
and destroys the generation
session keys.

3.5.9

(2" paragraph)
Using the EXTERN}4
AUTHENTICATE command,
card can authenticate the IF[
The authentication process i
described in Appendix 11 fqg
Tachograph G1 and G2 (\{
authentication).

(2" paragraph)
Using the EXTERN}Y
AUTHENTICATE command,

card @n authenticate the IFD
The authentication process i
described inSubappendix11

for Tachograph G1 and G2 (\
authentication).

3.5.9,
TCS_97

Note: For generation 2 sessid
keys see Appendix 1
CSM_193 and CSM_195.
generation 2 session keys al
established and the

tachograph card receives th

Note: For generation 2 sessiq
keys see Subappendix 11
CSM_193 and CSMR3 If
generation 2 session keys al
established and the
tachograph card receives th
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plain EXTERNA
AUTHENTICATE comma
APDU, it aborts the generatio
2 secure messaging sessi
and destroys the generation

session key.

plain EXTERNA
AUTHENTICATE comma
APDU, it aborts the generatio
2 secure messaging sessi
and destroys the generation

session key.

3.5.9,
TCS_98

(7th row in thetable)
Generation 1 authentication
Cryptogram (see Appendix 1
Part A)

Generation 2 authentication
Signature generated by the IH
(see Appendix 11 Part B)

(7th row in the table)
Generation 1 authentication
Cryptogram (se&ubappendix
11 Part A)

Generaton 2 authentication:
Signature generated by the IH
(seeSubappendix11 Part B)

3.5.10

This command is used for th
generation 2 chip
authentication protocol
specified in Appendix 11 Part
and is compliant with ISO/IE
78164.

This command is used for th
generation 2 chip
authentication protocol
specified inSubappendix 11
Part B and is compliant wit
ISO/IEC 7818.

3.5.10,
TCS_101

(7th row in the table)
DERTLV encoded ephemer;g
public key value (see Append
11)

The VU sall send the datq
objects in this order.

(7th row in the table)
DERTLV encoded ephemerg
public key value (seeSub
appendix11)

The VU shall send the dal
objects in this order.

3.5.10,
TCS_102

(2"row in the table)

DERTLV encoded Dynam
Authentication Data: nonce
and authentication token (ses
Appendix 11)

(2"row in the table)

DERTLV encoded Dynam
Authentication Data: nonce
and authentication token (se
Subappendix11)

3.5.11.1,
TCS_106

(9" row in the table)
Key identifier as spéed in
Appendix 11

(9" row in the table)
Key identifier as specified i
Subappendix11

3.5.11.2.1,
TCS_109

(7" row in the table)

DERTLV encoded
cryptographic mechanisn|
reference: Object Identifier o
Chip Authentication (valug
2yt e ¢ bnitted)n c
See Appendix 1 for the value
of object identifiers; the byte
notation shall be used. Se
Appendix 11 for guidance o
how to select one of thesg
object identifiers.

(7" row in the table)

DERTLV encoded
cryptographic mechanisn|
reference: Objectdentifier of
Chip Authentication (valug
2yftez ¢F3 Wnec

See Subappendix 1 for the
values of object identifiers; the
byte notation shall be used
See Subappendix 11 for
guidance on how to select on
of these object identifiers.

3.5.11.2.2,
TCS_111

(6" row in the table)
DERTLV encoded
cryptographic mechanisn|
reference: Object Identifier o
VU Authentication (value only

¢33 WYncKQ Aa

(6" row in the table)

DERTLV encoded
cryptographic mechanisn|
reference: Object Identifier o
VU Authentication (value only

¢33 WYncKQ Aa
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See Appendix 1 for the valug
of object identifiers; the byte
notation shall be used. Se
Appendix11 for guidance on
how to select one of thesd
object identifiers.

See Subappendix 1 for the
values of object identifiers; the
byte notation shall be used
See Subappendix 11 for
guidance on how to select on
of these object identifiers.

35.11.2.2,
TCS_111

(8" row in the table)

DERTLV encoded compresse
representation of the
ephemeral public key of the V
that will be used during Chi
Authentication (see Appendi
11)

(8" row in the table)
DERTLV encoded compresseg
representation of the
ephemeral public key of the V
that will be used during Chi
Authentication  (see Sub
apperdix 11)

3.5.11.2.3,
TCS_113

(7" row in the table)
DERTLYV encoded reference (
a public key, i.e. the Certificat
Holder Reference in thg
certificate of the public key
(see Appendix 11)

(7" row in the table)
DERTLV encoded reference (¢
a public key, i.e. the Certificat
Holder Reference in th¢
certificate of the public key
(seeSubappendix11)

3.5.11.2.3,
TCS_114

Note: In the case of a MSE: S
AT for VU Authentication
command, the referenced ke
is a VU_M public key. Thg
card shall set the VU _M
public key for use, if availabl
in its memory, which matche
the Certificate Holder
Reference (CHR) given in t
command data field (the car
can identify VU_MA publi
keys by means of thg
certificate's CHA field A card
akKl ff NB (i dzNJ/

command in case only th
VU_Sign public key or no pub
key of the Vehicle Unit i
available. See the definition @
the CHA field in Appendix 1
and of data type
equipmentType in Appendix 1

Similarly, in case an MES SET
DST command referencing &
EQT (i.e. a VU or a card) is s¢
to a control card, according t
CSM_234 the referenced key
always an EQT_Sign key th
has to be wused for the
verification of a digital
signature. According to Figur
13 in Appendix 1lthe control
card will always have store

Note: In the case of a MSE: S
AT for VU Authentication
command, the referenced ke
is a VU_MA public key. Th
card shall set the VU _M
public key for use, if availabl
in its memory, which matche
the Certificate Holder
Reference (CHR) given the
command data field (the car
can identify VU_MA publi
keys by means of the
certificate’'s CHA field). A ca
akKl fft NB { dzNJy/
command in case only th
VU_Sign public key or no pub
key of the Vehicle Unit i
available. See the defimin of
the CHA field irBubappendix
11 and of data type
equipmentType in Sub
appendix1.

Similarly, in case an MSE: S
DST command referencing ¢
EQT (i.e. a VU or a card) is s¢
to a control card, according t
CSM_234 the referenced key
always an BT Sign key thal
has to be wused for the
verification of a digital
signature. According to Figur
13 in Subappendix 11, the
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the relevant EQT_Sign pub
key. In some cases, the contr,
card may have stored th
corresponding EQT_MA publ
key. The control card sha
always set the EQT_Sign pub
key for use when it receives g
MSE: SEDST command.

control card will always hav
stored the relevant EQT_Sig
public key. In some cases, th
control card may have store
the corresponding EQT_MA
public key. The control car
shall always set the EQT_Si
public key for use when i
receives an MSE: SET [
command.

3.5.12,
TCS_116

(8" row in the table)

Length L of the hash code:
WmnKQ AY D4
application (see Appendix 1
Part A)

YHNKQX YonKQ
Generation 2 application (se
Appendix 11 Part B)

(8" row in the table)

Length L of the hash code:
WmnKQ AY D4
application (seeSubappendix
11 Part A)

WHEKQWo nKQ 2
Generation 2 application (se
Subappendix11 Part B)

3.5.13,
TCS_123

TCS 123 The Tachograpl
Generation 2 application sha
support the SHA& algorithm
(SHA256, SHA84 or SHA
512, specified by the ciphe
suite in Appendix 11 PartfBr
the card signature key
Card_Sign.

TCS_ 123 The Tachograph
Generation 2 application shaj
support the SHA algorithm
(SHA256, SHA84 or SHA
512, specified by the ciphe
suite inSubappendixl1 Part B
for the card signature ke
Card_Sign.

3.5.13,
TGS 124

(5" row in the table, &
paragraph)

For the Tachograp
Generation 2 application: SHA
2 algorithm (SH&56, SHA384
or SHAG512) defined by the
cipher suite in Appendix 1
Part B for the card signatur
key Card_Sign

(5" row in the table, 38

paragrah)

For the Tachograp
Generation 2 application: SHA
2 algorithm (SH&56, SHA384

or SHA512) defined by the
cipher suite irBubappendixi1

Part B for the card signatur
key Card_Sign

3.5.14,
TCS_128

TCS 128 The Generation
1 tachograph application
performs a digital signaturg
using a padding metho
compliant with PKCS1 (se
Appendix 11 for details).

TCS_ 128 The Generation
1 tachograph application
performs a digital signaturé
using a padding method
compliant with PKCS1 (se
Subappendix11 for details).

3.5.14,
TCS 129

TCS 129 The Generation
2 tachograph applicatior
computes an elliptic curvg
based digital signature (se
Appendix 11 for details).

TCS 129 The Generation
2 tachograph applicatior
computes an elliptic curve
based digital signature (se€
Subappendix11 for details).

3.5.15,
TCS_133

(8" row in the table, 2¢and 34
paragraph)

128 bytes coded in accordang
with Appendix 11 Part A fo
Tachograph  Generation

application.

(8" row in the table, 2¢and 34
paragraph)

128 bytes coded in accordang
with Subappendix11 Part A
for Tachograph Generation

application.
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Depending on the selected
curve for Tachograplf
Generation 2 application (se
Appendix 11 Part B).

Depending on the selecte
curve for Tachograph
Generation 2 application (se
Subappendix11 Part B).

3.5.15,
TCS_134

(2" indent after the table)

w LT GKS @SN
signature fails, the processin
adlrdsS NBGdNY S
verification process i
described in Appendik1.

(2" indent after the table)

w LT GKS @SN
signature fails, the processin
ad1rdsS NBGdNY S
verification process i
described irSubappendix11.

3.5.15,
TCS_134

(8™ indent after the table)

w LF GKS &St
(used to verify the digita
signature) has a CHA.L
(CertificateHolderAuthorisatio
n.equipmentType) that is no
suitable for the digital
signature verification
according to Appendix 11, th
processing state returned i

acpypéod

(8" indent after the table)

w LF GKS &St
(used to verify the digita
signature) has a CHA.L{
(CertificateHolderAuthorisatio
n.equipmentType) that is no
suitable for the digital
signature verification
according toSubappendix11,
the processing state returne

Aa @adpy

3.5.16

This command is used to veri
the integrity and authenticity|
of the DSRC message and
decipher the datal
communicated from a VU to
control  authority or a
workshop over the DSRC lin
The card derives  thg
encryption key and the MA(
key usedto secure the DSR
message as described

Appendix 11 Part B chapter 1

This command is used to veri
the integrity and authenticity]
of the DSRC message and
decipher the datal
communicated from a VU to

control  authority or a
workshop over the DSRIDK.

The card derives  thg
encryption key and the MA(
key used to secure the DSH
message as described Bub

appendix11 Part B chapter 13|

3.5.16,
TCS_138

(7™ row in the table, %
paragraph)

DERTLV encoded padding
content indicator byte
followed by  encrypted
tachograph payload. For th
paddingcontent indicator byte
0KS @I tdzS Wnj
AYRAOFGAZ2YQ
ISO/IEC 7818:2013 Table 52
shall be used. For th
encryption mechanism se
Appendix 11, Part B chaptd
13.

(7™ row in the table, 1
paragraph)

DERTLV encoded padding
content indicator byte
followed by encrypted
tachograph payload. For th
paddingcontent indicator byte
GKS @It dzS Wnj
AYRAOFGAZ2YQ
ISO/IEC 7818:2013 Table 52
shall be wused. For th
encrydion mechanism seg
Subappendix 11, Part B
chapter 13.

3.5.16,
TCS_138

(8" row in the table, #
paragraph)

DERTLV encoded Contrd

Reference  Template fo

(8" row in the table, #
paragraph)
DERTLV

Reference

encoded Contrg
Template fo
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Confidentiality nesting thg
concatenation of the following
data elements (see Appendix
dSRCSecityData and
Appendix 11 Part B chaptd
13):

Confidentiality nesting thg
concatenation of the following
data elements (see Sub
appendix 1 dSRCSecurityDal
and Subappendix 11 Part B
chapter 13):

3.5.16,
TCS_138

(9" row in the table,
paragraph)

DERTLV encoded MAC ov§
the DSRC message. For f{
MAC algorithm and calculatio
see Appendix 11, Part

chapter 13.

(9" row in the table,
paragraph)

DERTLV encoded MAC ov§
the DSRC message. For f{
MAC algorithm and calculatio
see Subappendix 11, Part B

chapter 13.
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VvV0.220190112

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX FOR AETR

combinations to form printout
blocks or record identifiers arg

definedin Appendix 4.

combinations to form printout
blocks or record identifiers arg

defined inSubAppendix.

Pa?![inélgr Text Appendix 3 ProposAeEthsxt for Comments
TITLE/TABLY (Title)
OF APPENDIX 3PICTOGRAMS | SUBAPPENDIX
CONTENTS PICTOGRAMS
1 Note: Additional pictogram Note: Additional pictogram
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V0.220190112

LIST OF PROPOSED CHANGES TO ANNEXPPENDIX 40R AETR

Point or : Proposed text for
article Text Appendix 4 P AETR Comments

TITLE/TABLY (Title)

OF APPENDIX 4PRINTOUTS SUBAPPENDIX

CONTENTS PRINTOUTS

2 In this chapter the following | In this chapter the following
format notation conventions | format notation conventions
have been used: have been used:
- Characters printed in bold | - Characters printed in bold
denote plain text to be printed denote plain text to be printed
(printing remains in normal (printing remains in normal
characters), characters),
- Normal characters denote | - Normal characters denote
variables (pictograms or data) variables (pictograms or data
to be replaced by their values| to be replaced by their values
for printing, for printing,
- Variable names have been | - Variable names have been
padded with underscores to | padded with underscores to
show the data item length show the data item length
available for the variable, available for the variable,
- Dates are specified with a | - Dates are specified with a
GRRKYYkdeee:s GRRKYYkd&deee:s
BSEND F2NXNIGP|8SIENL F2N¥YFGO
format may also be used, format may also be used,
-¢KS GSNY aOIFN-¢KS GSNX aOl N
ARSYUGUATAOFGAZ2VARSYGAFAOI GA2
composition of: the type of composition of: the type of
card through a card card through a card
pictograms combination, pictograms combination hte
card issuing Member State | card issuingontracting Party
code, a forward slash code, a forward slash
character and the card character and the card
number with the replacement| number with the replacement
index and the renewal index | index and the renewal index
separated with a space: separated with a space:

2 (in the table) (in the table)
Issuing Member State codgq IssuingContracting Party

code

2,PRT_007 | Block 2 Block 2
Type of printout. Type of printout.
Block identifier Block identifier
Printout pictogram Printout pictogram
combination (see App. 3), combination (se&SubApp.3),
Speed limiting device setin | Speedimiting device settig
(Over speeding printout only)| (Over speeding printout only)

2, PRT_007 | Block 4 Block 4

Vehicle identification.

Block identifier

Vehicle identification.
Block identifier
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VIN
Registering Member State an
VRN

VIN
RegisteringContracting Party
and VRN

2, PRT_007

Block 8.2

Card insertion in slot S
Record identifier; S = Slot
pictogram

Vehicle registering Member
State and VRN

Vehicle odometer at card
insertion

Block 8.2

Card insertion in slot S
Record identifier; S = Slot
pictogram

Vehicle registerin@ontracting
Partyand VRN

Vehicle odometer at card
insertion

2, PRT_007

Block 12.4

Event and/or Fault record
Record identifier

Event/fault pictogram, record
purpose, date time of start,
Additional event/fault code (if
any), duration

Registering Membegtate &
VRN of vehicle in which the
event or fault occurred

Block 12.4

Event and/or Fault record
Record identifier

Event/fault pictogram, record
purpose, date time of start,
Additional event/fault code (if
any), duration
RegisteringContracting Party
& VRNof vehicle in which the
event or fault occurred

2, PRT_007

Block 17.1

Calibration record

Record identifier

Workshop having performed
the calibration

Workshop address
Workshop card identification
Workshop card expiry date
Blank line

Calibration date <alibration
purpose

VIN

Registering Member State &
VRN

Characteristic coefficient of
vehicle

Constant of the recording
equipment

Effective circumference of
wheel tyres

Size of tyres mounted
Speed limiting device setting

Old and new odometer values

Block 171

Calibration record

Record identifier

Workshop having performed
the calibration

Workshop address
Workshop card identification
Workshop card expiry date
Blank line

Calibration date + calibration
purpose

VIN

RegisteringContracting Party
& VRN

Characteristic coefficient of
vehicle

Constant of thecontrol device
Effective circumference of
wheel tyres

Size of tyres mounted
Speed limiting device setting
Old and new odometer valueg
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V0.220190112

LIST OF PROPOSED CHANGES TO ANNMEAPPENDIX OR AETR

Point or : Proposed text for

article Text Appendix 5 AETR Comments
TITLE/TABLE (Title)
OF APPENDIX DISPLAY SUBAPPENDIX DISPLA

CONTENTS

81



Informal document No. 2

V0.2 20190112

LIST OF PROPOSED CHANGESANDIEX 1CAPPENDIX FOR AETR

Point or : Proposed text for
article Text Appendix 6 P AETR Comments
TITLE/TABLE (Title)
OF APPENDI& FRONT SUBAPPENDI& FRONT
CONTENTS| CONNECTOR FOR CONNECTOR FOR

CALIBRATION AND
DOWNLOAD

CALIBRATION AND
DOWNLOAD
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V0.2 20190112

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX #OR AETR

Point or : Proposed text for
article Text Appendix 7 P AETR Comments

TITLE/TABLY (Title)

OF APPENDIX 7. DATA SUBAPPENDIX DATA

CONTENTS | DOWNLOADING PROTOCO| DOWNLOADING PROTOCO

1 This appendix specifies the | ThisSubappendixspecifies
procedures to follow in order | the procedures to follow in
to perform the different types | order to perform the different
of data download to an types of data download to an
ExternalStorage Medium, External Storage Medium,
together with the protocols together with the protocols
that must be implemented to | that must be implemented to
assure the correct data assure the correct dat
transfer and the full transfer and the full
compatibility of the compatibility of the
downloaded data format to downloaded data format to
allow any controller to inspect allow any controller to inspect
these data and be able to these data and be able to
control their authenticity and | control their authenticity and
their integrity before analysing their integrity before analysing
them. them.

1.1 Data may be downloaded to | Data may be downloaded to

an ESM:

- from a VehicldJnit by an
Intelligent Dedicated
Equipment (IDE) connected t(
the VU,

- from a tachograph card by a
IDE fitted with a card interface
device (IFD),

- from a tachograph card via 3
vehicle unit by an IDE
connected to the VU.

To give the possibility to verify
the authenticity and integrity
of downloaded data stored on
an ESM, data is downloaded
with a signature appended in
accordance with Appendix 11
Common Security
Mechanisms. The source
equipment (VU or card)
identification and its security
certificates (Menber state

and equipment) are also
downloaded. The verifier of

the data must possess

an ESM:

- from a Vehicle Unit by an
Intelligent Dedicated
Equipment (IDE) connected t(
the VU,

- from a tachograph card by a
IDE fitted with a card interface
device (IFD),

- from a taclograph card via a
vehicle unit by an IDE
connected to the VU.

To give the possibility to verify
the authenticity and integrity
of downloaded data stored on
an ESM, data is downloaded
with a signature appended in
accordance wittSubappendix
11 Common Secity
Mechanisms. The source
equipment (VU or card)
identification and its security
certificates Contracting Party
and equipment) are also
downloaded. The verifier of

the data must possess
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independently a trusted
European public key.

Data downloaded from a VU
are signed using Appendix 11
Common Security Mechanisn
Part B (Secorrdeneration
tachograph systemgxcept
when drivers' control is
performed by a non EU
control authority, using a first
generation control card, in
which case data are signed
using Appendix 11 Common
Security Mechanisms Part A
(Firstgeneration tachograph
system), as requested by
Appendk 15 Migration,
requirement MIG_015.

This Appendix specifies
therefore two types of data
downloads from the VU:

- Generation 2 type of VU dat
download, providing the
generation 2 data structure,
signed using Appendix 11
Common Security Mechanisn
Part B,

- Generation 1 type of VU dat
download, providing the
generation 1 data structure,
signed using Appendix 11
Common Security Mechanisn
Part A.

Similarly, there are two types
of data downloads from
second generation driver
cards inserted in a VU, as
specifed in paragraphs 3 and
4 of this Appendix.

independently a trustedoot
public key

Data downloaded from a VU
are signed usin§ubappendix
11 Common Security
Mechanisms Part B (Secoend
generation tachograph
system), except when drivers]
control is performed by a non
EU control authority, using a
first generation control card,
in which cas data are signed
usingSubappendix11
Common Security Mechanisni
Part A (Firsgeneration
tachograph system), as
requested bySubappendix15
Migration, requirement
MIG_015.
ThisSubappendixspecifies
therefore two types of data
downloads from the VU:

- Generation 2 type of VU dat
download, providing the
generation 2 data structure,
signed usingubappendix11
Common Security Mechanisni
Part B,

- Generation 1 type of VU dat
download, providing the
generation 1 data structure,
signed usingubappendix11
Common Security Mechanisn
Part A.

Similarly, there are two types
of data downloads from
second generation driver
cards inserted in a VU, as
specified in paragraphs 3 and
4 of thisSubappendix

1.2 The following acronyms arq The following acronyms arg
used in this appendix: used in thisSubappendix
2.2.6 This paragraph specifies th This paragraph specifies th

content of the data fields of
the various positive
response messages.

Data elements are defined in
Appendix 1 data dictionary.

content d the data fields of
the various positive
response messages.

Data elements are defined in
Subappendixl data
dictionary.
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2.2.6.1, (Data structure generation | (Data structure generation
DDP_029 | 2 (TREP 21 Hexomment | 2 (TREP 21 Hexfomment
column.) column.)
Member state certificate Contracting Party
certificate
3.3, (DDP_35, @indent) (DDP_35, th indent)
DDP_035 | - Download the other - Download the other
application data EFs (withif application data EFs (within
Tachograph Dxcept EF Tachograph DF) except EF
Card Download. This Card_Download. This
information is secured with qurma‘qon IS secur_ed with a
didital sianature. wsin digital s!gnature, usingub -
a aig . g ' 9 appendixl1 Common Security
Appendix11 Common Mechanisms ParA.
Security Mechanisms Part
A.
3.3, (DDP_35,9indent) (DDP_35, th indent)
DDP_035 | - Download the other - Download the other
application data EFs (withi application data EFs (within
Tachograph_G2 DF) excey Tachograph_G2 DF) except H
EF Card_Download. This | Card_Download. This
information is secured with 'n.fqrmat.'on 1S secure d with a
digital sianature. usin digital s!gnature, usingub '
adyg ) 9 ' 9 appendix11 Common Security
Appendix 11 Common Mechanisms Part B.
Security Mechanisms Part
B.
3.3.3, (3%row in the table) (3%row in the table)
DDP_038 Calculates the hash value ovg Calculates the hash value ove

the data content of the
selected file using the
prescribed hash algorithm in
accordance with Appendix 11
part A or B. This command is
not an IS@Command.

the data contentof the
selected file using the
prescribed hash algorithm in
accordance wittfSubappendix
11, part A or B. This comman
is not an ISE&Command.
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V0.220190112

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX &0R AETR

Point or : Proposed text for
article Text Appendix 8 P AETR Comments
TITLE/TABLY (Title)
OF APPENDI& CALIBRATION | SUBAPPENDIX
CONTENTS | PROTOCOL CALIBRATION PROTOCOL
1 Thisappendix describes how | ThisSub-appendixdescribes
data is exchanged between a| how data is exchanged
vehicle unit and a tester via | between a vehicle unit and a
the Kline which forms part of | tester via the Kine which
the calibration interface forms part of the calibration
described in Appendix 6. It interface described irsub
also describes control of the | appendix6. It also describes
input / output signal line on control of the input / output
the calibration connector. signal line on the calibration
Establishing #ine connector.
communications is described | Establishing #ine
Ay {SOGA2Y n communications is described
{ SNDAOS&a¢ o Ay {SOGA2Yy n
This appendix uses theideaq { SNIBA OSa¢ o
RAI 3y2&GA 0 & a] ThisSubappendixuses the
determine the scope of ne |[A RSl 2 F BARAIY
control under different to determine the scope of-K
conditions. The default sessig line control under different
is the conditions. The default sessio
G{dl yRI NRS&a & A1 isthe
where all datacanberead | & { G} YRl NR5A | 3
from a vehicle unit but no dat§ where all data can be read
can be written to a vehicle from a vehicle unit but no datd
unit. can be written to a vehicle
Selection of the diagnostic unit.
session is described in Sectio| Selection of the diagnostic
p aal yI 3SYSy | sessionis described in Sectio
This appendix has to be p aal yl3asSySyi
considered as relevant for ThisSubappendixhas to be
both generations o¥/Us and | considered as relevant for
of workshop cards, in both generations of VUs and
compliance with the of workshop cards, in
interoperability requirements | compliance with the
laid down in this Regulation. | interoperability requirements
laid down in thisAgreement
3.1, (CPR_004"2indent) - The2nd columnincludes the
CPR_004 - The2nd columnincludes the | section number in thiSub
section number in this appendixwhere of service is
appendix where of service is | further defined.
further defined.
6.1.3, (CPR_053"2indent)
CPR_053
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- The2nd column (Data
element) specifies the data
element of Appendix 1 on
which the
recordDataldentifier is based
(transcoding is sometimes
necessary).

- The2nd column (Data
element) specifies the data
element ofSubappendixl on
which the
recordDataldentifier is based
(transcoding is sometimes
necessary).

8.2,
CPR_078

(Table 42, ® column)

Code Page (as defined in
Appendix 1)

Vehicle Registration Number
(as defined in Appendix 1)

Code Page (as definedSub
appendixl)

Vehicle Registration Number
(as defined irSubappendixl)
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LIST OF PROPOSED CHANGES TO ANNEAPPENDIX FOR AETR

Pa?;?élgr Text Appendix 9 PropoZeéjTtsxt for Comments
TITLE/TABLE To be updated as needed,
OF according to the validated
CONTENTS changes
1.1 (2%t Paragraph) (2%t Paragraph)

The EC type approval for a
recording equipment (or
component) or a tachograph
card is based on:

asecurity certification,
based on Commoi
Criteria specifications|
against a  security
target fully compliant
with Appendix 10 to

this Annex),

a functional
certification

performed by a
Member State
authority certifying

that the item tested
fulfils the requirementsg
of this Annex in termg
of functions
performed,
measurement accurac
and environmental
characteristics,

an interoperability
certification
performed
compeent
certifying that the
recording equipment
(or tachograph card) i
fully interoperable with
the necessary
tachograph card (o
recording equipment
models (see Chapter
of this Annex).

the
body

by

The EC type approval for a
control device(or component)
or a tachograph card is based
on:

asecurity certification,

based on Commoi
Criteria specifications|
agairst a  security

target fully compliant
with Subappendix 10
to this Annex),

a functional
certification
performed
Contracting Party
authority certifying
that the item tested
fulfils the requirementsg
of this Appendix in
terms of functions
performed,
measuement accuracy
and environmental
characteristics,

an interoperability
certification
performed
competent
certifying that the
control  device (or
tachograph card) i
fully interoperable with
the necessary
tachograph card (o
control devicé modek
(see Chapter 8 of thi
Annex).

by a

the
body

by

88




Informal document No. 2

This Appendix specifies
which tests, as a minimum
must beperformed by a
Member State authority
during the functional tests,
and which tests, as a
minimum, must be
performed by the
competent body during the
interoperability tests.
Procedures to follow to
carry out the tests or the
type of tests are not
specifiedfurther.

The security certification
aspects are not covered by
this Appendix. If some tests
requested for type approva
are performed during the
security evaluation and
certification process, then
these tests do not need to
be performed again. In this
cas, only the results of
these security tests may b
inspected. For information,
the requirements expected
to be tested (or closely
related to tests expected td
be performed) during the
security certification, are
YN]SR 6A0GK
Appendix.

The numlered
requirements refer to the
Annex corpus, while the
other requirements refer to
the other appendixes (e.qg.
PIC_001 refers to
requirement PIC_001 of
Appendix 3 Pictograms).
This Appendix considers
separately the type
approval of the motion
sensor, of thevehicle unit,
and of the external GNSS
facility as components of

ThisSubappendixspecifies
which tests, as a minimum
must be performed by a
Contracting Partputhority
during the functional tests,
and which tests, as a
minimum, must be
performed by the
competent body during the
interoperability tests.
Procedures to follow to
carry out the tests or the
type of tests are not
specified further.

The security certification
aspects are not covered by
this Subappendix If some
tests requested for type
approval are performed
during the seclity
evaluation and certification
process, then these tests d
not need to be performed
again. In this case, only thq
results of these security
tests may be inspected. Fg
information, the
requirements expected to
be tested (or closely relate
to tests expeted to be
performed) during the
security certification, are
YN]SR 6A0GK
Subappendix

The numbered
requirements refer to the
Appendixcorpus, while the
other requirements refer to
the othersub-appendixes
(e.g. PIC_001 refers to
requirement PIC_001 of
Subappendix3
Pictograms).
ThisSubappendixconsiders
separately the type approval
of the motion sensor, of the
vehicle unit, and of the

external GNSS facility as
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the recording equipment.
Each component will get itg
own type approval
certificate in which the
other compatible
components will be
indicated. The functional
test of the motion sensor
(or external GNSS facility) i
done together with the
vehicle unit and vice versa

components of thecontrol
device Each compnent will
get its own type approval
certificate in which the other
compatible components will
be indicated. The functional
test of the motion sensor (or
external GNSS facility) is don
together with the vehicle unit
and vice versa.

1.2 The followingeferences are | The following references are
used in this Appendix: used in thisSubappendix

4,2.1 [Designator] [Designator]
' YyYSE wm/ = OKLI | Appendix 1Cchapter 4.1
RFGFIQZ HHTO W+rAaArofS RFEGLH
The front page shall contain: | The front page shall contain:
0KS ¢g2NRa a5NJGKS 62NRa 4&5N]
G/ 2y GNREt OF NR{a/ 2y aNRf OF NR
OF NR¥/ 2WlF y& JqOF NR¢ 2NJ a/ 2Y
printed in capital letters in the| printed in capital letters in the
official language or languageq official language or languagesg
of the Member State issuing | of the Contracting Party
the card, according to the typq issuing the card, according to
of the card. the type of the card.

4,2.1 [Member State name] [Contracting Partypame]
Annexm/ = OK I LJG SN Appendix 1Cchapter 4.1
RFGFQZ HHYO WrAaAoftS RIEGLH
The front page shall contain: | The front page shall contain:
the name of the Member the name of theContracting
State issuing the card Partyissuing the card
(optional). (optional).

4,2.1 [Sign] . [Sign]
'YYSE wm/ £ OKL | Appendix 1Cchapter 4.1
RIGF QX HHDO W+tAaAofS RIGL
The front page shall contairf The front page shall contairn
the distinguishing sign of th¢ the distinguishing sign of thg
Member State issuing the car¢ Contracting Partyissuing the
printed in negative in a bluq card, printed in negative in
rectangle and encircled b$2 | blue rectangle and encircled i
yellow stars. 12 yellow stars.

4,21 [Enumeration] . [Enumeration]
'YYSE wm/ £ OKL | Appendix 1Cchapter 4.1
RIGFQY HOHU Y+AaAoftS REGI
The reverse page shall The reverse page shall
contain: contain:
an explanation of the an explanation of the
numbered items which appeal numbered items which appea
on the front page of the card. | on the front page of the card.

4,21 [Colour] _ . [Colour]
'YYSE wm/ £ OKL | Appendix 1Cchapter 4.1
RIGdFQY Hono W+AaAo0fS RIEOL
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Tachograph cards shall be
printed with the following
background predominant
colours:

- driver card:white,

- workshop card: red,
- control card: blue,

- company card: yellow.

Tachograph cards shall be
printed with the following
background predominant
colours:

- driver card: white,

- workshop card: red,
- control card:blue,

- company cardyellow.

4,2.1 [Security] [Security]
' YyYSE wm/ = OKLI | Appendix 1Cchapter 4.1
RFGFI QX HopoO WrAaArofS RFEGLH
Tachograph cards shall bear { Tachograph cards shall bear
least the following features fol least thefollowing features for
protection of the card body protection of the card body
againstcounterfeiting and against counterfeiting and
tampering: tampering:
- a security design backgroun( - a security design backgroun
with fine guilloche patterns with fine guilloche patterns
and rainbow printing, and rainbow printing,
- at least one twecoloured - at least one twecoloured
microprint line. microprint line.

4,2.1 [Markings] [Markings]
Annex 1C, chaptar ®m W4 Appendix 1Cchapter 4.1
RIdF QX HocO W+AdAO0ES RIGL
Member States may add Contracting Partiesmay add
colours or markings, such as | colours or markings, such g
national symbols and security| national symbols andecurity
features. features.

4,22 [Durability] [Durability]
Annex 1C, chapter 4.4 Appendix 1Cchapter 4.4
WOYGPANRBYYSY Ul {WOYBANRBYYSyYy il
ALISOATFAOI GA2Yy{aLISOATAOlI GAZY
Tachograph cards shall be Tachograph cards shall be
capable of operating correctly| capable of operating correctly|
for a fiveyear period if used | for a fiveyear period if used
within the environmental and | within the environmental and
electricalspecifications. electrical specifications.

4,41 [Temperature and humidity] | [Temperature and humidity]

Annex 1C, chapter 4.
YOYBANRYYSyYil
ALISOATFTAOlLIGAZY
Tachograph cards shall K
capable of operating correctl
in all the climatic conditiong
normally  encountered in
Community territory and af
least in thetemperature range
-25°C to +70°C with occasion
peaks of up to +85°C
G200l arz2ylfé
more than 4 hours each tim
and not over 100 times durin

the life time of the card.

Appendix 1C chapter 4.4
YOYBANRYYSyYil

ALISOATFAOIGAZY
Tachograph cards shall K
capable of operating correctl
in all the climatic conditiong
normally encountered IlAETR
territory and at least in the
temperature range-25°C to
+70°C with occasional peaks
dzL3 (2 bypc/ I
meaning not more than 4
hours each time and not ove
100 times during the life time

of the card.
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The Tachograph cards a
exposed in consecutive stef
to the following temgratures
and humidities for the giver|
time. After each step thg
Tachograph cards are testg
for electrical functionality.
1. Temperature of 20 °C for 2
h.
2. Temperature of +/0 °C for 2
h.
3. Temperature of + 20 °C, 50
RH, for 2 h.
4. Temperature of 50 °C, 50 ¢
RH, for 2 h.
5. Temperature of + 70 °C, 50
RH, for 2 h.
The temperature is increase
intermittently to + 85 °C, 50 9
RH, for60 min.
6. Temperature of + 70 °C, 85
RH, for 2 h.

The temperature ig
increased intermittently to +
85 °C, 8%6 RH, foBO min.

The Tachograph cards a
exposed in consecutive stef
to the following temperatures
and humidities for the giver|
time. After each step thg
Tachograph cards are teste
for electrical functionality.
1. Temperature of 20 °C for 2
h.
2. Temperature of +/0 °C for 2
h.
3. Temperature of + 20 °C, 50
RH, for 2 h.
4. Temperature of + 50 °C, 50
RH, for 2 h.
5. Temperature of + 70 °C, 50
RH, for 2 h.
The temperature is increase
intermittently to + 85 °C, 50 9
RH, for60 min.
6. Temperature of + 70 °C, 85
RH, for 2 h.

The temperature ig
increased intermittentlyto +
85 °C, 85 % RH, 80 min.

4,4.1

[Humidity]

Annex 1C, chapter 4.4
WOYGBANRBYYSY il
ALISOATFTAOLFGAZY
Tachograph cards shall be
capable of operating correctly,
in the humidity range 10% to
90%.

[Humidity]

Appendix 1Cchapter 4.4
WOYGBANRYYSY il
ALISOATAOLGAZY
Tachograph cards shall K
capable of operating correctl
in the humidity range 10% tg
90%.

4,41

[Electromagnetic compatibility
-EMC]

Annex 1C, chapter 4.
WOYBANRYYSyYyll
ALISOATFTAOFGAZY
During operation, Tachograp
cards shall conform to ECE R
related to electromagnetig
compatibility.

[Electromagnetic compatibility
-EMC]

Appendix 1C chapter 4.4
WOYBANRYYSyYyll
ALISOATFAOFGAZY
During operation, achograph
cards shall conform to ECE R
related to electromagnetig
compatibility.

4,4.1

[Static electricity]

Annex 1C, chapter 4.
WOYGPANRBYYSY Il

ALISOATAOIGAZY
During operation, Tachograp

cards shall be protecteq
against electretatic
discharges.

Tachograph cards mug

conform to standard

[Static electricity]

Appendix 1C chapter 4.4
WOYBANRYYSyYydil

ALISOATFTAOFGAZY
During operation, Tachograp
cards shall be protecteq

against electrostatid
discharges.
Tachograph cards musg

conform to standard
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ISO/IEC 7810:2003/Am
1:2009, Identification cards
Physical characteristics
Amendment 1: Criteria fo
cards containing integrated
circuits

[9.4] Static electricity

[9.4.1] Contact IC cards

Test voltage: 4000 V.

ISO/IE 7810:2003/Amd
1:2009, Identification cardg
Physical characteristics
Amendment 1: Criteria fo
cards containing integrated
circuits

[9.4] Static electricity

[9.4.1] Contact IC cards

Test voltage: 4000 V.

4,7.2 Test at least once each err¢ Test at least once each errg
message (as specified in message (as specified Bub
Appendix 2) for each comman, appendix 2 for each commang
Test at least once every genell Test at least once every gener
error (exceptWc n mtegity | error (exceptWc n integity
errors checked during securiff errors checked during securit
certification) certification)

4,8.1 ' YYSE wm/ = OKI | Appendix 1C chapter 41
RFGFQZ Hono W+rAaAofS RIEGLE
The front page shall contain: | The front page shall contain:
information specific to the carq information specific to the card
issued. issued.

4,8.1 ' YYSE wm/ = OKI | Appendix 1G chapter 4.1
RIFGFQZ HomMOD W+AdAO0ES RIGLE
The front page shall contain: | The front page shall contain:
RIFIGSa dzaAy3a | |[RIGSa dzaiy3a |
GRROYY DB BEBBREE GRROYY DB BRBRBE
month, year). month, year).

4,81 ' YYSE wm/ X OKI | Appendix 1C chapter 4.1

RFEGFIQZ HopoO W+rAaAofS RFGLH
Tachograph cards shall bear | Tachograph cards shall bear
least the following features fo| least the folbwing features for
protection of the card body protection of the card body
against counterfeiting and against counterfeiting ang
tampering: tampering:
- in the area of the| - in the area of the
photograph, the security photograph, the security
design background and th| design background and th
photograph shall overlap. photograph shall overlap.

6, 3.3 Appendix 14 Subappendix 14

7,23 The printer shall suppor] The printer shall suppor
characters specified i characters specified inSub
Appendix 1 Chapter 4 appendix 1 Chapter 4

a/ KN OGSNJ as

a/ KN OGSNJ a8
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V0.2 20190116

LIST OF PROPOSED CHANGES TO ANNMEAPPENDIX 10FOR AETR

Point or . Proposed text for
article Text Appendix 10 P AETR Comments
TITLE/TABLY (Title)
OF APPENDIX0. SECURITY SUBAPPENDIX0. SECURITY
CONTENTS | REQUIREMENTS REQUIREMENTS
1t This appendix specifies the IT| ThisSubappendixspecifies
paragraph security requirements for the | the IT security requirements

smart tachograph system
components (second
generation tachograph).

for the smart tachograph
system components (second
generaton tachograph).
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LIST OF PROPOSED CHANGES TO ANNMEAPPENDIX 11FOR AETR
V0.2 20190112

Pa?;?élgr Text Appendix 11 ProposAeéjTtsxt for Comments
TITLE/TABLE (Title)
OF APPENDIX1. COMMON SUBAPPENDIX1. COMMON
CONTENTS | SECURITY MECHANISMS | SECURITY MECHANISMS
Table of X (to be updated after having
contents applied all the changes)
Preamble This Appendix specifies the | ThisSubappendixspecifies

security mechanisms ensuring the security mechanisms
- mutual authentication | ensuring

between different - mutual authentication
components of the between different
tachograph system. components of the

- confidentiality, tachograph system.
integrity, authenticity and/or | - confidentiality,
non-repudiation of data integrity, authenticity and/or
transferred between different | non-repudiation of data
components of the transferred between different
tachograph system or components of the
downloaded to external tachograph system or
storage media. downloaded to external

storage media.
ThisAppendix consists of two
parts. Part A defines the ThisSubappendixconsists of
security mechanisms for the | two parts. Part A defines the
first-generation tachograph security mechanisms for the
system (digital tachograph). | first-generation tachograph
Part B defines the security system (digital tachograph).
mechanisms for the second | Pat B defines the security
generation tachograph systen| mechanisms for the second
(smart tachograph). generation tachograph systen
(smart tachograph).
The mechanismspecified in
Part A of this Appendix shall | The mechanisms specified in
apply if at least one of the Part A of thisSubappendix

components of the shall apply if at least one of
tachograph system involved i the components of the

a mutual authentication tachograph system involved if
and/or data transfer process i{ a mutual authenication

of the first generation. and/or data transfer process i

of the first generation.
The mechanisms specified in
Part B of this Appendix ah The mechanisms specified in
apply if both components of | Part B of thisSubappendix

the tachograph system shall apply if both component
involved in the mutual of the tachograph system
authentication and/or data involved in the mutual
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transfer process are of the
second generation.

Appendix 15 provides more
information regarding the use
of first generation
components in combination
with secondgeneration
components.

authentication and/or data
transfer process are of the
second generation.

Subappendix15 provides
more information regarding
the use of first generation
components in combination
with secondgeneration
components.

11 The following references | The following references

are usedn this Appendix: | are used in thisSub
appendix

1.2 The following notations anq The following notations ang
abbreviated terms are useq abbreviated terms are useq
in this Appendix: in thisSubappendix

3.1.1, RSA keyshall be generateq RSA keys shall be generat

CSA_006 | through three functional | through three functional
hierarchical levels: hierarchical levels:
- European level, - Rootlevel,
- Member State level, | - Nationallevel,
- Equipment level. - Equipment level.

3.1.1, CSM_O00At European CSM_00Atroot level a

CSA _007 | level, a single European kg singleroot key pair (EUR.S]
pair (EUR.SK and EUR.PK| and EUR.PK) shall be
shall be generated. The generated. Theoot private
European private key shall| key shall be used to certify
be used to certify the the Contracting Parties
Member States public keyg public keys. Records of all
Records of all certified keyy certified keys shall be kept
shall be kept. These tasks | These tasks shall be
shall behandled by a handled by a&Root
European Certification Certification Authority
Authority, under the under the authority and
authority and responsibility| responsibility of the
of the European European Commission.
Commission.

3.1.1, CSM_00&\t Member State | CSM_00&\t Nationallevel,

CSM_008

level, a Member State key
pair (MS.SK and MS.PK)
shall be generated.
Member States public keyg
shall be certified by the
European Certification
Authority. The Member
State private key shall be
used to certify public keys
to be inserted in quipment

a ContractingPartykey pair
(MS.SK and MS.PK) shall
generated.Contracting
Partiespublic keys shall be
certified by theRoot
Certification Authority. The
ContractingPartyprivate
key shall be usetb certify
public keys to be inserted i
equipment (vehicle unit or
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(vehicle unit or tachograph
card). Records of all
certified public keys shall
be kept with the
identification of the
equipment to which it is
intended. These tasks shal
be handled by a Member
State Certification
Authority. A Member State
may reguarly change its
key pair.

tachograph card). Records
of all certified public keys
shall be kept with the
identification of the
equipment to which it is
intended. These tasks shal
be handled by a
Contracting Party
Certification Authority. A
Contracting Partynay
regularly change its key
pair.

3.1.1, CSM_009 At equipment | CSM_009 At equipemt
CSM_009 | |evel, one single key pair | level, one single key pair
(EQT.SK and EQT.PK) shg (EQT.SK and EQT.PK) shq
be generated and inserted| be generated and inserted
in each equipment. in each equipment.
Equipment public keys shal Equipment public keys sha
be certifiedby a Member | be certified by a
State Certification Contracting Party
Authority. These tasks may Certification Authority.
be handled by equipment | These tasks may be
manufacturers, equipment| handled by equipment
personalisers or Member | manufacturers, equipment
State authorities. This key | personalisers or
pair is used for Contracting Party
authentication, digital authorities. This key pair is
signature and used for authentication,
encipherement services digital signature and
encipherement services
3.1.1, Image in CSM_010 New image (see at the end
CSM_010 of this document)
3.1.2, CSM_01ZFor the purpose | CSM_01For the purpose
CSM_011 | of equipment testing of equipment testing

(including interoperability
tests) the European
Certification Authority shall
generate a different single
European test key pair and
at least two Member State
test key pairs, the public
keys of which shall be
certified with the European
private test key.
Manufacturers shall insert,
in equipment undergoing

type approval tests, test

(including interoperability
tests) theRootCertification
Authority shall generate a
different singleroot test
key pair and at least two
Contracting Partytest key
pairs, the public keys of
which shall be certified with
the root private test key.
Manufacturers shall insert,
in equipment undergoing
type approval tests, test

keys certified by one of
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keys certified by one of
these Member State test
keys.

theseContracting Party
test keys.

3.1.3 The confidentiality of the | The confidentiality of the
three Triple DES keys three Triple DES keys
described below shall be | described below shalie
appropriately maintained | appropriately maintained
during generation, during generation,
transport (if any) and transport (if any) and
storage. storage.

In orderto support In order to support
tachograph components | tachograph components
compliant with ISO 16844, | compliant with ISO 16844,
the European Certification | the RootCertification
Authority and the Member | Authority and the

State Certification Contracting Party
Authorities shall, in Certification Authorities
addition, ensure the shall, in addition, enge
following: the following:

3.1.3, CSM_03@he European CSM_03@heRoot

CSM_036 | Certification authority shall| Certification authority shall
generate KmVU and KmW/{ generate KmVU and KmW
two independent and two independent and
unique Triple DES keys, arl unique Triple DES keys, ar|
generate Kmas : Km = generate Kmas : Km =
KmVU XOR KmWC . The | KmVU XORmMWC . The
European Certification RootCertification Authority
Authority shall forward shall forward these keys,
these leys, under under appropriately
appropriately secured secured procedures, to
procedures, to Member Contracting Parties
States Certification Certification Authorities at
Authorities at their request, their request.

3.1.3, CSM_03Member States | CSM_03Tontracting

CSM_037 | Certification Authorities Parties Certification

shall:

- use Knto encrypt
motion sensor data
requested by motion
sensor manufacturers (datg
to be encrypted with Km is
defined in ISO 16843),

- forward KmVU to
vehicle unit manufacturers,
under appropriately
secured procedures, for
insertion in vehicle units,

Authorities shall:

- use Km to encrypt
motion sensor data
requested by motion
sensor manufacturers (datg
to be encrypted with Km is
defined in ISO 16843),

- forward KmVU to
vehicle unit manufacturers,
under appropriately
secured procedures, for
insertion in vehicle units,

98




Informal document No. 2

- ensurethat KmwWC
will be inserted in all
workshop cards
(SensorlinstallationSecData
in Sensor_Installation_Dat3
elementary file) during carq
personalisation.

- ensure that KmwC
will be inserted in all
workshop cards
(SensorlinstallationSecData
in Sensor_Installation_Dat3
elementary file) during carq
personalisation.

3.3.1, CSM_017, Notes CSM_017, Notes

CSM 017 |3.¢KS &/ SNIATF|3.¢KS a/ SNIAT
Pdzi K2NR AL GA2|! dzG K2NR &L (A2
used to identify the rights | used to identify the rights
of the certificate holder. It | of the certificate holder. It
consists of the Tachograph consists of the Tachograph
Application ID and of the | Application ID and of the
type of equipment to which| type of equipment to which
the certificate is intended | the certificate is intended
(according to (according to
EquipmentType data EquipmentType data
St SYSyids>x Wnn|elementWnnQ F2N]
State). Contracting Party

3.3.1, CSM_017, Notes CSM_017, Notes

CSM_017 | 5.1In the first case, the 5.1In the first case, the

manufacturer will send the
equipment identification
with the public key to its
Member State authority for
certification. The certificate
will then contain the
equipment identification,
and the manufacturer must
ensure that keys and
certificate are inserted in
the intended equipment.
The Key identifier has the
form shown above.

In the later case, the
manufacturer must
uniquely identify each
certificate request and sen(
this identification with the
public key to its Member
State authority for
certification. The certificate
will contain the request
identification. The
manufacturer must feed
back its Member State

manufacturer will send the
equipment identification
with the public keya its
Contracting Partyauthority
for certification. The
certificate will then contain
the equipment
identification, and the
manufacturer must ensure
that keys and certificate arq
inserted in the intended
equipment. The Key
identifier has the form
shown alove.

In the later case, the
manufacturer must
uniquely identify each
certificate request and sen
this identification with the
public key to it€Contracting
Partyauthority for
certification. The certificate
will contain the request
identification. The
manufacturer must feed
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authority with the
assignment of key to
equipment (i.e. cerficate
request identification,
equipment identification)
after key installation in the
equipment. The key
identifier has the following
form:

back itsContracting Party
authority with the
assignment of key to
equipment (i.e. certificate
request identification,
equipment identification)
after key installation in the
equipment. The key
identifier has the following
form:

3.31, CSM_017, Notes CSM_017, Notes

CSM_017 | 5.2The key serial number if 5.2The key serial number i
used to distinguish the used to distinguish the
different keys of a Member| different keys of a
State, in the case the key iy Contracting Partyinthe
changed. case the key is changed.

4 Mutual authentication Mutual authentication
between cards and VUs is | between cards and VUs is
based on the following based on the following
principle : principle :
Each party shall Each pay shall
demonstrate to the other | demonstrate to the other
that it owns a valid key paif that it owns a valid key paif
the public key of which has the public key of which hag
been certified by a Membe| been certified by a
State certifcation Contracting Party
authority, itself being certification authority itself
certified by the European | being certified by thdRoot
certification authority. certification authority.
Demonstration is made by | Demonstration is made by
signing with the private key signing with he private key
a random number sent by | a random number sent by
the other party, who must | the other party, who must
recover the random recover the random
number sent when number sent when
verifying this signature. verifying this signature.
The meclnism is triggered| The mechanism is triggere
at card insertion by the VU| at card insertion by the VU
It starts with the exchange | It starts with the exchange
of certificates and of certificates and
unwrapping of public keys,| unwrapping of public keys
and ends with the setting o| and ends with the setting o
a session key. a session key.

4, CSM_020| CSM_020ahe following CSM_020he following

protocol shall be used (arrows
indicate commands and data
exchanged (see Appendix 2))

protocol shall be used (arrows
indicate commands and data
exchanged (se8ubappendix

2)):
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6, CSM_032

CSM_03Zhe Intelligent
Dedicated Equipment (IDE)
stores data received from an
equipment (VU or card) during
one download session within
one physical data file. This filg
must contain the certificates
MSi.C and EQT.C. The file
contains digital signatures of
data blocks as specified in
Appendix 7 Data Downloadin
Protocols.

CSM_03Zhe Intelligent
Dedicated Equipment (IDE)
stores data receiwe from an
equipment (VU or card) durin
one download session within
one physical data file. This filg
must contain the certificates
MSi.C and EQT.C. The file
contains digital signatures of
data blocks as specified in
Subappendix7 Data
Downloading Protods.

6.2, CSM_03®ata signature CSM_03®ata signature

CSM_035 verification on downloaded verification on downloaded
data shall follow the signatureg data shall follow the signature
scheme with appendix define( scheme with appendix define(
in reference [PKCS1] with thq in reference [PKCS1] with thé
SHA1 hash function. SHA1 hash function.
The European public key Theroot public key EUR.PK
EUR.PK needs to be known | needs to be known
independently (andrusted) independently (and trated)
by the verifier. by the verifier.

7.1 The following references | The following references
are used in this part of this| are used in this part of this
Appendix Subappendix

7.2 The following notations an¢ The following notations ang
abbreviated terms are useq abbreviated terms are useq
in this Appendix: in thisSubappendix

7.3 The definitions of terms used | The definitions of terms used
in this Appendix are included | in thisSubappendixare
in section | of Annex 1C. included in section | of

Appendk 1C.
8.1, CSM_43 Notes, F bullet point Notes, E bullet point

1 Properly  speaking
data is transmitted
from a vehicle unit to
a remote interrogator
under the control of a
control officer, using g
remote
communication
facility that may be
internal or external to
the VU, see Appendi
14. However, the
remote interrogator
sends the receiveq
data to a control card
for decryption and
validation of

authenticity. From 4

Properly speaking, data is
transmitted from a vehicle
unit to a remote interrogator
under the control of a control
officer, using a remote
communication facility that
may be internal or external to
the VU, seSubappendix14.
However, the remote
interrogator sends the
received datao a control card
for decryption and validation
of authenticity. From a
security point of view, the
remote communication facility
and the remote interrogator
are fully transparent.
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security point of view,

the remote
communication

facilty and the
remote interrogator

are fully transparent.

8.2.4, Note: ECC keys sizes of 512 | Note: ECC keys sizes of 512
CSM_50 bits and 521 bits are bits and 521 bits are
consideed to be equal in considered to be equal in
strength for all purposes strength for all purposes
within this Appendix. within this Subappendix
9.11 Note: the keys described in | Note: the keys desibed in
this section are used for this section are used for
mutual authentication and mutual authentication and
secure messaging between | secure messaging between
vehicle units and tachograph | vehicle units and tachograph
cards and between vehicle cards and between vehicle
units and external GNSS units and external GNSS
facilities. These processes ar¢ facilities. These processes arq
described in detail in chaptery described in detail in chapters
Error! Reference source Error! Reference source
not found. and Error! not found. and Error!
Reference sorce not Reference source not
found. of this Appendix. found. of this Subappendix
9.1.1, CSM_51  Within the CSM_51  Within the
CSM_51 European Smart Tachograph| Smart Tachograph system
system, ECC key pairs and | ECC key pairs and
corresponding certificates corresponding certificates
shall be generated and shall be generated and
managed through three managed through three
functionalhierarchical levels: | functional hierarchical levels:
- European level, - Rootlevd,
- Member State level, - Nationallevel,
- Equipment level. - Equipment level.
9.1.1, CSM_52  Within the CSM_52  Within the
CSM_52 entire European Smart entire Smart Tachograph
Tachograph system, public | system public and private
and private keys and keys and certificates shall be
certificates shall be generated generated, managed and
managed and communicated| communicated using
using standardized and secur| standardized and secure
methods. methods.
9.1.2 title European Level RootLevel
9.1.2, CSM 53 At European CSM_53 At Rootlevel, a
CSM_53 level, a single unique ECC ke| single unique ECC key pair

pair designated as EUR shall
be generated. It shall consist
of a private key (EUR.SK) anc
public key (EUR.PK). This ke
pair shall form the root key

pair of the entire European

designated as EUR shall be
generated. It shall consist of g
private key (ER.SK) and a
public key (EUR.PK). This ke
pair shall form the root key
pair of the entireSmart
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Smart Tachograph PKI. This
task shall be handled by a
European Root Certificate
Authority (ERCA), under the
authority and responsibility of
the European Commission.

Tachograph PKThis task shal
be handled by a European
Root Certificate Authority
(ERCA), under the authority
and responsibility of the
European Commission.

9.1.2, CSM_54  The ERCA shall| CSM_54  The ERCA shall

CSM_54 use the European private key| use theroot private key to
to sign a (selbigned) root sign a (selkigned) root
certificate of the European certificate of theroot public
public key, and shall key, and shall communicate
communicate this European | thisroot certificate to all
root certificate to all Member | Contracting Parties or
States. Member States.

9.1.2, CSM_55 The ERCA shall| CSM_55  The ERCA shall

CSM_55 use the European private key| use theroot private key to
to sign the certificates of the | sign the certificates of the
Member States public keys | Contracting Partiepublic
upon request. The ERCA sha| keys upon request. The ERC/
keep records of all signed shall keep records of all signe
Member State public key Contracting Partpublic key
certificates. Certificates_

9.1.2, CSM_56 As shown in CSM_56 As shown in

CSM_56 Figure 1 in section 9.1.7, the | Figure 1 in section 9.1.7, the
ERCA shall generate a new | ERCA shall generate a new
European root key pair every | root key pair every 17 years.
17 years. Whenever the ERC] Whenever the ERCA generats
generates a new European | a newroot key pair, it shall
root keypair, it shall create a | create a new sel§igned root
new seltsigned root certificate for the newoot
certificate for the new public key. The validity period
European public key. The of aroot certificate shall be 34
validity period of a European | years plus 3 months.
root certificate shall be 34
years plus 3 months.

9.1.2, CSM_57  Before CSM_57  Before

CSM_57 generating a new European | generating a newoot key
root key pair, the ERCA shall| pair, the ERCA shall conduct
conduct an analysis of the an analysis of the
cryptographic strength that is | cryptographic strength that is
needed for the new key pair, | needed for the new key pair,
given it should stay secure fol given it should stay secure fol
the next 34 years. If found the next 34years. If found
necessary, the ERCA shall necessary, the ERCA shall
switch to a cipher sui that is | switch to a cipher suite that is
stronger than the current one| stronger than the current one,
as specified in CSM_50. as specified in CSM_50.

9.1.2, CSM_58 Whenever it CSM_58 Whenever it

CSM_58 generates a new European generates a newoot key pair,

root key pair, the ERCA shall
create a link certificate for the
new European public key and

the ERCA shall create a link
certificate for the newroot
public key and sign it with the
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sign it with the previous
European private key. The
validity period of the link
certificate shall be 17 years
plus 3 months. This is shown
in Figure 1 in section 9.1.7 as
well.

previousroot private key. The
validity period of the link
certificate shall be 17 years
plus 3 months. This is shown
in Figure 1 in section 9.1.7 as
well.

9.1.2, CSM_61 At Member CSM_61  AtNational
CSM_61 State level, all Member Stateq level, allContracting Parés
required to sign tachograph | required to sign tachograph
card certificates shall generat{ card certificates shall generat
one or more unique ECC key| one or more unique ECC key
pairs designated as pairs designated as
MSCA_Card. All Member MSCA_Card. Allontracting
States required to sign Partiesrequired to sign
certificates for vehicle units o1 certificates for vehicle units of
external GNS#facilities shall external GNSS facilities shall
additionally generate one or | additionally generate one or
more unique ECC key pairs | more unique ECC key pairs
designated as MSCA \BGF. | designated as MSCA \HGF.
9.1.2, CSM_62 The task of CSM_62 The task of
CSM_62 generating Member State key| generatingContracting Party
pairs shall be handled by a key pairs shall be handled by
Member State Certificate Contracting Partfertificate
Authority (MSCA). Whenever| Authority (MSCA). Whenever
MSCA generates a Member | MSCA generates@ontracting
State key pair, it shall send th| Partykey pair, it shall send the
public key to the ERCA in public key to the ERCA in
order to obtain a order to obtain a
corresponding Member State | correspondingContracting
certificate signed by the ERC/ Partycertificate signed by the
ERCA.
9.1.2, CSM_63 An MSCAshall | CSM_63  An MSCA shall
CSM_63 choose the strength of a choose the strength of a
Member State key pair equal | Contracting Partkey pair
to the strength of the equal to the strength of the
European root key pair used | root key pair used to sign the
to sign the corresponding correspondingContracting
Member State certificate. Partycertificate.
9.1.4, CSM_75 A vehicle unit shall | CSM_75 A vehicle unit shall
CSM_75 use its VU_MA key pair, use its VU_MA key pair,
consisting of private key consisting of private key
VU_MA.SK and public key VU_MA.SK and public key
VU_MA.PK, exclusively to VU_MA.PK, exclusively to
perform VU Authentication perform VU Authentication
towards tachograph cards an{ towards tachograph cards an
external GNSS facilitiess a external GNSS facilities, as
specified in sections 10.3 and| specified in sections 10.3 and
11.4 of this Appendix. 11.4 of thisSub-appendix
9.1.4, CSM_76 A vehicle unit shall j CSM_76 A vehicle unit shall &
CSM_76 capable of generating capable of generating

ephemeral ECC key pairs ang

ephemeral ECC key pairs ang
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shall use an ephemeral key
pair exclusively to perform
session key agreement with &
tachograph card or external
GNSS facility, as specified in
sedions 10.4 and 11.4 of this
Appendix.

shall use an ephemeral key
pair exclusively to perform
session key agreement with g
tachograph card or external
GNSS facility, as speediin
sections 10.4 and 11.4 of this
Subappendix

9.1.4, CSM_77 A vehicle unit shall | CSM_77 A vehicle unit shall

CSM_77 use the private key use the private key
VU_Sign.SK of its VU_Sign k¢ VU_Sign.SK of its VU_Sign k
pair exclusively to sign pair exclusively to sign
downloaded data files, as downloaded data files, as
specified in chapter 14 of this| specified in chapter 14 of it
Appendix. The corresponding| Subappendix The
public key VU_Sign.PK shall if corresponding public key
used exclusively to verify VU_Sign.PK shall be used
signatures created by the exclusively to verify signature
vehicle unit. created by the vehicle unit.

9.1.4, Notes: Notes:

CSM_78 - The extended validity period| - The extended validity period
of a VU_Sign certificate allow{ of a VU_Sign certificate allow
a Vehicle Unit to create valid | a Vehicle Unit to create valid
signdures over downloaded | signatures over downloaded
data during the first three data during the first three
months after it has expired, aj months after it has expirecs
required in Regulation (EU) N| required-in-Regulation(EU)-N
581/2010. Eciinoin,

9.1.4, CSM_82 In addition to the CSM_82 In addition to the

CSM_82 cryptographic keys and cryptographic keys and
certificates listed in CSM_81, | certificates listed in CSM_81,
vehicle units shall also contaif vehicle units shall also contait
the keys and certificates the keys and certificates
specified in Part A of this specified in Part A of thiSub
Appendix, allowing a vehicle | appendix allowing a vehicle
unit to interact with first unit to interact with first
generation tachograph cards.| generation tachograph cards.

9.1.5, CSM_86 A tachograph card | CSM_86 A tachograph card

CSM_86 shall use its Card_MA key pal shall use its Card_MA key pa
consisting of private key consisting of private key
Card_MA.SK and public key | Card_MA.SK and pubkey
Card_MA.Pkexclusively to Card_MA.PK, exclusively to
perform mutual perform mutual
authentication and session ke authentication and session ke
agreement towards vehicle agreement towards vehicle
units, as specified in sections| units, as specified in sections
10.3 and 10.4 of this 10.3 and 10.4 of thiSub
Appendix. appendix

9.1.5, CSM_87 A driver card or CSM_87 A driver card or

CSM_87 workshop card shall use the | workshop card shall use the

private key CardSign.SK of its
Card_Sign key pair exclusivel

to sign downloaded data files,

private key Card_Sign.SK of i
Card_Sign key pair exclusivel

to sign downloaded data files,
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as specified in chapter 14 of
this Appendix. The
corresponding public key
Card_Sign.PK shall be used
exclusively to verify signature
created by the card.

as specified in chapter 14 of
this Subappendix The
corresponding public key
Card_Sign.PK shall be used
exclusively to verify signates
created by the card.

9.15, Note: the extended validity| Note: the extended validity

CSM_89 period of a Card_Sign period of a Card_Sign
certificate allows a driver | certificate allows a driver
card to create valid card to create valid
signatures over signatures over
downloaded data during | downloaded data during
the first month after it has | the first month after it has
expired. This is necessary | expired.Fhisis-hecessary i
view of RegulatiofEU) N°. | view-of Regulation{EU)}-N°
581/2010, which requires | 584/2010 whichrequires
that a data download from | that-adata-dewnlead-from
a driver card must be a-drvercard-mustbe
possible up to 28 days afte| poessible-up-to-28-days-afte
the last data has been the lastdata-hasbeen
recorded. recorded.

9.1.5, Note to last bullet: For Note to last bullet: For

CSM_91 example, in the first three example, in the first three
months of the ERCA(3) months of the ERCA(3)
certificate (see Figure 1), the | certificate (see Figure 1), the
mentioned cards shall contain mentioned cards shall contair
the ERCA(1) certificate. This i the ERCA(1) certificate. This i
needed to ensure that these | needed to ensure that these
cards can be used to perform| cards can be used to perform
data downloads from ERCA(] data cownloads from ERCA(1
VUs whose normal gear life | VUs whose normal tgear life
period plus the 3nonths data | period plus the 3months data
downloading period expires | downloading period expires
during these months; see the| during these months; see the
last bullet of requiement 13) | last bullet of requirement 13)
in Annex 1C. in Appendix1C.

9.1.5, CSM_92 In addition to CSM_92 In addition to

CSM_92 the cryptographic keys and | the cryptographic keys and
certificates listed in CSM_91, | certificates listed ilCSM_91,
tachograph cards shall also | tachograph cards shall also
contain the keys and contain the keys and
certificates specified in Part Al certificates specified in Part A
of this Appendix, allowing of this Subappendix allowing
these cards to interact with these cards to interact with
first-generation VUs. first-generation VUs.

9.1.6, CSM_95 An external CSM_95 An external

CSM_95 GNSS facility shall use its GNSS facility shall use its

EGF_MA key pair, csisting of
private key EGF_MA.SK and

public key EGF_MA.PK,

EGF_MA kepair, consisting o
private key EGF_MA.SK and
public key EGF_MA.PK,
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exclusively to perform mutual
authentication and session ke
agreement towards vehicle
units, as specified in section
11.4 of this Appendix.

exclusively to perform mutual
authentication and session ke
agreement towards vehicle
units, as specified in section
11.4 of thisSubappendix

9.21.1 Note: readers of this section | Note: readers ofhis section
are supposed to be familiar | are supposed to be familiar
with the contents of [ISO with the contents of [ISO
168443] describing the 16844 3] describing the
interface between a vehicle | interface between a vehicle
unit and a motion sensor. The unit and a motion sensor. The
pairing process between a VU pairing process between a VU
and a motion sensor is and a motion sensor is
described in detail in chapter | described in detail in chapter
12 of this Appendix. 12 of thisSubappendix

9.2.1.1, CSM_100A number of CSM_100A number of

CSM_100 symmetric keys is needed for| symmetrt keys is needed for
pairing vehicle units and pairing vehicle units and
motion sensors, for mutual motion sensors, for mutual
authentication between authentication between
vehicle units and motion vehicle units and motion
sensors and for encrypting sensors and for encrypting
communication between communication between
vehicle units and motion vehicle units and motion
sensors, ashown in Table 3. | sensors, as shown in Table 3
All of these keys shall be AES All of these keys shall be AES
keys, with a key length equal | keys, with a key length equal
to the length of the motion to the length of the motion
sensor master key, which sha sensor master key, which sha
be linked to the length of the | be linked to the length of the
(foreseen) European root key| (foreseen)oot key pair as
pair as described in CSM_50. described in CSM_50.

9.2.1.1, CSM_10TThe European Root| CSM_10TThe European Roo

CSM_101 Certificate Authority shall Certificate Authority shall
generate KMVU and KMWC, | generate KMVU and KMNC,
two random and unique AES | two random and unique AES
keys from which the motion | keys from which the motion
sensor master key KM can bg sensor master key KM can beg
calculated as KMWU XOR KM | calculated as KNWU XOR KM
WC. The ERCA shall WC. The ERCA shall
communicate KM, KM/U and | communicate KM, KNWU and
KMWC to Member State KM-WC toContracting Party
Certificate Authorities upon | CertificateAuthorities upon
their request. their request.

9.2.1.1, CSM_10A Member State | CSM_103 Contracting Party,

CSM_103

Certificate Authority shall
forward KMVU, together
with its version number, to
vehicle unit manufacturers
upon their request. The VU

manufacturers shall insert

Certificate Authority shall
forward KMVU, together
with its version number, to
vehicle unit manufacturers
upon their request. The VU

manufacturers shall insert
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KM-VU and its version
number in all manufactured
VUs.

KM-VU and its version
number in dl manufactured
VUs.

9.2.1.1, CSM_104 A Member State| CSM_104 A Contracting

CSM_104 Certificate Authority shall Paty CertificateAuthority
ensure that KMWC, together | shall ensure that KNMVC,
with its version number, is together with its version
inserted in every workshop number, is inserted in every
card issued under its workshop card issued under
responsibility. its responsibility.

9.2.1.1, Notes: Notes:

CSM_104 - See the description of data | - See the description of data
type type
SensorlnstallationSecData in| SensorlnstallationSecData in
Appendix 2. Subappendix2.

- as explainedn section - as explained in section
9.2.1.2, in fact multiple 9.2.1.2, in fact multiple
generations of KMAVC may generatons of KMWC may
have to be inserted in a singlg have to be inserted in a single
workshop card. workshop card.

9.2.1.1, CSM_103n addition to the CSM_103n addition to the

CSM_105 AES key specified in CSM_1(Q AES key specified in CSM_1(
a MSCA shall ensure that the| a MSCA shall ensure that the
TDES key KmWC, specified if TDES key KmWC, specified i
requirement CSM_037 in Par{ requirement CSM_037 in Par{
A of this Appendix, is inserde | A of thisSubappendix is
in every workshop card issueq inserted in every workshop
under its responsibility. card issued under its

responsibility.

9.2.1.1, Notes: Notes:

CSM_105 wThis allows a second wThis allows a second
generation workshop card to | generation workshop card to
be used for coupling a first be used for coupling a first
generation VU. generation VU.

WA seconegeneration WA seconegeneration
workshop card will contain workshop card will contain
two different applications, ong two different applications, one
complying withPart B of this | complying with Part B of this
Appendix and one complying | Subappendixand one
with Part A. The latter will complying with Part A. The
contain the TDES key KmW(C]| latter will contain the TDES
key KmWC.
9.2.1.1, CSM_10Each motion sensor| CSM_10Each motion sensor
CSM_107 manufacturer shall generate § manufacturer shall genate a

random and unique pairing
key KP for every motion
sensor, and shall send each
pairing key to its Member
State Certificate Authority.
The MSCA shall encrypt each
pairing key separately with thg

motion sensomaster key KM

random and unique pairing
key KP for every motion
sensor, and shall send each
pairing key to it€Contracting
PartyCertificate Authority.
The MSCA shall encrypt each
pairing key separately with the
motion sensor master key KM
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and shall return the encrypted
key to the motion sensor
manufacturer. For each
encrypted key, the MSCA shg
notify the motion sensor
manufacturer of the version
number of the associated KM

and shall return the engpted
key to the motion sensor
manufacturer. For each
encrypted key, the MSCA shg
notify the motion sensor
manufacturer of the version
number of the associated KM

9.2.1.1, CSM_10&ach motion sensor| CSM_10&ach motion sensor

CSM_108 manufacturer shall generate § manufacturer shall generate g
unique seriahumber for unique serial number for
every motion sensor, and shal every motion sensor, ahshall
send all serial numbers to its | send all serial numbers to its
Member State Certificate Contracting Partyertificate
Authority. The MSCA shall Authority. The MSCA shall
encrypt each serial number | encrypt each serial number
separately with the separately with the
identification key KID and shg identification key KID and sha
return the encrypted serial return the encrypted serial
number to the motion sesor | number to the motion sensor
manufacturer. For each manufacturer. For each
encrypted serial number, the | encrypted serial number, the
MSCA shall notify the motion | MSCA shall notify the motion
sensor manufacturer of the sensor manufacturer of the
version number of the version number of the
associated KID. associated KID.

9.2.1.1, CSM_111n addition to the CSM_111n addition to the

CSM_111 AESbased cryptographic AESbhased cryptographic
material specified in material specified in
CSM_110, a motion sensor | CSM_110, a motion sensor
manufacturer may Bo store | manufacturer may also store
in each motion sensor the in each motion sensor the
TDESased cryptographic TDESased cryptographic
material specified in material specified in
requirement CSM_037 in Par{ requirement CSM_037 in Parf
A of this Appendix. A of thisSubappendix

9.2.1.2, CSM_114t least one year CSM_114t least one year

CSM_114 before generating a new before generating a newoot

European root key pair, as
described in CSM_56, the
ERCAhall generate a new
motion sensor master key KM
by generating a new KMU
and KMWC. The length of the
motion sensor master key
shall be linked to the foreseer
strength of the new European
root key pair, according to
CSM_50. The ERCA shall
communicate tke new KM,
KMVU and KMN/C to the

MSCAs upon their request,

key pair, as described in
CSM_56, the ERCA shall
generate a new motion senso
master key KM by generating
a new KMVU and KMWN/C.
The length of the motion
sensor master key shall be
linked to the foreseen
strength of the new European
root key pair, according to
CSM_50. The ERCA shall
communicate the new KM,
KMVU and KMNC to the

MSCAs upon their request,
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together with their version
number.

together with their version
number.

9.2.2.1, CSM_120he DSRC master | CSM_120he DSRC master

CSM_120 key KMDSRC shall be an AEy key KMDSRC shall be an AE{
key that is securely generated key that is securely generated
stored and distributed by the | stored and distributed by the
ERCA. The key length may b§ ERCA. The key length may bg
128, 192 or 256 bits and shall| 128, 192 or 256 bits and shall
be linked to the length of the | be linked to the length of the
Euopean root key pair, as root key pair, as described in
described in CSM_50. CSM_50.

9.2.2.1, CSM_12TThe ERCA shall CSM_121TThe ERCA shall

CSM 121 communicate the DSRC communicate the DSRC
master key to Member State | master key taContracting
Certificate Authorities upon PartyCertificate Authorities
their request in a secure upon their request in a secure
manner, to allow them to manner, to allow thento
derive VUspecific DSRC keys| derive VUspecific DSRC keys
and to ensure that th®®SRC | and to ensure that the DSRC
master key is inserted in all | master key is inserted in all
control cards and workshop | control cards and workshop
cards issued under their cards issued under their
responsibility. responsibility.

9.2.2.1, CSM_12%or every vehicle CSM_12%or every vehicle

CSM_123 unit, the vehicle unit unit, the vehicle unit
manufacturer shall create a | manufacturer shall create a
unique VU serial number and| unique VU serial number and
shall send this number to its | shall send this number to its
Member State Certificate Contracting Partfertificate
Authority in a request to Authority in a request to
obtain a set of two Vi$pecific | obtain a set of two Vi$pecific
DSRC keys. The VU serial DSRC keys. The VU serial
number shall have data type | number shall have data type
VuSerialNumber. VuSerialNumber.

9.2.2, Note: Note:

CsSM 123 wThis VU serial number shall| wThis VU serial number shall
be identical to the be identical to the
vuSerialNumber element of | vuSerialNumbr element of
Vuldentification, see Appendij Vuldentification, se&Sub
1 and to the Certificate Holde| appendixl and to the
wSTSNBYyOS Ay | Certificate Holder Reference i
certificates. GKS +! Qa OSNJI

9.2.2.2, CSM_13@®\t least two years | CSM_13@\t least two years

CSM_130 before generating a new before generating a newoot

European root key pair, as
described in CSM_56, the
ERCA shall generate a new
DSRC master key. The length
of the DSRC key shall be link
to the foreseen strength of
the new European root key

pair, according to Q% 50.

key pair, as described in
CSM_56, the ERCA shall
generate a new DSRC maste
key. The length of the DSRC
key shall be linked to the
foreseen strength of the new
root key pair, according to
CSM_50. The ERCA shalll
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The ERCA shall communicatg
the new DSRC master key to
the MSCAs upon their reques
together with its version
number.

communicate the new DSRC
master key to the MSCASs upd
their request, together with its
version number.

9.3.1, CSM_134All certificates in the| CSM_134ll certificates in the

CSM_134 European Smart Tachograph| EurepeanSmart Tachograph
system shall be self system shall bselt
descriptive, careverifiable descriptive, careverifiable
(CV) certificates according to| (CV) certificates according to
[ISO 78164] and [ISO 7818]. | [ISO 781&4] and [ISO 7818].

9.3.2, Table 4, title Table 4, title

CSM_136 ASN.1 data type ASN.1 data type
(see Appendix 1) (seeSubappendixl)

9.3.2, Note: the Field ID will based | Note: the Field ID will be useq

CSM_136 in later sections of this in later sections of thiSub
Appendix to indicate appendixto indicate individual
individual fields of a fields of a certificate, e.qg.
certificate, e.g. X.CAR is the | X.CAR is the Certificate
Certificate Authority Authority Reference
Reference mentioned in the | mentioned in the certificate of
certificate of user X. user X.

9.3.2.3, CSM_141Trhe Certificate CSM_141TThe Certificas

CSM_141 Holder Authorisation shall be | Holder Authorisation shall be
used to identify the type of used to identify the type of
certificate. Itconsists of the siy certificate. It consists of the si
most significant bytes of the | most significant bytes of the
Tachograph Application ID, | Tachograph Application ID,
concatenated with the concatenated with the
equipment type, which equipment type, which
indicates the type of indicates the type of
equipment for which the equipment for which the
certificate is intended. In the | certificateis intended. In the
case of a VU certificate, a case of a VU certificate, a
driver card certificate or a driver card certificate or a
workshop card certificate, the| workshop card certificate, the
equipment type is also used t{ equipment type is also used t
differentiate between a differentiate between a
certificate for Mutual certificate for Mutual
Authentication and a Authentication and a
certificate for creating digital | certificate for creating digital
signatures (see section 9.1 ar| signatures (sesection 9.1 and
Appendix 1, data type Subappendixl, data type
EquipmentType). EquipmentType).

9.3.2.5, CSM_145 For card CSM145  For card

CSM_145 certificates and external GNS| certificates and external GNS

facility certificates, the
Certificate Holder Reference
shall have the
ExtendedSerialNumber data
type specified in Appendix 1.

facility certificates, the
Certificate Holder Reference
shall have the
ExtendedSerialNumber data
type specified irSubappendix

1.
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9.3.2.5, CSM_146 For vehicle CSM_146 For vehicle
CSM_146 units, the manufacturer, when units, the manufacturer, when
requesting a certificate, may | requesging a certificate, may
or may not know the or may not know the
manufacturerspecific serial manufacturerspecific serial
number of the VU for which | number of the VU for which
that certificate and the that certificate and the
associated private key is associated private key is
intended. In the first case, the| intended. In the first case, the|
Certificate Holder Refence Certificate Holder Reference
shall have the shall have the
ExtendedSerialNumber data | ExtendedSerialNumber data
type specified in Appendix 1. | type specified irSubappendix
In the latter case, the 1. In the latter case, the
Certificate Holder Reference | Certificate Holder Reference
shall have the shall have the
CertificateRequestID data typ| CertificateRequestID data typ
specified in Appendix 1. specified in Appendix 1.
9.3.2.5, Note: For a card certificate, | Note: For a card certificate,
CSM_146 the value of the CHR shall be| the value of the CHR shall be
equal to the value othe equal to the valuef the
cardExtendedSerialNumber ir| cardExtendedSerialNumber in
EF_ICC; see Appendix 2. For| EF_ICC; seaubappendix2.
EGF certificate, the value of | For an EGF certificate, the
the CHR shall be equal to the| value of the CHR shall be
value of the equal to the value of the
sensorGNSSSerialNumber in| sensorGNSSSerialNumber in
EF_ICC; see Appendix 14. Fq EF_ICC; seaubappendix14.
VU certificate, the value of thg For a VU certificate, the value
CHR shall be equal to the of the CHR shall be equal to
vuSrialNumber element of the vuSerialNumber element
Vuldentification, see Appendij of Vuldentification, se&ub
1, unless the manufacturer appendixl, unless the
does not know the manufacturer does not know
manufacturerspecific serial the manufacturerspecific
number at the time the serial number at the time the
certificate is requested. certificate is requested.
9.3.2.5, CSM_147 ForERCAand | CSM_147 For ERCA and
CSM_147 MSCA certificates, the MSCA certificates, the
Certificate Holder Reference | Certificate Holder Reference
shall have the shall have the
CertificationAuthorityKID datal CetificationAuthorityKID data
type specified in Appendix 1. | type specified irBubappendix
1.
9.3.3, CSM_152 In addition to the | CSM_152 In addition to the
CSM_152 data in CSM_151, an MSCA | data in CSM_151, an MSCA

shall send the following data
in a certificate request to the
ERCA, allowing the ERCA to
create the Certificate Holder

shall send the following data
in a certificate request to the
ERCA, allowing the ERCA to
create the Certificate Holder
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Reference of the new MSCA
certificate:

- The numerical nation code o
the Certification Authority
(data type NationNumeric
defined in Appendix 1)

- The alphanumerical nation
code of the Certification
Authority (data type
NationAlpha defined in
Appendix 1)

- The byte serial number to
distinguish the different keys
of the Certification Authority
in the case keys are changed

- The twabyte field containing
Certification Authority specific
additional info

Reference of the new MSCA
certificate:

- The numerical nation code o
the Certification Authority
(data type NationNumeric
defined inSubappendix1)

- The alphanumerical nation
code of the Certification
Authority (data type
NationAlpha defined in
Appendix 1)

- The byte serial number to
distinguish the different keys
of the Certification Authority
in the case keys are changed

- The twobyte field containing
Certification Authority specific
additional info

10.1, CSM_15%n a high level, CSM_15%n a high level,

CSM_155 secure communication secure communication
between a vehicle unit and a | between a vehicle unit and a
tachograph card shall be tachograph card shall be
based on the following steps:| based on the following steps:
- First, each party shall | - First, each party shall
demonstrate tothe other that | demonstrate to the other that
it owns a valid public key it owns a valid public key
certificate, signed by a certificate, signed by a
Member State Certificate Contracting Partyertificate
Authority. In turn, the MSCA | Authority. In turn, the MSCA
public key certificate must be | public key certificate must be
signed by the European root | signed by the European root
certificate authority. This step| certificate authority. This step
is called certificate chain is called certificate chain
verification arl is specified in | verification and is specified in
detail in section 10.2 detail in section 1@

10.2.1, CSM_157 Vehicle units shall | CSM_157 Vehicle units shall

CSM_157 use the protocol depicted in | use the protocol depicted in

Figure 4 for verifying a

01 OK2 3N LK OF
chain. For every certificate it
reads from the card, the VU
shall verify that the Certificate
Holder Authorisation (CHA)
field is correct:

Figure 4 for verifying a

01 OK23IN¥ LK Ol
chain. For every certificate it
reads from the card, the VU
shall verify that the Certificate
Holder Authorisatio{CHA)
field is correct:
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- The CHA field of the Card
certificate shall indicate a carq
certificate for mutual

authentication (see Appendix
1, data type EquipmentType).

- The CHA of the Card.CA
certificate shall indicate an
MSCA.

- The CHA of the Card.Link
certificate shall indicate the
ERCA

- The CHA field of the Card
certificate shall indicate a carg
certificate for mutual
authentication (se&ub
appendixl, data type
EquipmentType).

- The CHA of the Card.CA
certificate shall indicate an
MSCA.

- The CHA of th€ard.Link
certificate shall indicate the
ERCA

10.2.1,
CSM_157

Notes toError! Reference
source not found.

- The Card
certificates and
public keys

mentioned in theg
figure are tlose for

mutual
authentication.
Section Error!
Reference source

not found. denotes
these as Card_MA.

- The Card.CA
certificates ana
public keys

mentioned in the
figure are those fo
signing card
certificates and it ig
indicated in the
CAR of the Card
certificate. Sectior
Error!  Reference
source not found.
denotes these &
MSCA Card.

- The Card.CA.EUR
certfficate
mentioned in the
figure is the
European roo
certificate that ig
indicated in the
CAR of the

Card.CA certificate,

Notes toError! Reference
source not found.

- The Card
certificates and
public keys
mentioned in the
figure are those for
mutual
authentication.
Section Errar!
Reference sourcq

not found. denotes
these as Card_MA.

- The Card.C/
certificates and
public keys
mentioned in the
figure are those for
signing card

certificates and it ig
indicated in the CAR
of the Card
certificate. Section
Error!  Reference
source not found.
denotes these aj
MSCA_Card.

- The Card.CA.EU
certificate
mentioned in the
figure is the root
certificate that is
indicated in the CAR
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- The
certificate
mentioned in the
figure 5
link certificate, if
present. As
specified in sectior
Error!  Reference
source not found,
this is a link
certificate for a new
European root key
pair created by thg
ERCA and signeq

Card.Link

by the previoug
European  privatg
key.

- The Card.Link.EUR
certificate is the
European roo
certificate that s
indicated in the
CAR of the
Card.Link
certificate.

of the
certificate.

- The
certificate
mentioned in the
FAIdzZNBE A §
link certificate, if
present. As
specified in section
Error!  Reference
source not found,
this is a link
certificate for a new|
root key pair
created by the ERC
and signed by the
previous root
private key.

- The Card.Link.EU
certificate is the
root certificate that
is indicated in the
CAR of the Card.Lir
certificate.

Card.CA

Card.Lin}

10.2.2,
CSM_161

CSM_161 Tachograph cards
shall use the protocol depicte
AY CAIdzNBE p 7
certificate chain. For every
certificate presented by the
VU, the card shall verify that
the Certification Holder
Authorisation (CHA) field is
correct:

- The CHA of the VU.Link
certificate shall indicate the
ERCA.

- The CHA of the VU.CA
certificate shall indicate an
MSCA.

- The CHA field of the VU
certificate shall indicate a VU
certificate for mutual
authentication (see Appendix
1, data type EquipmentType).

CSM_161 Tachograph cards
shall use the protocol depicte
AY CA3IdzNBE p 7
certificate chain. For every
certificate presented by the
VU, the card shall verify that
the Certification Holder
Authorisation (CHA) field is
correct:

- The CHA of the VU.Link
certificate shall indicate the
ERCA.

- The ®GA of the VU.CA
certificate shall indicate an
MSCA.

- The CHA field of the VU
certificate shall indicate a VU
certificate for mutual
authentication (seesub
appendixl, data type

EquipmentType).
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10.2.2, Notes to Figure 5: Notes to Figure 5:

CSM_161
- The VU certificateand | - The VU certificates and
public keys mentioned in the | public keys mentioned in the
figure are those for mutual figure are those for mutual
authentication. Section 9.1.4 | authentication. Section 9.1.4
denotes these as VU_MA. denotesthese as VU_MA.
- The VU.CA certificates| - The VU.CA certificates
and public keys mentioned in| and public keys mentioned in
the figure are those for signin( the figure are those for signin
VU and external GNSS facility VU and external GNSS facility
certificates. Section 2.3 certificates. Section 9.1.3
denotes these as MSCA_VU | denotes these as MSCA_ VU
EGF. EGF.
- The VU.CA.EUR - The VU.CA.EUR
certificate mentioned in the certificate mentioned in the
figure is the European root | figure is theroot certificate
certificate that is indicated in | that is indicated in the CAR of
the CAR of the VU.CA the VU.CA certificate.
certificate.

- The VU.Link certificate
- The VU.Link certificate| mentioned in the figure is the
mentioned in the figureisthe| + ! Q&4 t Ay {1 OSNJ
1 Qa t Ayl OSNJ Asspecified in section 9.1.2,
As specified in section 9.1.2, | this is a link certificate for a
this is a link certificate for a newroot key pair created by
new European root key pair | the ERCA and signed by the
created by the ERCA and previousroot private key.
signed by the previous
European private key. ) The VU Link EUR
) certificate is theroot

o The _VU.Lmk.EUR certificate that is indicated in
certlflcat_e_ is the European the CAR of the VU.Link
_roo_t certlfl_cate that is eErliieaie.
indicated in the CAR of the
VU.Link certificate.

10.2.2, CSM_163 The VU shall use tf CSM_163 The VU shall use tl

CSM_163 MSE: Set AT command to sef MSE: Set AT command to set

its public key for ge in the
tachograph card. As specified
in Appendix 2, this command
contains an indication of the
cryptographic mechanism tha
will be used with the key that
is set. This mechanism shall &
We! | dziKSYdAO
ECDSA algorithm, in
combination withthe hashing
algorithm linked to the key

its public key for use in the
tachograph card. As specified
in Subappendix2, this
command contains an
indication of the cryptographig
mechanism that will be used
with the key that is set. This
YSOKI yA&aY &Kl
Authentication using the
ECDSA algorithm, in
combination with the hashing
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arl S 2F GKS x| algorithm linked to the key
LI ANE | a &LISO]sizeofthet! Qa ! ga
LI ANE & &aLlso

10.5.1, CSM_182 Except when CSM_182 Except when

CSM_182 reading from a file with accesy reading from a file with acces
condition SMRRENGMAGG2 | condition SMRENGMAGG2
(see Appendix 2, section 4), | (seeSubappendix2, section
Secure Messaging shall be | 4), Secure Messaging shall bg
used in authenticatioronly used in authenticatioronly
mode. In this mode, a mode. In this mode, a
cryptographic checksum cryptographic checksum
(a.k.a. MAC) is added to all | (a.k.a. MAC) is added to all
commands and responses to| commands and responses to
ensure message authenticity | ensure message authenticity
and integrity. and integrity.

10.5.2, Note: As specified in Agpdix | Note: As specified in Appendi

CSM_188 2, tachograph cards may 2, tachograph cards may
support the READ BINARY ai support the READ BINARY al
UPDATE BINARY command | UPDATE BINARY command
gAGK Yy 2RR L|gAGK Iy 2RR L
NBEALIP W5TQ0d (NBAaLID Wsconimanm
variants are required to read | variants are required to read
and update files with more and update files with more
than 32768 bytes or more. In | than 32768 bytes or more. In
case such a variant is used, a case such a variant is used, &
dataz 6 2S04 @AGK|RIGlI 202500 ¢
be used instead of an object | be used instead of an object
GAGK G113 WymQ(oeAdK G BubWy mQ
for more information. appendix2 for more

information.
10.5.2, CSM_190 APDUs protected § CSM_190 APDUs protected b
CSM_190 Secure Messaging shall be | Secure Messaging shall be

created as follows:

- The command header shall
be included in the MAC
calculation, therefore value
Wn/ Qakrkftt o8
byte CLA.

- As specified in Appendix 2,
INS bytes shall beven, with
the possible exception of odd
INS bytes for the READ BINA|
and UPDATE BINARY
commands.

- The actual value of Lc will b

Y2RATASR G2 |

created as follows:

- The command hegder shall
be included in the MAC
calculation, therefore value
Yn/ Qakrkftt o8
byte CLA.

- As specified itsubbappendix
2, all INS bytes shall be even,
with the possible exception of]
odd INS bytes for the READ
BINARY and UPDATE BINAR
commands.

- The actual value of Lc will bg

Y2RAFASR G2 |
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application of secure
messaging.

- The Data field shall consist ¢
SM data objects.

- In the protectel command
APDU the new Le byte shall i
asSd d2 wnnQo
202S00 YpTQ &
the Data field in order to
convey the original value of
Le.

application of secure
messaging.

- The Data field shall consist ¢
SM data objects.

- In the protected command
APDU the new Le byte shall 4
asSid d2 wnnQo
202S0G Wigctuded ia
the Data field in order to
convey the original value of
Le.

11.1, CSM_200 For communicatiof CSM_200 For communication
CSM_200 between a vehicle unit and an between a vehicle unit and an
EGF, APDU commands and | EGF, APDU commands and
responses based on [ISO 781 responses based on [ISO 781
4] and [ISO 7818] shall be 4] and [ISO 7818] shall be
used. The exact structure of | used. The exact structure of
these APDUs is defined in these APDUs is defined Sub
Appendix 2 of this Annex. appendix2 of thisAppendix
11.3.2, Notes to Figure 4 within this | Notes to Figure 4 within this
CSM_206 context: context:

- Communication control is
out of the scope of this
Appendix. However, an EGF
not a smart card and hence
the VU will probably not send
a Reset to initiate the
communicationand will not
receive an ATR

- The Card certificates and
public keys mentioned in the
figure shall be interpreted as
GKS 9DCQa OSNJ
public keys for mutual
authentication. Section 9.1.6
denotes these as EGF_MA.

- The Card.CA certificates anc
public keys mentioned in the
figure shall be interpreted as
GKS a{/!'Qa OS
public keys for signing EGF
certificates. Section 9.1.3
denotes these as MSCA VU
EGF.

- The Card.CA.EUR certificate
mentioned in the figure shall
be interpreted as the
Eulopean root certificate that
is indicated in the CAR of the

MSCA_VLEGF certificate.

- Communication control is
out of the scope of thiSub
appendix However, an EGF ig
not a smart card and hence
the VU will probably not send
a Reset to initiate the
communication and will not
receive an ATR.

- The Card certificates and
public keysnentioned in the
figure shall be interpreted as
GKS 9DCQa OSN]
public keys for mutual
authentication. Section 9.1.6
denotes these as EGF_MA.

- The Card.CA certificates and
public keys mentioned in the
figure shall be interpreted as
i KS a {etificaes an®
public keys for signing EGF
certificates. Section 9.1.3
denotes these as MSCA VU
EGF.

- The Card.CA.EUR certificate
mentioned in the figure shall
be interpreted as theoot
certificate that is indicated in
the CAR of the MSCA \AGF
certificate.

118




Informal document No. 2

- The Card.Link certificate
mentioned in the figure shall
0S AYUSNLINEGS
link certificate, if present. As
specified in section 9.1.2, this
is a link certifica¢ for a new
European root key pair
created by the ERCA and
signed by the previous
European private key.

- The Card.Link.EUR certificat
is the European root
certificate that is indicated in
the CAR of the Card.Link
certificate.

- Instead of the
cardExteneédSerialNumber,
the VU shall read the
sensorGNSSserialNumber
from EF ICC.

- Instead of selecting the
Tachograph AID, the VU shal
select the EGF AID.
-WLIY2NB /| NRQ
AYUSNIINBGSR |

- The Card.Link certificate
mentioned in the figure shall
0S AYUSNLINBGS
link certificate, if present. As
specified in section 9.1.2, this
is a link certificate for a new
root key pair created by the
ERCA and signed by the
previous Europan private
key.

- The Card.Link.EUR certificaf
is theroot certificate that is
indicated in the CAR of the
Card.Link certificate.

- Instead of the
cardExtendedSerialNumber,
the VU shall read the
sensorGNSSserialNumber
from EF ICC.

- Instead of selectinthe
Tachograph AID, the VU shal
select the EGF AID.
-WLIY2NB /| NRQ
AYUiSNILINBGSR |

11.3.2,
CSM_208

Notes to Figure 5 within this
context:

- The VU shall generate a freg
ephemeral key pair using the
domain parameters in the EG
certificate.

- The VU certificates and
public keys mentioned in the
figure are those for mutual
authentication. Section 9.1.4
denotes these as VU_MA.

- The VU.CA certificates and
public keys mentioned in the
figure are those for signing V|
and external GNSfacility
certificates. Section 9.1.3
denotes these as MSCA VU
EGF.

- The VU.CA.EUR certificate
mentioned in the figure is the
European root certificate that
is indicated in the CAR of the
VU.CA certificate.

- The VU.Link certificate
mentioned in the figee is the
1 0a fAyl OSN]

As specified in section 9.1.2,

Notes to Figure 5 within this
context:

- The VU shall generate a freg
ephemeral key pair using the
domain parameters in the EG
certificate.

- The VU certificates and
public keysnentioned in the
figure are those for mutual
authentication. Section 9.1.4
denotes these as VU_MA.

- The VU.CA certificates and
public keys mentioned in the
figure are those for signing V|
and external GNSS facility
certificates. Section 9.1.3
denotes thes as MSCA VU
EGF.

- The VU.CA.EUR certificate
mentioned in the figure is the
root certificate that is
indicated in the CAR of the
VU.CA certificate.

- The VU.Link certificate
mentioned in the figure is the
+! Qa tAyl OSNJI

As specified isection 9.1.2,
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this is a link certificate for a
new European root key pair
created by the ERCA and
signed by the previous
European private key.

- The VU.Link.EUR certificate
the European rootertificate
that is indicated in the CAR of
the VU.Link certificate.

this is a link certificate for a
newroot key pair created by
the ERCA and signed by the
previousroot private key.

- The VU.Link.EUR certificate
the root certificate that is
indicated in the CAR of the
VU.Link certificate.

11.3.3, Note that Figure 11 in essenc| Note that Figure 11 in essenc

CSM_211 consists of the first steps consists of the first steps
shown in Figure 4 and Figure| shown in Figure 4 and Figure
5. Again, note that since an | 5. Again, note that since an
EGF is not a smart card, the | EGF is not a smart card, the
VU will probably not send a | VU will probably not send a
Reset to initiate the Reset to initiate the
communication and will not | communicationand will not
receive an ATR. In anysea receive an ATR. In any case
this is out of the scope of this| this is out of the scope of this
Appendix. Subappendix

12.3, Note: in [ISO 16843], the Note: in [ISO 16843], the

CSM_220 number of plaintext data number of plaintext data
bytes is always a multiple of § bytes is always a multiple of §
such that padding is not such that padding is not
necessary when using TDES.| necessary whe using TDES.
The definitionof data and The definition of data and
messages in [ISO 1688%is messages in [ISO 1688%is
not changed by this part of not changed by this part of
this Appendix, thus this Subappendix thus
necessitating the application | necessitating the application
of padding. of padding.

12.4, CSM_222As explained in CSM_222As explained in

CSM_222 section 9.2.1, a second section 9.2.1, a second
generation motion sensor may generation motion sensor maj
contain the TDEBased contain the TDEBased
encryption of the pairing data| encryption of the pairing data
(as defined in Part A of this | (as defined in Part A of this
Appendix), which allows the | Subappendiy, which allows
motion sensor to be paired to| the motion sensor to be
a firstgeneration VU. If this is| paired to a firstgeneration
the case, a firsgeneration VU | VU. If this is the ca&s a first
and a secondjeneration generation VU and a second
motion sensor shall bpaired | generation motion sensor
as described in Part A of this | shall be paired as described i
Appendix and in [ISO 16844 | Part A of thisSubappendix
3]. For the pairing process and in [ISO 16843]. For the
either a firstgeneration or a | pairing process either a first
secondgeneration workshop | generation or a seconrd
card may be used. generation workshop card

may be used.
131 As pecified in Appendix 14, a| As specified in Appendix 14, g

VU regularly generates

VU regularhgenerates
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Remote Tachograph
Monitoring (RTM) data and
sends this data to the (interng
or external) Remote
Communication Facility (RCF
The remote communication
facility is responsible for
sending this data over the
DSRC interface described in
Appendix 14 to the remote
interrogator. Appendix 1
specifies that the RTM data ig
the concatenation of:
w Encrypted tachograph
payload the encryption
of the plaintext tachograph
payload
W DSRC security data
described below

Theplaintext tachograph
payload data format is
specified in Appendix 1 and
further described in Appendix
14. This section describes the
structure of the DSRC securit
data; the formal specification
is in Appendix 1

Remote Tachograph
Monitoring (RTM) data and
sends this data to the (interna
or external) Remote
Communication Facility (RCF
The remote communication
facility is responsible for
sending this data over the
DSRC interface described in
Subappendx 14 to the
remote interrogator.Sub
appendixl specifies that the
RTM data is the concatenatio
of:
w Encrypted tachograph
payload the encryption
of the plaintext tachograph
payload
W DSRC security data
described below

The plaintext tachograph
payload cta format is
specified inSubappendixl
and further described isub
appendix14. This section
describes the structure of the
DSRC security data; the form
specification is irsub
appendixl

13.2,
CSM_226

CSM_226 Given a plaintext
data element withdata type
TachographPayload as
described in Appendix 14, a
VU shall encrypt this data as
aK2gy Ay CA3ddz
DSRC key for encryption
K_VUDSRC_ENC (see sectid
9.2.2) shall be used with AES
in the Cipher Block Chaining
(CBC) mode of operation, as
defined in [ISO 10116], with
an interleave parameter m =
1. The initialization vector
shall be equal to IV = current
RIGS GAYS puyp
nn nn an nnQ
where current date time and
counter are specified in
CSM_224. The data to be
encryptedshall be padded

CSM_226 Given a plaintext
data element with data type
TachographPayload as
described irSubappendix14,
a VU shall encrypt this data a
aK2gy Ay CA3dz
DSRC key for encryption
K_VUDSRENC (see section
9.2.2) shall be used with AES
in the Cipher Block Chaining
(CBC) mode of operation, as
defined in [ISO 10116], with
an interleave parameter m =
1. The initialization vector
shall be equal to IV = current
RFGS GAYS puyp
o0o0onn nnQ pp Qg
where current date time and
counter are specified in
CSM_224. The data to be
encrypted shall be padded
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using method 2 defined in [IS
9797-1].

using method 2 defined in [IS
9797-1].

13.3, CSM_228Vhen a remote CSM_228Vhen a remote

CSM_228 interrogator receives RTM interrogator receives RTM
data from a VU, it shall send | data from a VU, it shall send
the entire RTM data to a the entire RTM data to a
control card in the data field | control card in the data field
of a PROCESS DSRC MESS| of a PROCESS DSRC MESS
command, as described in command, as described in
Appendix 2. Then: Subappendix2. Then:
1. The control card shall 1. The control card shall
inspect the DSRC master key| inspect the DSRC master key
version number in the DSRC | version humber in the DSRC
security data. If the control security data. If the control
card does not knowtte card does not know the
indicated DSRC master key, i| indicated DSRC master key, i
shall return an error specified| shall return an error specified
in Appendix 2 and abort the | in Subappendix2 and abort
process. the process.
2.The control card shall use | 2. The control card sHbuse
the indicated DSRC master k¢ the indicated DSRC master kg
in combination with the VU in combination with the VU
serial number or the serial number or the
certificate request ID in the | certificate request ID in the
DSRC security tato derive DSRC security data to derive
the VUspecific DSRC keys the VUspecific DSRC keys
K_VUDSRC_ENC and K_VUDSRC_ENC and
K_VUDSRC_MAC, as specifiif K VUDSRC_MAC, as specifi
in CSM_124. in CSM_124.
3. The control card shall use | 3. The control card shall use
K_VUDSRC_MAC to verify thh K_ VUDSRC_MAC to verify th
MAC in the DSRC security MAC in the DSRC security
data, as specified in CSM_22| data, as specified in CSM_22
If the MAC is incorrect, the If the MAC is incorrect, the
control card shalteturn an control card shall return an
error specified in Appendix 2 | error specified irSub
and abort the process. appendix2 and abort the
4.The control card shall use | process.
K_VUDSRC_ENC to decrypt | 4. The control card shall use
encrypted tachograph K_VUDSRC_ENC to decrypt
payload, as specified in encrypted tachograph
CSM_226. The control card | payload, as specified in
shall remove the padding and| CSM_226. The control card
shall return the decrypted shall remove the padding and
tachogiaph payload data to shall return the decrypted
the remote interrogator. tachograph payload data to

the remote interrogator.
18,3, Notes: Notes:
CSM_229 () This requires the W This requires the

remote interrogator to have
anaccurate and reliable

source of time.

remote interrogator to have
an accurate and reliable
source of time.
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W Since Appendix 14
requires a VU to calculate a
new set of RTM data every 6(
seconds, and the clock of the
VU is allowed to deviate 1
minute from the real time, a
lower limit for the freshness o
the RTM data is 2 mires.
The actual freshness to be
required also depends on the
accuracy of the clock of the
remote interrogator.

W SinceSubappendix14
requires a VU to calcukaa
new set of RTM data every 6(
seconds, and the clock of the
VU is allowed to deviate 1
minute from the real time, a
lower limit for the freshness o
the RTM data is 2 minutes.
The actual freshness to be
required also depends on the
accuracy of the cldcof the
remote interrogator.

13.3, CSM _230 Whena CSM_230 Whena

CSM_230 workshop verifies the correct | workshop verifies the correct
functioning of the DSRC functioning of the DSRC
functionality of a VU, it shall | functionality of a VU, it shall
send the entire RTM data send the entire RTM data
received from the VU to a received from tle VU to a
workshop card in the data workshop card in the data
field of a PROCESS DSRC | field of a PROCESS DSRC
MESSAGE&obmmand, as MESSAGE command, as
described in Appendix 2. The| described irSubappendix2.
workshop card shall perform | The workshop card shall
all checks and actions perform all checks and action
specified in CSM_228. specified in CSM_228.

14.1, CSM_23The Intelligent CSM_23The Intelligent

CSM_231 Dedicated Equipment (IDE) | Dedicated Equipment (IDE)
shallstore data received from | shall store data received from
a VU or a card during one a VU or a card during one
download session within one | download session within one
physical data file. Data may b| physical data file. Data may b
stored on an ESM (external | stored on an ESM (external
storage medium). This file storage medium). This file
contains digital signatures contains digital signatures
over data blocks, as specified| over data blocks, as specified
in Appendix 7. This file shall | in Subappendix7. This file
also contain the following shall also contain the followin
certificates (refer to section certificates (refer to section
9.1): 9.1):

14.1, CSM_23Zhe IDE shall also | CSM_23Zhe IDE shall also

CSM_232 dispose of. dispose of.

- In case iuses a control card
to verify the signature, as
shown in Figure 13: The link
certificate linking the latest
EUR certificate to the EUR
certificate whose validity
period directly precedes it, if
existing.

- In case it verifies the
signature itself: all vai

European root certificates.

- In case it uses a control carg
to verify the signature, as
shown in Figure 13: The link
certificate linking the latest
EUR certificate to the EUR
certificate whose validity
perioddirectly precedes it, if
existing.

- In case it verifies the
signature itself: all validoot
certificates.
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14.1,
CSM_232

Note: the method the IDE use
to retrieve these certificates ig
not specified in this Appendix

Note: the method the IDE use
to retrieve these certificates ig
not specified in thiSub
appendix

14.3,
CSM_234

CSM_234n IDE may perform
verification of a signature ove
downloaded data itself or it
may use a control card for thig
purpose. In case it uses a
control card, signature
verification shall take place ag
shown in Figure 13. For
verifying the temporal validity
of a certificate presented by
the IDE, the control card shall
use its internal current time,
as specified in CSM_167. The
control card shall update its
current time if theEffective
5F4S 2F |y | dz
a2dzNDOS 2F GAY
Y2NB NBOSyid
current time. The card shall
accept only the following
certificates as a valid source (
time:
- Secondgeneration ERCA link
certificates

- SecondgenerationMSCA
certificates

- Secondgeneration VU_Sign
or Card_Sign certificates
issued by the same country a
iKS O2yiNRf O
certificate.

In case it performs signature
verification itself, the IDE shal
verify the authenticity and
validity of all cetificates in the
certificate chain in the data
file, and it shall verify the
signature over the data
following the signature
scheme defined in [DSS]. In
both cases, for every
certificate read from the data
file, it is necessary to verify
that the Certifiate Holder
Authorisation (CHA) field is

correct:

CSM_234An IDE may perform
verification of a signature ove
downloaded data itself or it
may use a control card for thig
purpose. In case it uses a
control card, signature
verification shaltake place as
shown in Figure 13. For
verifying the temporal validity
of a certificate presented by
the IDE, the control card shall
use its internal current time,
as specified in CSM_167. The
control card shall update its
current time if the Effective
DaS 2F |y | dziK
a2dzNOS 2F GAY
Y2NB NBOSyid
current time. The card shall
accept only the following
certificates as a valid source (
time:

- Secondgeneration ERCA link
certificates

- Secondgeneration MSCA
certificates

- Secondgeneration VU_Sign
or Card_Sign certificates
issued by the same country a
GKS O2yiNRft O
certificate.

In case it performs signature
verification itself, the IDE shal
verify the authenticity and
validity of all certifiates in the
certificate chain in the data
file, and it shall verify the
signature over the data
following the signature
scheme defined in [DSS]. In
both cases, for every
certificate read from the data
file, it is necessary to verify
that the Certificate Hioler
Authorisation (CHA) field is
correct:
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- The CHA field of the EQT
certificate shall indicate a VU
or Card (as applicable)
certificate for signing (see
Appendix 1, data type
EquipmentType).

- The CHA of the EQT.CA
certificate shall indicate an
MSQ\.

- The CHA of the EQT.Link
certificate shall indicate the
ERCA.

- The CHA field of the EQT
certificate shall indicate a VU
or Card (as applicable)
certificate for signing (seSub
appendixl, data type
EquipmentType).

- The CHA of the EQT.CA
certificate shall indicate an
MSCA.

- The CHA of the EQT.Link
certificate shall indicate the
ERCA.

14.3,
CSM_234

Notes to Figure 13 :

- The equipment that signed
the data to be analysed is
denoted EQT.

- The EQT certificates and
public keys mentioned in the
figure are those for signing,
i.e. VU_Sign or Card_Sign.

- The EQT.CA certificates and
public keys mentioned in the
figure are those for signing V\
or Card certificates, as
applicable.

- The EQT.CA.EUR certificate
mentioned in the figure is the
European root certificate that
is indicaed in the CAR of the
EQT.CA certificate.

- The EQT.Link certificate
mentioned in the figure is the
gveQa fAyl OS
present. As specified in
section 9.1.2, this is a link
certificate for a new Europear
root key pair created by the
ERCA and signedth the
previous European private
key.

- The EQT.Link.EUR certificat
is the European root
certificate that is indicated in
the CAR of the EQT.Link

certificate.

Notes to Figure 13 :

- The equipment that signed
the data to be analysed is
denoted EQT.

- The EQT certificates and
public keys mentioned in the
figure are those for signing,
i.e. VU_Sign or Card_Sign.

- The EQT.CA certificates and
public keys mentioned in the
figure are those for signing V|
or Card certificates, as
applicable.

- The EQT.CA.EURtificate
mentioned in the figure is the
root certificate that is
indicated in the CAR of the
EQT.CA certificate.

- The EQT.Link certificate
mentioned in the figure is the
gveQa ftAyl OS
present. As specified in
section 9.1.2, this is a link
certificate for a newroot key
pair created by the ERCA ang
signed with the previousoot
private key.

- The EQT.Link.EUR certificat
is theroot certificate that is
indicated in the CAR of the
EQT.Link certificate.

Current image in CSM_010
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European Level
EUR.SK European Private Key
EUR.PK European Public Key

Records of Member State Public keys certified

1 |

MSi.CHR MS..C
MSi.PK EUR.PK

| '

Member State Level (Member State i)

MSi.CHR Member State i Identification
MS;.SK Member State i Private Key
MS;.PK Member $ate i Public Key

MS;.C Certificate of Member State i Public key by EUR
EUR.PK European Public Key

Records of Equipment Public keys certified

t |

EQT,.CHA EQT,.C
EQT,.CHR MS:.C
EQT,.PK EUR.PK

Equipment Level (Equipment j)

EQT;.CHA Equipment j Type
EQT;.CHR Equipment j Identification
EQT;.SK Equipment j Private Key
EQT;.PK Equipment j Public Key

EQT,.C Certificate of Equipment j public Key by MS i
MS;.C Certificate of Member State i Public key by EUR
EUR.PK Europea Public Key

New proposed image
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RootLevel

EUR.SK RootPrivate Key
EUR.PK RootPublic Key
Records ofContracting Partyublic keys certified

1 |

MSi.CHR MS..C
MSi.PK EUR.PK

| '

NationalLevel (Contracting Party)

MSi.CHRContracting Party Identification
MS;.SKContracting Party Private Key
MS;.PKContracting Party Public Key

MS;.CCertificate ofContracting Party Public key by EUR
EUR.PKRootPublic Key

Records of Equipment Blic keys certified

t |

EQT.CHA EQT,.C
EQT,.CHR MS..C
EQT;.PK EUR.PK

Equipment Level (Equipment j)

EQT,.CHA Equipment j Type
EQT;.CHREquipment j Identification
EQT;.SKEquipment j Private Key
EQT;.PKEquipment j Public Key

EQT,.CCertificate of Equipment j public Key byPi
MS;.CCertificate ofContracting Partyi Public key by EUR
EUR.PKRootPublic Key
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V0.220190113

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX 120R AETR

configuration of the Smart
Tachograph with or without
an external GNSS facility, the
provision of accurate and
reliable positioning
information is an essential
element of the effective
operation of the Smart
Tachograph. Therefore, it is
appropriate to require its
compatibility with the services
provided by the Galileo and
European Geostationary
Navigation Overlay Service

(EGNOS) programmes as set

Point or . Proposed text for
article Text Appendix 12 P AETR Comments
TITLE/TABLE To be updated as needed,
OF according to the validated
CONTENTS changes
1 This Appendix provides the | ThisSubappendixprovides References to Regulation (EU)
technical requirements for the the technical requirements forf No. 165/2014 have been
GNSS data used by the Vehiq the GNSS data used by the | suppressed.
Unit, including the protocols | Vehicle Unit, including the
that must be implemented to | protocolsthat must be
assure the secure and correc{ implemented to assure the
data transfer of the secure and correct data
positioning information. transferof the positioning
The main articles in this information.
Regulation (EU) No. 165/2014
driving these requirements
FNBY &! NIAOES
the position of the vehicle at
certain points during the daily
G2NJ Ay 3 LISNR 2
Interface with Intelligent
¢CNF yaLR2 NI {e&a
G! NLAOES mm 5
FT2NJ aYFENL Gl O
1.2 The following acronyms are | The following acronyms are
used in this appendix: usedin thisSubappendix
1.2 -- Add new acronynafter RMC
Recommended Minimum
Specific:
SBAS SatellitBased
Augmentation System
2 Regardless of the To bedeleted.
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out in Regulation (EU) No.
1285/2013 of the European
Parliament and of the Council
The systen established under
the Galileo programme is an
independent global satellite
navigation system and the on
established under the EGNOS
programme is a regional
satellite navigation system
improving the quality of the
Global Positioning System

signal.
2 Footnote 1: To be deleted
Regulation (EU) No.
1285/2013 of the European
Parliament and of the Council
of 11 December 2013 on the
implementation and
exploitation of European
satellite navigation systems
and repealing Council
Regulation (EC) No. 876/200
andRegulation (EC) No.
683/2008 of the European
Parliament and of the Council
(OJ L 347, 20.12.2013, p. 1).
2,GNS_2 GNS_2Manufacturers shall GNS_2 Manufacturers shall
ensure that the GNSS ensure that the GNSS
receivers in the Smart receivers in the smart
Tachographs are compatible | tachographs are compatible
with the positioning service | with the paositioning services
provided by the Galileo and | provided byGPS, GLONASS
the EGNOS systems. and GalileoManufacturers
Manufacturers may also may also choose, in addition,
choose, in addition, compatibility with other
compatibility with other satellite navjation systems.
satellite navigation systems.
2,GNS_3a GNS_3a GNSS receivers may
(new) be also capable of receiving
and processing SBARgnals.
3,GNS 5 GNS_She Vehicle Unit shall | GNS_The Vehicle Unit shall
store in the VU database the | store in the VU database the
position information for position information for
latitude and longitude with a | latitude and longitude with a
resolution of 1/10 of minute | resolution of 1/10 of minute
or 1/600 of a degree as or 1/600 of a degree as
described in Appendix 1 for | described irSubappendixl
type GeoCoordinates. for type GeoCoordinates.
4.2.1, GNS_18 Regarding the GNS_18 Regarding  the
GNS_18 functions 1) the collection an¢ functions 1) the collection an

distribution of GNSS data an

distribution of GNSS data an
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2) the collection of the
configuration data of the
external GNSS facility and

management protocol, the
GNSS Secure Transceiver s
simulate a smart card with

file system arbitecture

composed by a Master Fil
(MF), a Dedicated File (DF) wi
Application Identifier specifieg
in Appendix 1 chapter 6.2 (" K
44 54 45 47 4D") and with 3 E
containing certificates and on
single Elementary File (EF.E(

2) the collection of the
configuration data of the
external GNSS facility and

management protocol, the
GNSS Secure Transceiver s
simulate a smart card with ¢
file system architecture
composed by a Master Fil
(MF), a Dedicated File (DF) wi
Application Identifier specifieg
in Subappendix1 chapter 6.2
(' FF 44 54 45 47 4D") and wi
3 EFs containing certificatg
and one single Eleemtary File

with file identifier equal to | (EF.EGF) with file identifig
WHCHCQ |a RSa(Sljdzrt {2 WHCH
Table 1.

4.2.1, GNS 21 The file GNS 21 The file structure

GNS_21 structure is provided in Table | is provided in Table 1. For th
1. For the access conditions | gccess conditions (ALW, NH
(ALW, NEV, SMAC) see SMMAC) seeSubappendix2
Appendix 2 chapter 3.5. chapter 3.5.

4.2.1, EF.EGF 7th line EFEGF 7th line

GNS_21 Extended seriahumber of the | Extended seriahumber of the
external GNSS facility defineq external GNSS facility defing
in Appendix 1 as in  Subappendix 1 as
SensorGNSSSerialNumber. | sensorGNSSSerialNumber.

4.2.1, EF.EGF 8th line EF.EGFiB line

GNS 21 Operating system identifier of| Operating system identifier o
the GNSS Secure Transceive| the GNSS Secure Transcei
defined in Appendix 1 as defined in Subappendix1 as
SensorOSldentifier. SensorOSIdentifier.

4.2.1, EF.EGF 9th line EF.EGF 9th line

GNS_21 Type @proval number of the | Type gproval number of the
externalGNSS facility defined| external GNSS facility define
in Appendix 1 as in  Subappendix 1 as
SensorExternal GNSSApprovd SensorExternal GNSSApprova
Number. Number.

4.2.1, EF.EGF 10th line EF.EGF 10th line

GNS 21 Identifier of the security Identifier of the security
component of the external component of the external
GNS$Sacility defined in GNSS fality defined inSub
Appendix 1 as appendixl as
SensorExternal GNSSSClden| SensorExternalGNSSSClden
er er

422 GNS_22 The secure GNS_22 The secure

GNS 22 transfer of GNSS position datg transfer of GNSS position dat

shall be allowed only in the
following conditions:

1. The coupling process has
been completed as described

shall be allowed only in the
following conditions:

1. The coupling processab
been completed as described
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in Appendix 11. Common
security mechanisms.

2. The periodic mutual
authentication and session ke
agreement between the VU
and the external GNSS facility
also described in Appendix 11
Common security mechanism)
has been executed with the
indicated frequency.

in Subappendix11l. Common

security mechanisms.

2. The periodic mutua
authentication and session ke
agreement between the VU
and the external GNSS facili
also described iSubappendix
11. Common security
mechanisms has been
executed with the indicated
frequency.

4.2.2, 1. The VU requests 1. The VU  requests

GNS 23 location data from the location data from the Externg
External GNSS facility togethf GNSS facility together wit
with Dilution of Precision data| Dilution of Precision data (fron
(from the GSA NMEA the GSA NMEA sentence). T
sentence). The VU Secure VU Secure Transceiver sh
Transceiver shall use the use the ISO/IEC 78462013
ISO/IEC 7818:2013SELECT | SELECT and READ RECO}
and READ RECORD(S) command in secure messadgi
command in secure messagir| authentication-only mode as
authenticatioronly mode as | described inSubappendix11
described in Appendix 11 section 11.5 with the filg
section 11.5 with the file ARSYUGUATASNI amn
ARSYGATASNI au({ydzyoSNJ Sljdzl f
y dzY o SNJ S| dzI f NMEA sentence an
NMEA sentence and YnHQ>XQnoQZQnan
YnHQ>XQnoQZ Qnn{ NMEA sentence.
NMEA sentence

4.2.2, 3. The GNSS  Secu| 3. The GNSS  Secu

GNS_23 Transceiver sends the | Transceiver sends th
response to the VU Secun response to the VU Secu
Transceiver by using the APL Transceiver by using th&PDU
response message in Secu| response message in secu
messaging authenticatieaonly | messaging authenticaticanly
mode as described in Append| mode as described inSub
11 section 11.5. appendix11 section 11.5.

4.2.2, 6. The VU processor storg 6. The VU processor storg

GNS_23 the received and processe| the received and processe
information such as latitude| information such adatitude,
longitude, time and speed i longitude, time and speed if
the VU in théformat defined in| the VU in the format defined ir
Appendix 1 Data Dictionary g§ Subappendix 1 Data
GeoCoordinates together witf Dictionary as GeoCoordinate
the value of HDOP calculatg together with the value of
as the minimum of the HDO| HDOP calculated as th
values collected on thg minimum of the HDOP valug
available GNSS systems collected on the availablg

GNSS systems
4.2.3 This section describes in detq This section describes in detg

the structure of the Read
Record command. Secul

the structure of the Read
Record commaah. Secure
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messaging (authentication
only mode) is added a
described in  Appendix 1
Common security
mechanisms.

messaging (authentication
only mode) is added a
described inSubappendix11
Common security
mechanisms.

423,
GNS_24

This section describes in detg
the structure of the Reagq
Record command. Secul
messaging  (authentication
only mode) is aded as
described in Appendix 1
Common security
mechanisms.

This section describes in detg
the structure of the Reaq
Record command. Secul
messaging  (authentication
only mode) is added a
described inSubappendix11
Common security
mechanisms.

4.2.3,
GNS_27

GNS_27 The GNSS Secu
Transceiver shall support th
following tachograph
generation 2  commandg
specified in Appendix 2:
CommandReference
Select Appendix 2 chaptel
3.5.1

Read Binary Appendix 2
chapter 3.5.2

Get Challenge Appendix 2
chapter 3.5.4

PSO: Verify Certificatg
Appendix 2 chapter 3.5.7
External Authenticate
Appendix 2 chapter 3.5.9
General Authenticate
Appendix 2 chapter 3.5.10
MSE:SET  Appendix 2
chapter 3.5.11

GNS_27 The GNSS Secu
Transceiver shall support th
following tachograph
generdion 2  commands
specified inSubappendix2:
CommandReference
SelectSubappendix2 chapter
3.5.1

Read BinarySubappendix 2
chapter 3.5.2

Get Challengé&ubappendix2
chapter 3.5.4

PSO: Verify CertificateSub
appendix2 chapter 3.5.7
External Authenticate Sub
appendix2 chapter 3.5.9
General Authenticate Sub
appendix2 chapter 3.5.10
MSE:SET Subappendix 2
chapter 3.5.11

4.3

The coupling, mutua
authentication and session ke
agreement of the externa
GNSS facility with the vehic
unit is described in Appendi
11. Common security
mechanisms, Chapter 11.

The coupling, mutua
authentication and session ke
agreement of the externa
GNSS facility with the vehic
unit is described in Sub

appendix11. Common security
mechanisms, Chapter 11.

4.4, GNS_31]

GNS_31 If the VU detects
that the EGF certificate use
for mutual authentication ig
not valid any longer, the VU
shall generate and record
recording equipment fault of
type EventFaultType enur
Ym. QI 9EGSNY I
certificate expired with a
timestamp equal to the curren
value of time. The VU shall st

GNS 31 If the VU detects]
that the EGF certificate use
for mutual authentication ig
not valid any longer, the VU
shall generate and record
control device fault of type
9@SyGCl dz G¢eLd
External GNSS facilit
certificate expired with &
timestamp equal to the curren
value of time. The VU shall st
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use the received GNSS positi
data.

use the received GNSS positi
data.

7, GNS_35

GNS 35 The VU shal
trigger and record arVehicle
Motion Conflict event (see if
requirement 84 in this Annex
with a timestamp equal to the
current value of time, in cas
motion information calculated
from the motion sensor ig
contradicted by  motion
information calculated from
the internal GNSSeceiver or
from the external GNSS facilit
For the purpose of detectin
such contradictions, the
median value of the spee
differences between these
sources shall be used, §
specified below:

GNS 35 The VU shal
trigger and record an Vehicl
Motion Conflct event (see in
requirement 84 in this
Appendiy with a timestamp
equal to the current value o
time, in case  motion
information calculated from
the  motion sensor iy
contradicted by  motion
information calculated from
the internal GNSS receiver
from theexternal GNSS facility
For the purpose of detecting
such  contradictions, thg
median value of the spee
differences between thes¢
sources shall be used, 4
specified below:
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V0.2 20190113

LIST OF PROPOSED CHANGES TO ANNMEAPPENDIX 1FOR AETR

Point or : Proposed text for
article Text Appendix 13 P AETR Comments

TITLE/TABLY (Title)

OF APPENDIX3. ITS INTERFACHE SUBAPPENDIX3.ITS

CONTENTS INTERFACE

1 This Appendispecifies the ThisSubappendixspecifies
design and the procedures to| the design and the procedes
follow in order to implement | to follow in order to
the interface with Intelligent | implement the interface with
Transport Systems (ITS) as | Intelligent Transport Systems
required in Article 10 of (ITSpsreguiredin-Article10
Regulation (EU) N°. 165/2014 efRegulation{ELU)-N°.
(the Regulation). LEEL0L (he ELL Roculnbian

1 The Regulation specifies that| Fhe-EU-Regulation-specifies
the tachographs of vehicles | that The tachographs of
may be equipped with vehicles may be equipped
standardised interfaces with standardised interfaces
allowing the data recorded or| allowing the data recorded or
produced by tachograph to bg produced by tachograph to be
used in operational mode, by | used in operational mode, by
an external device, provided | an external deviceprovided
that the following conditions | that the following conditions
are met: are met:
(a) the interface does not (a) the interface does not
affect the authenticity and the| affect the authenticity and the
integrity of thedata of the integrity of the data of the
tachograph; tachograph;
(b) the interface complies with (b) the interface complies with
the detailed provisions of the detailed provisions ahis
Article 11 of the Regulation; | Subappendix
(c) the external device (c) the external device
connected to the interface hay conneded to the interface has
access to personal data, access to personal data,
including geopositioning data, including geopositioning data|
only after the verifiable only after the verifiable
consert of the driver to whom | consent of the driver to whom
the data relates. the data relates.

2 The scope of this Appendix is| The scope of thiSub

to specify how applications
hosted on external devices c4g
via aBluetooth® connection
obtain data (the Data) from a
tachograph.

This Appendix specifies:

appendixis to specify how
applicdions hosted on
external devices can via a
Bluetooth® connection obtain
data (the Data) from a
tachograph.

ThisSubappendixspecifies:
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For clarification, this Appendi
does not specify:

The Data available
through the ITS
interface

The Bluetooth®
profile that is used to
transfer the data
The enquiry and
download procedures
and sequence of
operations

The pairing
mechanism between
the tachograph and
the external device
The consent
mechanism available
to the driver

The collection of the
Data operation and
management within
the VU (which shall
be speciied
elsewhere within the
Regulation or
otherwise shall be a
function of product
design).

The form of
presentation of
collected data to
application hosted on
the external device.

Data security
provisions above
what provides
Bluetooth® (such as
encryption)
concerning the
content of the Data
(which shall be
specified elsewhere
within the Regulation
[Appendix 11
Common Security
Mechanisms]).

For clarification, thiSub
appendixdoes not specify:

The Data available
through the ITS
interface

The Bluetooth®
profile that is used to
transfer the data
The enquiry and
download procedures
and sequence of
operations

The pairing
mechanism between
the tachograph and
the external device
The consent
mechanism available
to the driver

The collection of the
Data operatiorand
management within
the VU (which shall
be specified
elsewhere withirthis
Agreementor
otherwise shall be a
function of product
design).

The form of
presentation of
collected data to
application hosted on
the external device.

Data security
provisions above
what provides
Bluetooth® (such as
encryption)
concerning the
content of the Data
(which shall be
specified elsewhere
within this
AgreementSub
appendix11 Common
Security

Mechanisms]).
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- The Bluetooth®
protocols used by the|
ITS interface

- The Bluetooth®
protocols used by the|
ITS interface

21 The following acronyms The following acronyms
and definitions specific to | and definitions specific to
this Appendix are used in | this Subappendixare used
this appendix: in this appendix:
2.1 the Regulation the-Regulation Suppressé definition (not
Regulation (EU) N°. —Regulation(EU)}-N°. needed)
165/2014 of the European 165/2014-of the European
Parliament and of the Council| Raramentand-ofthe-Council
of 4 February 2014 on old-Eobap 2000 0n
tachographs in road transport| tachegraphs-inread-transport
repealing Council Regulation | repealhg-Council-Regulation
(EEC) N°. 3821/85 on {(EEC)N°.3821/85-0n
recording equipment in road | recerding-eguipment-in+road
transport and amending transportand-amending
Regulation (EC) N°. 561/2006 Regulation{(EC)}-N2-561/2006
of the European Rament oHtho-=urescon-Porlomont
and of the Council on the ancebiho-Counclonthe
harmonisation of certain socig harmenisation-ef-certain-socis
legislation relating to road legislation-relating-toread
transport transport
3, title Referenced Regulations and | Referenced standards No references to Regulations
Standards remain
3 The specification defined in | The specification defined in

this Appendix refers to and
depends upon all or parts of
the following regulations and
standards. Within the clauses
of this Appendix the relevant
standards, or relevant clauseg
of standards, are specified. In
the event of anycontradiction
the clauses of this Appendix
shall take precedence.

Regulations and standards
referenced in this Appendix
are:

() Regulation (EU) N°.
165/2014 of the European
Parliament and of the Council
of 4 February 2014 on
tachographs in road transgpt,
repealing Council Regulation

(EEC) N°. 3821/85 on

this Subappendixrefers to
and depends upon all or partg
of the followingregulations
andstandards. Within the
clauses of thiSubappendix
the relevant standards, or
relevant clauss of standards,
are specified. In the event of
any contradiction the clauses
of this Subappendixshall
take precedence.

Regulations-an@tandards
referenced in thiSub

appendixare:
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recording equipment in road
transport and amending
Regulation (EC) N°. 561/2006
of the European Parliament
and of the Council on the
harmonisation of certain socig
legislation relating to road
transpat.

W Regulation (EC) N°.
561/2006 of the European
Parliament and of the Council
of 15 March 2006 on the
harmonisation of certain socig
legislation relating to road
transport and amending
Council Regulations (EEC) N
3821/85 and (EC) No 2135/9§
and repeding Council
Regulation (EEC) N°. 3820/84
W ISO 16844 4 : Road
vehiclesg Tachograph system
¢ Part 4: Can interface

W ISO 16844 7 : Road
vehiclesg Tachograph system
¢ Part 7: Parameters

w Bluetooth®c¢ Serial
Port Profileg V1.2

w Bluetooth®c¢ Core
Version 4.2

W NMEA 0183 V4.1
protocol

legislation-relating-toroad
transport.

w ISO 16844 4 : Road
vehiclesg Tachograph system
¢ Part 4: Can interface

w ISO 16844 7 : Road
vehiclesg Tachograph system
¢ Part 7: Parameters

w Bluetooth®¢ Serial
Port Profileg V1.2

w Bluetooth®¢ Core
Version 4.2

w NMEA 0183 V4.1
protocol

4.1 The VU shall be responsible tf The VU shall be responsible t
keep updated and maintain | keep updated and maintain
the data to be stored in the | the data to be stored in the
VU, without any involvement | VU, without any involement
of the ITSnterface. The of the ITS interface. The
means by which this is means by which this is
achieved is internal to the VU| achieved is internal to the VU
specified elsewhere in the specified elsewhere ithis
Regulation, and is not Agreement and is not
specified in this Appendix. specified in thiSub

appendix

41.1 The VU shall be responsible tf The VU shall be responsible t

update the data that will be
available throughhe ITS
interface at a frequency
determined within VU
procedures, without any
involvement of ITS interface.
The VU data shall be used as
basis to populate and update

the Data, the means by which

update the data that will be
available through the ITS
interface at a frequency
determined within VU
procedures, withotiany
involvement of ITS interface.
The VU data shall be used as
basis to populate and update

the Data, the means by which
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this is achieved is specified
elsewhere in the Regulation o
if there is no such specificatio
is a function of product desigr
and is not specified in this
Appendix.

this is achieved is specified
elsewhere irthis Agreement
or if there is no such
specification is a function of
product design ands not
specified inSubappendix

4.1.2 The content of the Data shall | The content of the Data shall
be as specified in Annex 1 of | be as specified in Annex 1 of
this appendix. this Subappendix

4.1.3 ITS applications will be using | ITS applications will be using
the data madeavailable the data made available
through the ITS interface for | through the ITS interface for
instance to optimize driver instance to optimize driver
activities management while | activitiesmanagement while
respecting the Regulation, to | respectingthe provisions of
detect possible faults of the | this Agreementto detect
tachograph or to use the GNY possible faults of the
data. The specification of the | tachograph or to us¢he GNSS
applications is not within the | data. The specification of the
scope ofthis Appendix. applications is not within the

scope of thisSubappendix

4.2 (39 paragraph) (39 paragraph)
When an external device When an external device
comes within range of the VU| comes within range of the VU
for the first time, the for the first time, the
Bluetooth® pairing process | Bluetooth® pairing process
can be initiated (see also can be initiated (see also
annex 2). The devices share | annex 2). The devices share
their addresses, names, and | their addresses, names, and
profiles and common secret | profiles and common secret
key, which allows them to key, which allows them to
02YR 6KSYS@SNJbondwherS 3SNJ (i KS @
together in the future. Once | together in the future. Once
this step is completed, the this step is completed, the
external device is trusted and| external device is trusted and
is in state to initiate requests | is in state to initiate requests
to download data from the to download data from the
tachograph. It is not foreseen| tachograph. It is not foreseen
to add encryption mechanism| to add encryption mechanism
beyond what Bluetooth® beyond what Bluetooth®
provides. However, if provides. Howver, if
additional security additional security
mechanisms are needed, this| mechanisms are needed, this
will be done in accordance will be done in accordance
with Appendix 11 Common | with Subappendixi1
Security Mechanisms. Common Security

Mechanisms.
4.4, Table 3 | See Annex 3 of this appendix| See Annex 3 of thiSub

for more information about
the content of each data type|

appendixfor more
information about the content
of each data type.
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See Appendix 12 for one
information about the format
and content of GNSS data.
See Annex IB and IC for morg
information about event data
code and faults.

SeeSubappendix12 for more
information about the format
and content of GNSS data.
SeeAppendix IB and Ifor
more information about event
data code and faults.

4.8 ITS units shall be able to ITS units shall be able to
request events data request events data
containing the list of all the containing the list of all the
unexpected events. These unexpected events. These
data areconsidered standard | data are considered standard
or personal, see Annex 3. Theq or personal, see Annex 3. Thé
content of each event is in content of each event is in
accordance with the accordance with the
documentation provided in documentation provided in
Annex 1 of this appendix. Annex 1 of thiSubappendix

Annex 1, See Appendix 12 GNSS SeeSubappendixl2¢ GNSS

point 2

Annex 1, Eventcodes table (available | New table, see at the end of

point 3 without driver consent) thisdocument

Annex 1, Event codes table (available | New table, see at the end of

point 4 with driver consent) thisdocument

Annex 1, Fault codes table (available | New table, see at the end of

point 5 without driver consent) thisdocument

Annex 3, --See Appendix 1 for definition] --SeeSubappendixl for

line 375 of GeoCoordinates definition of GeoCoordinates

Annex 3, IMPORTS NationAlpha FRON IMPORTS NationAlpha FRON

line 389 Appendix1:--See Appendit Subappendix 1--SeeSub

for more information about
NationAlpha-

appendixl for more
information about
NationAlpha-
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Annex 1, point 3
Current table

Event

Storage rules

Data to be recorded per event

Insertion of anonvalid
card

- the 10 most recent events.

date and time of event,

card(s) type, number, issuing
Member State and generation of th
card creating the event.

number of similar events that day

Card conflict

the 10 most recent events.

date and the of beginning of event,
date and time of end of event,
card(s) type, number, issuing
Member State and generation of th
two cards creating the conflict.

Last card session not
correctly closed

the 10 most recent events.

date and time of cairidsertion,
card(s) type, number, issuing
Member State and generation,
last session data as read from the
card:
- date and time of card insertion,
- VRN, Member State of
registration and VU generation.

Power supply
interruption (2)

the longest everfor each of the 10
last days of occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of ar
card inserted at begimg and/or end
of the event,

number of similar events that day.

Communication error
with the remote
communication facility

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time dbeginning of event,
date and time of end of event,
card(s) type, number, issuing
Member State and generation of ar
card inserted at beginning and/or €|
of the event,

number of similar events that day.

Absence of position
information from GNSS
receiver

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generationaofy
card inserted at beginning and/or €|
of the event,

number of similar events that day.

Communication error
with the external GNSS
facility

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Member State and generation of ar
card inserted at beginning and/or €
of the event,

number of similar events that day.
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Motion data error

- thelongest event for each of the 10
last days of occurrence,
- the 5 longest events over the last 3
days.

- date and time of beginning of even

- date and time of end of event,

- card(s) type, number, issuing
Member State and generation of ar
card inseted at beginning and/or en
of the event,

- number of similar events that day.

Vehicle motion conflict

- the longest event for each of the 1(
last days of occurrence,
- the 5 longest events over the last 3
days.

- date and time of beginning of even

- date and time of end of event,

- card(s) type, number, issuing
Member State and generation of ar
card inserted at beginning and/or €
of the event,

- number of similar events that day.

Security breach attempt

- the 10 most recent events per type
event.

- date and time of beginning of even

- date and time of end of event (if
relevant),

- card(s) type, number, issuing
Member State and generation of a
card inserted at beginning and/or €|
of the event,

- type of event.

Time conflict

- the longesevent for each of the 10
last days of occurrence,

- the 5 longest events over the last 3
days.

- recording equipment date and time]

- GNSS date and time,

- card(s) type, number, issuing
Member State and generation of ar
card inserted at beginning dodend
of the event,

- number of similar events that day.

New proposed table

Event

Storage rules

Data to be recorded per event

Insertion of a nofvalid
card

- the 10 most recent events.

- date and time of event,

- card(s) type, number, issuing
Contracting Party oMember State
and generation of the card creating
the event.

- number of similar events that day

Card conflict

- the 10 most recent events.

- date and time of beginning of even

- date and time of end of event,

- card(s) type, numberissuing
Contracting Party oMember State
and generation of the two cards

creating the conflict.
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Last card session not
correctly closed

- the 10 most recent events.

date and time of card insertion,

card(s) type, number, issuing

Contracting Party oMember State

and generation,

last session data as read from the

card:

- date and time of card insertion,

- VRN, Contracting Party or
Member State of registration an
VU generation.

Power supply
interruption (2)

the longest eventf each of the 10
last days of occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Party oMember State
and generation of any caiserted
at beginning and/or end of the evel
number of similar events that day.

Communication error
with the remote
communication facility

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Party oMember State
and generation of any card inserteq
at beginning and/or end of the evel
number of similar events that day.

Absence of position
information from GNSS
receiver

the longest event for each of the 1(
last days of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, numbelissuing
Contracting Party oMember State
and generation of any card inserteq
at beginning and/or end of the eve
number of similar events that day.

Communication error
with the external GNSS
facility

the longest event for each of the 1(
last day=of occurrence,
the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Party oMember State
and generation of any card inserteq
at beginning andt end of the event
number of similar events that day.

Motion data error

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of evg
card(s) type, number, issuing
Contracting Party oMember State
and generation of any card inserteq
at beginning and/or end of the eve
number of similar events that day.

Vehicle motion conflict

the longest event for each of the 1(
last dayof occurrence,

the 5 longest events over the last 3
days.

date and time of beginning of even
date and time of end of event,
card(s) type, number, issuing
Contracting Party oMember State
and generation of any card inserte(
at beginning and/cend of the event,
number of similar events that day.
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Security breach attempt

the 10 most recent events per type
event.

date and time of beginning of even
date and time of end of event (if
relevant),

card(s) type, number, issuing
Contractng Party oiMember State
and generation of any card inserte(
at beginning and/or end of the ever
type of event.

Time conflict

the longest event for each of the 1(
last days of occurrence,

the 5 longest events over the last 3
days.

control device (recording
equipmentdate and time

GNSS date and time,

card(s) type, number, issuing
Contracting Party oMember State
and generation of any card inserte(
at beginning and/or end of the ever
number of similar events that day.
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Annex 1, point 4
Current table

Event Storage rules Data to be recorded per event
Driving without an - the longest event for each of the 1( - date and time dbeginning of event,
appropriate card last days of occurrence, - date and time of end of event,
- the 5 longest events over the last 3 - card(s) type, number, issuing
days. Member State and generation of ar

card inserted at beginning and/or ¢
of the event,
- number of similar events that day.
Card insertion while - the last evenfor each of the 10 last| - date and time of the event,
driving days of occurrence, - card(s) type, number, issuing
Member State and generation,
- number of similar events that day

Over speeding (1) - the most serious event for each of | - date and time of beginning of even

the 10 last days afccurrence (i.e. | - date and time of end of event,
the one with the highest average | - maximum sped measured during
speed), the event,

- the 5 most serious events over the| - arithmetic average speed measure
last 365 days. during the event,

- the first event having occurred afte| - card type, number, issuing Membsg
the last calibration State and generation of the driver

card (if applicable),
- number of similar events that day.

New proposed table

Event Storage rules Data to be recorded per event
Driving without an - the longest event for each of the 14 - date and time of beginning of even
appropriate card last days of occurrence, - date and time of end of event,
- the 5 longest events over the last 3 - cards) type, number, issuing
days. Contracting Party oMember State

and generation of any card inserte(
at beginning and/or end of the evel
- number of similar events that day.
Card insertion while - the last event for each of the 10 lag - date and time of the event,
driving days ofoccurrence, - card(s) type, number, issuing
Contracting Party oMember State
and generation,
- number of similar events that day

Over speeding (1) - the most serious event for each of | - date and time of beginning of even
the 10 last days of occurrence (i.e.| - date and time of end of event,
the one with the highest average | - maximum speed measured during
speed), the event,
- the 5 most serious events over the| - arithmetic average speed measure
last 365 days. during the event,
- the first event having occurred afte| - card type, number, issuing
the last calibration Contracting Party oMember State
and generation of the driver card (i
applicable),

- number of similar events that day.

Annex 1, point 5
Current table
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Fault

Storage rules

Data to be recorded per fault

Card fault

- the 10 most recent driver card faulf

- date and time of beginning of fault,
- date and time of end of fault,
card(s) type, number, issuing
Member State and generation.

Recordingequipment
faults

- the 10 most recent faults for each
type of fault,

- the first fault after the last
calibration.

- date and time of beginning of fault,

date and time of end of fault,

- type of fault,

- card(s) type, number and issui
MemberState and generation of aj
card inserted at beginning and/or €
of the fault.

New proposed table

Fault

Storage rules

Data to be recorded per fault

Card fault

- the 10 most recent driver card faulf

- date and time of beginning of fault,

- dateand time of end of fault,

- card(s) type, humber, issuing
Contracting Party oMember State
and generation.

Control device
(Recording equipment)
faults

- the 10 most recent faults for each
type of fault,

- the first fault after the last
calibration

- date and time of beginning of fault,

- date and time of end of fault,

- type of fault,

- card(s) type, number and issui
Contracting Party oMember State
and generation of any card inserteg

beginning and/or end of the fault.
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V0.220190113

LIST OFPROPOSED CHANGES TO AMNEAPPENDIX 14~0OR AETR

Point or : Proposed text for
article Text Appendix 14 P AETR Comments
TITLE/TABLE (Title)
OF APPENDIX 14. REMOTE SUBAPPENDIX4. REMOTE
CONTENTS | COMMUNICATIORUNCTION| COMMUNICATION FUNCTIQ
1 This Appendix specifies the | ThisSubappendixspecifies Reference sppressed (not
design and the procedures to| the design and the procedure; needed)
follow in order to perform the | to follow in order to perform
remote communication the remotecommunication
function (the Communication)| function (the Communication)
as required in Article 9 of asrequired-in-Article-9-of
Regulation (EU) Nd65/2014 | Regulation(EU)}-No-165/2014
(the Regulation). fhoPegulalion)
1,DSC 1 Regulation (EU) No. 165/2014 Regulation(EU)No-—165/2014
determines that the determines-thatThe

tachograph shall be equipped
with a remote communication
functionality that shall enable
agents of the competent
control authorities to read
tachograph information from
passig vehicles by using
remote interrogation
equipment (the Remote early
detection communication
reader [REDCRY]), specifically
interrogation equipment
connecting wirelessly using
CEN 5.8 GHz Dedicated Shot
Range Communication (DSR
interfaces.

It is impotant to comprehend
that this functionality is
intended to serve only as a
pre-filter in order to select
vehicles for closer inspection,
and it does not replace the
formal inspection process as
determined in the provisions
of Regulation (EU) No.
165/2014. e recital 9 in the
preamble of this regulation,
stating that remote
communication between the
tachograph and control

authorities for roadside

tachograph shall be equipped
with a remote communication
functionality that shall enable
agents of the competent
control authorities to read
tachograph information from
passing vehicles by using
remote interrogation
equipment (the Remote early
detection communicabn
reader [REDCRY]), specifically
interrogation equipment
connecting wirelessly using
CEN 5.8 GHz Dedicated Shol
Range Communication (DSR
interfaces.

It is important to comprehend
that this functionality is
intended to serve only as a
pre-filter in order to select
vehicles for closer inspection,
and it does not replace the
formal inspection processs
determined-inthe-provisions
of-Regulation{EL)-No.
18E/201 SocrocitalOnthe
le of thi —
stating-thatRemote

communication between the
tachograph and control

authorities for roadside
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control purposes facilitates
targeted roadside checks.

control purposes facilitates
targeted roadside checks

1,DSC 2 The Data shall be exchanged| The Data shall bexchanged
using the Communication using the Communication
which shall be a wireless which shall be a wireless
intercourse using 5.8 GHz intercourse using 5.8 GHz
DSRvireless DSRC wireless
communications consistent | communications consistent
with this Appendix and tested| with this Subappendixand
against the appropriate tested against the appropriate
parameters of EN 300 674 parameters of EN 300 674
{Electromagnetic compatibility {Electromagnetic compatibility
and Radio spectrum Matters | and Radio spctrum Matters
(ERM); Road Transport and | (ERM); Road Transport and
Traffic Telematics (RTTT); Traffic Telematics (RTTT);
Dedicated Short Range Dedicated Short Range
Commurication (DSRC) Communication (DSRC)
transmission equipment (500 | transmission equipment (500
kbit/s / 250 kbit/s) operating | kbit/s / 250 kbit/s) operating
in the 5,8 GHz Industrial, in the 5,8 GHz Industrial,
Scientific and Medical (ISM) | Scientific and Medical (ISM)
band; Part 1: General band; Part 1: General
characteristics and test characteistics and test
methods for Road Side Units | methods for Road Side Units
(RSU) and OsBoard Units (RSU) and OsBoard Units
(OBU)}. (OBU)}.

1,DSC 5 Access to the Data Access to the Data
communicated shall be communicated shall be
restricted to competent restricted to competent
control authorities authorised | control authoritiesautherised
to check infringements of to-cheek-infringements-of
Regulation (EC) No. 561/200§ RegulatioEC)-Ne--561/2006
and of Regulatin (EU) No. andbetPogulation (=0 Mo,
165/2014 and to workshops inl £65/2034and to workshops in
so far as it is necessary to so far as it is necessary to
verify the correct functioning | verify the correct functioning
of the tachograph. of the tachograph.

1,DSC 7 Data integrity and security | Data integrity and security

shall be obtained by
securing the Data within
the Vehicle UnitYU) and
by passing only the secure
payload data and security
related data (see 5.4.4)
across the wireless 5.8 GH
DSRC remote
communication medium,
meaning that only
authorised persons of
competent control
authorities have the meang

shall be obtained by
securing the Data within
the Vehicle Unit (VU) and
by passing only the secure
payload data and smirity
related data (see 5.4.4)
across the wireless 5.8 GH
DSRC remote
communication medium,
meaning that only
authorised persons of
competent control
authorities have the meang
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to understand the data
passed across the
Communication and to
verify its authenticity. See
Appendix 11 Common
Security Mechanisms.

to understand the data
passed across the
Communication and to
verify its autfenticity. See
Subappendixl1 Common
Security Mechanisms.

1,DSC_9

The content of the security
data shall be known only to
and within the control of the
competent control authorities,
and those parties with whom
they share this information
and is outwiththe provisions
of the Communication that is
the subject of this Appendix,
save that the Communication
makes provision to transfer a
packet of security data with
every packet of payload data.

The content of the security
data shall be known only to
and within the control of the
competent control authorities,
and those parties with whom
they share this information
and is outwith the provisions
of the Communication that is
the subject of thiSub
appendix save that the
Communication makes
provision to transfe a packet
of security data with every
packet of payload data.

1,DSC_11

For clarification, in accordanc
with the provisions of
Regulation (EU) No. 165/2014
(Article 7), data concerning
the identity of the driver shall
not be communicated across
the Communication.

Forclanfication-in-accordanc
with-the provisions-of
Pogulagen =00 Mo 1EE/001
{Article—),Dataconcerning

the identity of the driver shall
not be communicated across
the Communication.

The scope of this Appendix is
to specify howagents of the
competent control authorities
use a specified 5.8 GHz DSR
wireless communication to
remotely obtain data (the
Data) from a targeted vehicle
that identifies that the
targeted vehicle is in potentia
violation of Regulation (EU)
No. 165/2014 ad should be
targeted for consideration to
be stopped for further
investigation.

Regulation (EU) No. 165/2014
requires that the Data
collected shall be limited to
data or pertaining to data that
identifies a potential
infringement, as defined in
Article 9of Regulation (EU)
No. 165/2014.

The scope of thiSub
appendixis to specify how
agents of the competent
control authorities use a
specified 5.8 GHz DSRC
wireless communication to
remotely obtain data (the
Data) from a targeted vehicle
that identifies that the
targeted vehicle is in potentia
violation ofthis Agreemat
and should be targeted for
consideration to be stopped
for further investigation.

TheData collected shall be
limited to data or pertaining
to data that identifies a
potential infringementas
detnodin-ArtieleOof

Regulation(EU) No.165/2014
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In this scenario, the time
available for communication is
limited, because the
Communication is targeted
and of a shorrange design.
Further, the same
communication means for
remote tachograph
monitoring (RTM) may adsbe
used by the competent
control authorities for other
applications (such as the
maximal weights and
dimensions for heavy goods
vehicles defined in Directive
(EU) 2015/719) and such
operations may be separate 0
sequential at the discretion of
the compeent control
authorities.

This Appendix specifies:

- The communications
equipment,
procedures and
protocols to be used
for the
Communication

- The Standards and
Regulations to which
the radio equipment
shall comply

- The presentation of
the Data to the
Communication
equipment

- The enquiry and
download procedures
and sequence of
operations

- The Data to be
transferred

- Potential
interpretation of the
Data transferred
across the
Communication

- The provisions for
security data relating
to the

Communication

In this scenario, the time
available for communication ig
limited, because the
Communication is targeted
and of a shorrange design.
Further, the same
communication means for
remote tachograph
monitoring (RTM) may also bg
used by the competent
control authorities for other
applications (such as the
maximal weights and
dimensions for heavy goods
vehiclesdefined-in-Birective
{EY)-2015/71Pand such
operations may be separate g
sequential at the discretion of
the competent control
authorities.

ThisSubappendixspecifies:

- The communications
equipment,
procedures and
protocols to be used
for the
Communication

- The Standards and
Regulations to which
the radio equipment
shall comply

- The presentation of
the Data to the
Communication
equipment

- The enquiryand
download procedures
and sequence of
operations

- The Data to be
transferred

- Potential
interpretation of the
Data transferred
across the
Communication

- The provisions for
security data relating
to the

Communication
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For clarification, this Appendi
does not specify:

The aailability of the
Data to the
competent control
authorities

How the Remote
early detection
communication
reader can request
different freight and
fleet data concepts

the collection of the
Data operatiorand
management within
the VU (which shall
be a function of
product design unlessg
specified elsewhere
within Regulation
(EU) No. 165/2014)

the form of
presentation of
collected data to the
agent of the
competent control
authorities, nor the
criteria whichshall be
used by the
competent control
authorities to decide
which vehicles to
stop (which shall be g
function of product
design unless
specified elsewhere
within Regulation
(EU) No. 165/2014 or|
a policy decision of
the competent
control authorities).
Forclarification: the
Communication only
makes the Data
available to the
competent control
authorities in order
that they may make

informed decisions

- The availability of the
Data to the
competent control
authorities

- How the Remote
early detection
communication
reader can request
different freight and
fleet data concepts

For clarification, thiSub
appendixdoes not specify:

- the collection of the
Data operation and
management within
the VUwhich-shall
be-a-function-of
product-design-unless
specified-elsewhere

" lati
{(EU)y-Ne-165/2014)

- the form of
presentation of
collected data to the
agent of the
competent control
authorities, nor the
criteria which shall be
used by the
competent control
authorities to decide
which vehicles to

For clarification: the
Communication only
makes the Data
available to the
competent control
authorities in order
that they may make
informed decisions
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- Data security
provisions (such as
encryption)
concerning the
content of the Data
(which shall be
specifiedwithin
Appendix 11
Common Security
Mechanisms).

- detail of any data
concepts other than
RTM which may be
obtained using the
same architecture
and equipment

- detail of the
behaviour and
management
0StsSSy +!
the DSR&/U, nor the
behaviour within the
DSR&/U (other than
to provide the Data
when so requested
by an REDCR).

-  Data security
provisions (such as
encryption)
concerning the
content of the Data
(which shall be
specified withinSub
appendix11 Common
Security
Mechanisms).

- detail of any data
concepts other than
RTM which may be
obtained using the
samearchitecture
and equipment

- detail of the
behaviour and
management
680688y +!
the DSR&/U, nor the
behaviour within the
DSR&/U (other than
to provide the Data
when so requested
by an REDCR).

The following acronyms and
definitions specific to ths
Appendix are used in this
appendix:

The following acronyms and
definitions specific to thiSul
appendixare used in this

Regulation (EC) No. 165/2014
definition:

Regulation (EU) No. 165/2014
of the European Parliament
and of the Councivf 4
February 2014 on tachograph
in road transport, repealing
Council Regulation (EEC) No
3821/85 on recording
equipment in road transport
and amending Regulation
(EC) No. 561/2006 of the
European Parliament and of
the Council on the
harmonisdion of certain socia
legislation relating to road
transport

appendix:
Pogolagen (200 e 1EE/001
of-the-European-Parliament
and-ofthe Councilof 4

Definition suppressed (no
reference to this Regulation
remaining)

DSC definition

DSC definition
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DSC (n) identifier of a
requirement for a specific

DSC (n) identifier of a
requirement for a specific

DSRC appendix DSRGubappendix

S DSR&/U definition DSR&/U definition
DSR&/U DSRC DSR&/U DSRC
Vehicle UnitThis is the Vehicle UnitThis is the
GNBY2:GS SIENIe&|aNBY2:GS SI NI e
FlL OAtAGEeE RSTF|[TFI OAf Al &AppeRdIKT

1C.

3 REDCR definition REDCR definition
REDCR Remote ¢ REDCR Remote €
detectioncommunication detection communication
NEF RSN ¢ KAZ NEIF RSN ¢KAA
early detection early detection
communication reader communication reader
SljdzZA LIYSy (ié¢ RSleqdzA LIYSy (ié RST
1C. Appendix1C.

3 The specification defined in | The specification defined in | Suppressed references to

this Appendix refers to and
depends upon all or parts of
the following regulations and
standards. Within the clauses
of this Appendix the relevant
standards, or relevant clauseg
of standards are specified. In
the event of any contradiction
the clauses of this Appendix
shall take precedence. In the
event of any contradiction
where no specification is
clearly determined in this
Appendix, operating within
ERC 703 (and tested against
the appr@riate parameters of
EN 300 674) shall take
precedence, followed in
descending order of
preference by EN 12795, EN
12253 EN 12834 and EN
13372, 6.2, 6.3, 6.4 and 7.1.
Regulations and standards
referenced in this Appendix
are:

[1] Regulation (EU) No.
165/2014 of the European
Parliament and of the Council
of 4 February 2014 on
tachographs in road transport
repealing Council Regulation

(EEC) No. 3821/85 on

this Subappendixrefers to

and depends upon all orgots
of the following regulations
and standards. Within the
clauses of thiSubappendix
the relevant standards, or
relevant clauses of standards
are specified. In the event of
any contradiction the clauses
of this Subappendixshall take
precedence. Inhe event of
any contradiction where no
specification is clearly
determined in thisSub
appendix operating within
ERC 703 (and tested against
the appropriate parameters of
EN 300 674) shall take
precedence, followed in
descending order of
preference byEN 12795, EN
12253 EN 12834 and EN
13372, 6.2, 6.3, 6.4 and 7.1.
Regulationsan@andards
referenced in thisSub
appendixare:

[1] Reserved
[2] Reserved

regulations
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recording equipment in road
transport and amending
Regulation (EC) No. 561/200¢
of the European Péament
and of the Council on the
harmonisation of certain socig
legislation relating to road
transport.

[2] Regulation (EC) No.
561/2006 of the European
Parliament and of the Council
of 15 March 2006 on the
harmonisation of certain socig
legislation redting to road
transport and amending
Council Regulations (EEC) N
3821/85 and (EC) No. 2135/9
and repealing Council
Regulation (EEC) No. 3820/8
(Text with EEA relevance).

4.1

Regulation (EU) No. 165/2014
provides specific and
controlled scenarios within
which the Communication is
to be used.

The scenarios supported are:

G/ 2YYdzy A Ol GA2
Roadside inspection using a
short range wireless
communication Remote Early
Detection Communication
Reader instigating a physical
roadside inspection (master
slave)

Reader Profile 1a: via a hand
aimed or temporary roadside
mounted and aimed Remote
Early Detection
Communication

Reader Profile 1b: via a vehic
mounted and directed Remotg¢
Early Detection

| 2YYdzy AOF A2y

The sipported scenarios
within which the
Communication is to be used
are:

G/ 2YYdzy A Ol GA2
Roadside inspection using a
short range wireless
communication Remote Early
Detection Communication
Reader instigating a physical
roadside inspection (master
slave)

Reader Profile 1a: via a hand
aimed or temporary roadside
mounted and aimed Remote
Early Detection
Communication

Reader Profile 1b: via a vehic
mounted and directed Remotg
Early Detection

| 2YYdzy AOF A2y

4111,
DSC_12

The VU shall be responsible t
keep updated every 60
seconds and maintain the dat
to be stored in the VU,
without any involvement of
the DSRC communication

The VU shall be responsible t
keep updated every 60
seconds and maintain the dat
to be stored in the VU,
without any involvemat of

the DSRC communication
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function. The means by which
this is achieved is internal to
the VU, specified in Regulatio
(EU) M. 165/2014, Annex 1 C
AaSOUA2Y odm®
communication for targeted
N2l RAARS OKSO
specified in this Appendix.

function. The means by which
this is achieved is internal to
the VU specified ilAppendix
1ICASOGA2Y odm(
communication for targeted
NEFR&AARS OKSO
specified in thisSubappendix

4.1.1.2, The VWlata shall be used as § The VU data shall be used as

DSC 14 basis to populate and update | basis to populate and update
the Data, the means by which the Data, the means by which
this is achieved, is specified il this is achieved, ispecified in
Annex 1.C, section 3.19 Appendix1C, section 3.19
GwSY2:iS 02YYdzawSY23S 0O2YYdz
GFr NBSGSR NRIFR{GIFINBSGSR NRIR
there is no such specification | there is no such specification
it is a function of produc it is a function of product
design and is not specified in | design and is not specified in
this Appendix. For the design| this Subappendix For the
of the connection between design of the connection
DSR&/U facility and the VU, | between DSR&Ufacility and
please refer to section 5.6. the VU, please refer to sectiol

5.6.

4.1.1.3, The content and format of the| The content and format of the

DSC_15 Data shall be such that, once| Data shall be such that, once
decrypted, it shall be decrypted, it shall be
structured and made availablg structured and made availablg
in the form and format in the form and format
specified in 5.4.4 of this specified in 5.4.4 of thiSub
Appendix (Data structusg. appendix(Data structures).

4.1.1.4, The Data, having been kept | The Data, having been kept

DSC_16 frequentlyupdated in frequently updated in

accordance with the
procedures determined in
4.1.1.1, shall be secured priof]
to presentation to the DSRC
VU, and presented as a
secured data concept value,
for temporary storage in the
DSR&/U as the current
version of the Data. This data
is transferred from the VUSM
to the DSRC function VUPM.
The VUSM and VUPM are
functions and not necessarily
physical entities. The form of
physical instantiation to
perform these functions shall
be a matter of product design
unless specified elsewhere in

Regulaion (EU) No. 165/2014

accordance with the
procedures determined in
4.1.1.1, shall be secured priof
to presentation to the DSRC
VU, and presented as a
secured data concept value,
for temporary storage in the
DSR&/U as the current
version of the Data. This data
is transferred from the VUSM
to the DSRC function VUPM.
The VUSM and VUPM are
functions and not necessarily
physical entities. The form of
physical instantiation to
perform these functions shall
be a natter of product design
unless specified elsewhere in
this Agreement
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4.1.1.5, Security data (securityData), | Security data (securityData),

DSC 17 comprising the data required | comprising the data required
by the REDCR to complete ity by the RBCR to complete its
ability to decrypt the Data ability to decrypt the Data
shall be supplied as defined i shall be supplied as defined i
Appendix 11 Commo8ecurity | Subappendix11l Common
Mechanisms and presented a| Security Mechanisms and
a data concept value, for presented as a data concept
temporary storage in the value, for temporary storage
DSR&/U as the current in the DSR®U as the current
version of securityData, in the version of securityData, in the
form defined in this Appendix| form defined in thisSub
section 5.4.4. appendixsection 5.4.4.

4.1.1.6, This profile covers the use This profile covers the use

DSC_18 case where an agent of the | case where an agent of the
competent control authorities,| competent control authorities,
uses a short range remote uses a short range remote
communication Remote Early| communication Remote Early,
Detection Communication Detection Communication
Reader (5.8 GHz DSRC Reader (5.8 GHz DSRC
interfaces opeating within interfaces operating within
ERC 703, and tested against| ERC 703, and tested against
the appropriate parameters of the appropriate parameters of
EN 300 674 as described in | EN 300 674 as described in
section 5) (the REDCR) to section 5) (the REDCR) to
remotely identify a vehicle remotely identify a vehicle
which is potentially in vichoseloniallan
violation of Regulation (EU) | wielation-ofReglation(EU)
No. 165/2014. Once identified Ne—165/2014 Once identified,
the agent of tle competent the agent of the competent
control authorities who is control authorities who is
controlling the interrogation | controlling the interrogation
decides whether the vehicle | decides whether the vehicle
should be stopped. should be stopped.

4.2 To give the possibility to verify To give the possibility to verify
the authenticity and integrity | the authenticity and integrity
of downloaded data through | of downloaded data through
the remote communication, | the remote @mmunication,
the secured Data is verified | the secured Data is verified
and decrypted in accordance | and decrypted in accordance
with Appendix 11 Common | with Subappendix11
Security Mechanisms. Common Security

Mechanisms.

5.1, DSC_19| 2" pullet point 2" pullet point

() The secured data is
stored in the VUSM memory.
At intervals determined in
4.1.1.1 (DSC_12), the VU
encrypts and replenishes the
RTMdata concept (which
comprises payload data and

security data concept values

W The secured data is
stored in the VUSM memory.
At intervals determined in
4.1.1.1 (DSC_12), the VU
encrypts and replenishes the
RTMdata concept (which
comprises payload data and

security data concept values
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determined below in this
Appendix) held in the memory
of the DSR&U. The operation
of the security module is
defined in Appendix 11
Common Security Mé@nisms
and outwith the scope of this
Appendix, save that it shall bg
required to provide updates tdg
the VU Communication facility
each time the VUSM data
changes.

determined below in thiSub
appendi® held in the memory
of the DSR@U. The operatior
of the security module is
definedin Subappendix11
Common Security Mechanisni
and outwith the scope of this
Subappendix save that it
shall be required to provide
updates to the VU
Communication facility each
time the VUSM data changes

5.1, DSC_19

9" bullet point

(@) DSR&/U. This ithe
function, within or connected
to the antenna and in
communication with the VU
through a wired or wireless
(BLE) connection, which hold
the current data (VUPMata)
and manages the response tg
an interrogation across the 5.
GHz DSRC medium.
Disconnedbn of the DSRC
facility or interference during
normal vehicle operation with
the functioning of the DSRC
facility shall be construed as §
violation of Regulation (EU)
No. 165/2014.

9" pullet point

W DSR&/U. This is the
function, within or connected
to the antenna and in
communication with the VU
through a wired or wireless
(BLE) connection, which hold
the current data (VUPMata)
and manages the response tg
an interrogation across the 5.
GHz DSRCadium.
Disconnection of the DSRC
facility or interference during
normal vehicle operation with
the functioning of the DSRC
facility shall beconstrued as a
violation ofthis Agreement

5.1, DSC_19

9™ pullet point

W Security module
(REDCR) (SREDCR) the
function used to decrypt and
check integrity of the data
originating from the VU. The
means by which this is
achieved is determined in
Appendix 11 Common
Security Mechanisms, and is
not defined in this Appendix.

9™ pullet point

W Securitymodule
(REDCR) (SREDCR) is the
function used to decrypt and
check integrity of the data
originating from the VU. The
means by which this is
achieved is determined in
Subappendix1ll Common
Security Mechanisms, and is
not defined in thisSub
appendix

5.1, DSC_19

10th bullet point

w The DSRC facility
(REDCR) (DSREDCR)
function comprises a 5.8 GHz
transceiver and associated
firmware and software which
manages the Communication
with the DSR&/U according td

this Appendix.

10th bullet point

() The DSRC facility
(REDCR) (DSREDCR)
function comprises a 5.8 GHz
transceiver and associated
firmware and software which
manages the Communication
with the DSR&/U according tq
this Subappendix
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5.1, DSC_19

The DSRC antenna shall be
connected to tle DSR&/U
facility either directly within
the module mounted to or
close to the windshield, or
through a dedicated cable
constructed in a manner to
make illegal disconnection
difficult. Disconnection of or
interference with the
functioning d Antenna shall
be a violation of Regulation
(EU) No. 165/2014. Deliberats
masking or otherwise
detrimentally affecting the
operational performance of
the Antenna shall be
construed as a violation of
Regulation (EU) No. 165/2014

The DSRC antenna shall b
connected to the DSRQU
facility either directly within
the module mounted to or
close to the windshield, or
through a dedicated cable
constructed in a manner to
make illegal disconnection
difficult. Disconnection of or
interference withthe
functioning of Antenna shall
be a violation of Regulation
(EU) No. 165/2014. Deliberats
masking or otherwise
detrimentally affecting the
operational performance of
the Antenna shall be
construed as &iolation ofthis
Agreeement

5.1, DSC_22

Lastparagraph

A display and/or notification
function is used to present thg
results of the remote
communication function to
the agent of the competent
control authorities. A display
may be provided on a screen,
as a printed output, an audio
signal, or a combeation of
such notifications. The form o
such display and/or
notification is a matter of the
requirements of the agents of
the competent control
authorities and equipment
design and is not specified
within this Appendix.

Last paragraph

A display and/or natication
function is used to present thg
results of the remote
communication function to
the agent of the competent
control authorities. A display
may be provided on a screen,
as a printed output, an audio
signal, or a combination of
such notifications. fie form of
such display and/or
notification is a matter of the
requirements of the agents of
the competent control
authorities and equipment
design and is not specified
within this Subappendix

5.1, DSC_23

The design and form factor of
the REDCR shak la function
of commercial design,
operating within ERC 708,
and the design and
performance specifications
defined in this Appendix,
(section 5.3.2), thus providing
the marketplace maximum
flexibility to design and
provide equipment to cover
the specifianterrogation
scenarios of any particular

competent control authority.

The design and form factor of
the REDCR shall be a functio
of commercial design,
operating within ERC 708,
and the design and
performance specifications
defined in thisSubappendix
(section 5.3.2), thus providing
the marketplace maximum
flexibility to design and
provide equipment to cover
the specific interrogation
scenarios of any particular

competent control authority.

157



Informal document No. 2

5.1, DSC_24

The design and form factor of
the DSR/U andts
positioning inside or outside
the VU shall be a function of
commercial design, operating
within ERC 703 and the
design and performance
specifications defined in this
Appendix (section 5.3.2) and
within this Clause (5.1).

The design and form factor of
the DSR&U and its
positioning inside or outside
the VU shall be a function of
commercial design, operating
within ERC 703 and the
design and performance
specifications defined in this
Subappendix(section 5.3.2)
and within this Clause (5.1).

5.2.2, Data received across the 5.8 | Data received across the 5.8

DSC 26 GHz interface shall carry the | GHz interface shall carry the
meaning and import defined | meaning and import defined
in 5.4.4 and 5.4.5 below and | in 5.4.4 and 5.4.5 below and
only that meaning and import,| only that meaning and import,
and shall be understood and shall be understood
within the objectives defined | within the objectives defined
therein. In accordance with therein. Inaccordance with
the provisions of Redation the provisions of Regulation
(EU) No. 165/2014, the Data | (EU) No. 165/2014, the Data
shall be used only to provide | shall be used only to provide
relevant information to a relevant information to a
competent control authority | competent control authority
to assist them to determine | to assist them to determine
which vehicle should be which vehicle should be
stopped for physical stopped for physical
inspection, and shall be inspection, and shall be
subsequently destroyed in subsequently destroyed in
accordance vth Article 9 of accordancevith the
Regulation (EU) No. 165/2014 legislation applicable at

national level

52,4l Step ¢) Step c)
G The VUSM function ©. The VUSM function
secures the data in secures the data in
accordance with the accordance with the
procedures determined in procedures determined in
Appendix 11. Subappendix11.

5.3.2, Table | Item D2, 8 column Item D2, 3 column

14.1 No other specific requirement| No other specific requirement|
within this Annex within this Appendix

5.3.2, Table | Item D11b, & column Item D11b, # column

14.1 Extended requirement for Extended requirement for
horizontal angles up to +45°, | horizontal angles up to £45°,
due to the use cases defined | due to the use cases defined
in this annex. in thisAppendix

5.3.2, Table | Item U12a, & column Item U12a, & column

14.2 Greater that the specified Greater that the specified

value range for horizontal
angles up to £45°, due to the
use cases defined in this

annex.

value range for horizontal
angles up to £45°, due to the
use cases defined in this
Appendix
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5.3.3.2, DSC 33 In the test DSC 33 In the test

DSC_33 environment in a workshop | environment in a workshop
(see section 6.3), a DSRO (see section 6.3), a DSRO
antenna, affixecaccording to | antenna, affixed according to
5.1 above, shall successfully | 5.1 above, shall successfully
connect with a standard test | connect with a standard test
communication and communication and
successfully provide an RTM | successfully provide an RTM
transaction as defined within| transaction as defined within
this Appendix, at a distance | thisSubappendix at a
between 2 and10 meters, distance between 2 and10
better than 99% of the time, | meters, better than 99% of
averaged over 1000 read the time, averaged over 1000
interrogations. read interrogations.

5.4.4, DSC_37 The semantic DSC_37 The semantic

DSC_37 structure of the Data when structure of the Data when
passed across the 5.8 GHz | passed across the 5.8 GHz
DSRC interface shall be DSRC interface shall be
consistent withwhat consistent with what
described in this Appendix. described in thiSub
The way these data are appendix The way tkse data
structured is specified in this | are structured is specified in
clause. this clause.

5.4.4, DSC_38 The payload DSC_38 The payload

DSC 38 (RTM data) consists of the (RTM data) consists of the
concatenation of concatenation of
1. 1.

EncryptedTachographH EncryptedTachographH
ayload data, which is the ayload data, which is the
encryption of the encryption of the
TachographPayload defined i| TachographPayload defined i
ASN.1 in section 5.4.5. The | ASN.1 in section 5.4.5. The
method of encryption is method of encryption is
described in Appendix 11 described irSubappendix11
2. dSRCSecurityData, 2. dSRCSecurityData,
specified in Appendix 11. specified inSubappendix11.

5.4.4, See current tachograph See new proposed tachograp

DSC_40 payload definition at the end | payloaddefinition at the end
of this document of this document

5.4.4, RtmData definition RtmData definition

DSC_40 RtmDatad= SEQUENCE { RtmDatad= SEQUENCE {

encryptedTachographP encryptedTachographH

ayload OCTET STRING ayload OCTET STRING
(SIZE(67)) (CONSTRAINED K (SIZE(67)) (CONSTRAINED £
-- calculated encrypting -- calculated encrypting
TachographPayload as per | TachographPayload as per
Appendix 1%-}), Subappendix11--}),

DSRCSecurityData DSRCSecurityData
OCET STRING OCTET STRING

} }

5.4.5, Table | Seecurrent table at the end of| See new proposed table at th
14.3 this document end of this document
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5.4.8, Full tests that include Full tests that include

DSC 53 securing the data, need to | securing the data, need to
be carried out as defined i be carried out as defined if
Appendix 11 Common Subappendix1l Common
Security Mechanisms, by Security Mechanisms, by
authorised persons with authorised rsons with
access to security procedurey access to security procedures
using the normal GET using the normal GET
command as defined above. | command as defined above.

5.4.8, Commissioning and periodic | Commissioning and periodic

DSC 54 inspection tests that require | inspection tests that require
decrypting and decrypting and
comprehension of the comprehension of the
decrypted data content shall | decrypted data content shall
be undertaken as specified i | be undertaken as specified in
Appendix 11 Common Securi{ Subappendix11l Common
Mechanisms and Appendix 9,| Security Mechanisms and
Type Approval List of Appendix 9, Type Approval Li
Minimum required tests. of Minimum required tests.
However, the basic DSRC However, the basic DSRC
communication can be tested| communication can be tested
by the command ECHO. Suc| by the command ECHO. Suc|
tests may be required on tests may be required on
commissioning, at periodic commissioning, at periodic
inspection, or othenise to the | inspection, or othewise to the
requirement of the competent| requirement of the competent|
control authority or control authorityer
Regulation (EU) No. 165/2014 Regutation{EU)}-No-—-165/2014
(See 6 below) (See 6 below)

5.5.4, DSC_62 The payload (OWS | DSC_62 The payload (OWS

DSC 62 data) consists of the data) consists of the
concatenation of concatenation of
1. EncryptedOwsPayload| 1. EncryptedOwsPayload
data, which is the encryption | data, which is the encryption
of the OwsPayloadefined in | of the OwsPayload defined in
ASN.1 in section 5.5.5. The | ASN.1 in section 5.5.5. The
method of encryption shall be] method of encryption shall be
the same adopted for the the same adopted for the
RtmData, which is specified if RtmData, which is specified
Appendix 11 Subappendix11
2. dSRCSecurityData, 2. dSRCSecurityData,
calculated with the same calculated with the same
algorithms adopted for the algorithms adopted for the
RtmData, which is specified i1 RtmData, which is specified in
Appendix 11. Subappendix11.

5.5.5, OwsData definition OwsData definition

DSC_63 OwsData :: = SEQUENCE { | OwsData :: = SEQUENCE {

encryptedOwsPayload
OCTET STRING (SIZE(51))
(CONSTRAINEY {-

calculated encrypting

encryptedOwsPayload
OCTET STRING (SIZE(51))
(CONSTRAINED BY {
calculated encrypting
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OwsPayload as per Appendix

OwsPayload as p&ub

11-}), appendix11--}),
DSRCSecurityData DSRCSecurityData
OCTET STRING OCTET STRING
} }
5.7.2.1, DSC 81 Encryption and | DSC_81 Encryption and
DSC 81 signature errors shall be signature errors shall be

handled as defined in
Appendix 11 Common Securi
Mechanisms and are not
present in any error message
associated with the DSRC
transferof data.

handled as defined iBub
appendix11 Common Security
Mechanisms and are not
present in any error message
associated with the DSRC
transfer of data.
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Current TachographPayload definition

TachographPayload d= SEQUENCE {
tp156 38VehicleRegistrationPlate
tp15638SpeedingEvent
tp15638DrivingWithoutValidCard
tp15638DriverCard

1C)
tp15638CardIinsertion

1C)
tp15638MotionDataError
tp15638VehicleMotionConflict
tp156382ndDriverCard

1C)
tp15638CurrentActivityDriving

tp15638LastSessionClosed

tp15638PowerSuppl  yInterruption
days

tp15638SensorFault

LPN -- Vehicle Registration Plate as per EN 15509 *

BOOLEAN, -- 1=Irregularities in speed (see Annex 1C)
BOOLEAN, -- 1=Inval id card usage (see Annex 1C)
BOOLEAN;- 0= Indicates a valid driver card (see Annex
BOOLEAN, -- 1= Card insertion while driving (see Annex

BOOLEAN, -- 1= Motion data error (see Annex 1C)

BOOLEAN, -- 1= Motion conflict (see Annex 1C)
BOOLEAN, -- 1= Second driver card inserted (see Annex

BOOLEAN, -- 1= other activity selected,
--  0=driving selected
BOOLEAN, -- 1= improperly, 0= properly, closed

-- All subsequent time related types as defined in Annex 1C.

tp15638TimeAdjustment

adjustment
tpl5638LatestBreachAttempt
tpl5638Las tCalibrationData
tp15638PrevCalibrationData
data

162

INTEGER (0..127), --  Supply interrupts in the last 10

INTEGER (0..255), -- eventFaultType as per data dictionary
INTEGER(0..4294967295), -- Time of the last time
INTEGER(0..4294967295), -- Time of last brea ch attempt
INTEGER(0..4294967295), -- Time of last calibration data
INTEGER(0..4294967295), -- Time of previous calibration
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New proposed TachographPayload definition
TachographPayload d= SEQUENCE {

tpl56 38Vehicle RegistrationPlate LPN -- Vehicle Registration Plate as per EN 15509 *
tp15638SpeedingEvent BOOLEAN, -- 1=Irregularities in speed (see Appendix
1C)
tp15638DrivingWithoutValidCard BOOLEAN, -- 1= Invalid card usage (see Appendix 1C)
tp15638DriverCard BOOLEAN;- 0= Indicates a valid driver card (see
Appendix 1C)
tp15638CardIinsertion BOOLEAN, -- 1= Card insertion while driving (see
Appendix 1C)
tp15638MotionDataError BOOLEAN, -- 1= Motion data error (see Appendix 1C)
tp15638VehicleMotionConflict BOOIEAN, -- 1= Motion conflict (see Appendix 1C)
tp156382ndDriverCard BOOLEAN, -- 1= Second driver card inserted (see
Appendix 1C)
tp15638CurrentActivityDriving BOOLEAN, -- 1= other activity selected,
-- 0= driving selected
tp15638LastSessionClosed BOOLEAN, -- 1= improperly, 0= properly, closed
tp15638PowerSuppl  yInterruption INTEGER (0..127), --  Supply interrupts in the last 10
days
tp15638SensorFault INTEGER (0..255), -- eventFaultType as per data dictionary
--  All subsequent time related types as defined in Appendix 1C.
tp15638TimeAdjustment INTEGER(0..4294967295), -- Time of the last time
adjustment
tpl5638LatestBreachAttempt INTEGER(0..4294967295), -- Time of last brea ch attempt
tpl5638LastCalibrationData INTEGER(0..4294967295), -- Time of last calibration data
tp15638PrevCalibrationData INTEGER(0..4294967295), -- Time of previous calibration
data
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Current Table 14.3

1)
RTM Data Element

@
Action performed by the VU

3)
ASN.1 definition of data

Speeding Event

value for data element RTM2
tp15638SpeedingEvent.

The tp15638SpeedingEvent value
shall be calculated by the VU from the
number of Over Speeding Events
recorded in the VU in the last 10 days
of occurrence, as defined in Annex
1C.

If there is at least one
tp15638SpeedingEvent in the last 10
days of occurrence, the
tp15638SpeedingEvent value shall be
set to TRUE.

irregularities in speed within
last 10 days of occurrence

RTM1 The VU shall set the value of the Vehicle Registration Plate tp15638VehicleRegstrati

Vehicle Registration | tp15638VehicleRegistrationPlate expressed as a string of onPlate LPN,

Plate data element RTM1 from the characters - - Vehicle Registration
recorded value of the data type Plate imported from ISO
VehicleRegistrationldentification as 14906 with the
defined in Appendix 1 limitation specified in
VehicleRegistrationldentfication EN 15509 which is a

SEQUENCE comprising

Country Code followed

by an alphabet

indicator followed by

the plate number

itself, which is always

14 octets ( padded with

zerobs) so the

LPN type length is always

17 octets, of which 14

are the fireal o
RTM2 The VU shall generate a boolean 1 (TRUE) - Indicates tp15638speedingEvent

BOOLEAN,
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RTM3
Driving Without
Valid Card

The VU shall generate a boolean
value for data element RTM3
tp15638DrivingWithoutValidCard.

The VU shall assign a value of True to|
the tp15638DrivingWithoutValidCard
variable if the VU data has recorded
at least one event in the last 10 days
of occurrence of
an appropriate ca
in Annex 1C.

ELSE if there are no events in the last

10 days of occurrence, the
tn185ARDrivvina\Without\/alidCard

1 (TRUE) = Indicates invalid
card usage

tp15638DrivingWithoutVa
lidCard
BOOLEAN,

RTM4
Valid Driver Card

The VU shall generate a boolean
value for data element RTM4
tp15638DriverCard on the basis of the
data stored in the VU and defined in
Appendix 1.

If no valid driver card is present the
VU shall set the variable to TRUE

ELSE if a valid driver card is present

0 (FALSE) = Indicates a
valid driver card

tp15638DriverCard
BOOLEAN,

RTM5
Card Insertion while
Driving

The VU shall generate a boolean
value for data element RTM5.

The VU shall assign a value of TRUE
to the tp15638CardIinsertion variable if
the VU data has recorded in the last
10 days of occurrence at least one
event of type fACa
driving. o as defi

ELSE if there are no such events in
the last 10 days of occurrence, the
tp15638CardInsertion variable shall

1 (TRUE) = Indicates card
insertion while driving within
last 10 days of occurrence

tpl5638Cardinsertion
BOOLEAN,

RTM6
Motion Data Error

The VU shall generate a boolean
value for data element RTM6.

The VU shall assign a value of TRUE
to the tp15638MotionDataError
variable if the VU data has in the last
10 days of occurrence recorded at

|l east one event o
erroro as defined

ELSE if there are no such events in

the last 10 days of occurrence, the

1 (TRUE) = Indicates motion
data error within last 10 days
of occurrence

tp15638motionDataError
BOOLEAN,
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166

RTM7
Vehicle Motion
Conflict

The VU shall generate a boolean
value for data element RTM7.

The VU shall assign a value of TRUE
to the tp15638vehicleMotionConflict
variable if the VU data has in the last
10 days recorded at least one event
of type  Vehicle Motion Conflict
(value

60AG6H ).

Fl SF if there are no events in the last

1 (TRUE) = Indicates motion
conflict within last 10 days of
occurrence

tp15638vehicleMotionCon
flict
BOOLEAN,

RTM8
2nd Driver Card

The VU shall generate a boolean
value for data element RTM8 on the
basis of Annex 1C
Dat a0 CREWDRMER). CO

If a 2nd valid driver card is present the
VU shall set the variable to TRUE

ELSE if a 2nd valid driver card is not
present the VU shall set the variable

1 (TRUE) = Indicates a
second driver card inserted

tp156382ndDriverCard
BOOLEAN,

RTM9
Current Activity

The VU shall generate a boolean
value for data element RTM9.

If the current activity is recorded in
the VU as any activity other than
ADRI VI NGo a &nnekdC i
the VU shall

set the variable to TRUE

ELSE if the current activity is

1 (TRUE) = other activity
selected,;
0 (FALSE) = driving selected

tp15638currentActivityD
riving
BOOLEAN

RTM10
Last Session Closed

The VU shall generate a boolean
value for data element RTM10.

If the last card session was not
properly closed as defined in Annex
1C the VU shall set the variable to
TRUE.

ELSE if the last card session was

1 (TRUE) = improperly closed

0 (FALSE) = properly closed

tp15638lastSessionClose
d
BOOLEAN
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RTM11
Power Supply
Interruption

The VU shall generate an integer
value for data element RTM11.

The VU shall assign a value for the
tp15638PowerSupplylnterruption
variable equal to the longest power
supply interrupti
Article 9, Reg (EU) 165/2014 of type
APower supply int
in Annex 1C.

ELSE if in the last 10 days of

-- Number of power supply tp15638powerSupplylnter
interruptions in last 10 days ruption
of occurrence INTEGER (0..127),

RTM12
Sensor Fault

The VU shall generate an integer
value for data element RTM12.

The VU shall assign to the variable
sensorFault a value of:

-1 if an event
fault has been recorded in the last
10 days,

- 2 if an event of type GNSS receiver
fault (either internal or external with
enum v &80WHe Dro
@76H) has been rec
10 days.

-3 if an GE@EINt (
Communication error with the external
GNSS facility event has been
recorded in the last 10 days.

-4 If both Sensor Fault and GNSS
receiver faults have been recorded in
the last 10 days.

-5 If both Sensor Fault and
Communication error with the external
GNSS facility event have been
recorded in the last 10 days.

-6 If both GNSS receiver fault and
Communication error with the external
GNSS facility event have been

recorded in the last 10 days.

--sensor fault one octet as tp15638SensorFault
per data dictionary INTEGER (0..255),
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168

RTM13
Time Adjustment

The VU shall generate an integer
value (timeReal from Appendix 1) for
data element RTM13 on the basis of
the presence of Time Adjustment data
as defined in Annex 1C.

The VU shall assign the value of time
at which the last time adjustment data

event has occurred.

ELSE i f no ATi me

Time of the last time
adjustment

tp15638TimeAdjustment
INTEGER(0..4294967295),

RTM14
Security Breach
Attempt

The VU shall generate an integer
value (timeReal from Appendix 1) for
data element RTM14 on the basis of
the presence of a Security breach
attempt event as defined in Annex 1C.

The VU shall set the value of the time
of the latest security breach attempt
event recorded by the VU.

ELSE if nbréaebun
event as defined in Annex 1C is

Time of last breach attempt
-- Default value =0x00FF

tp15638LatestBreachAtte
mpt
INTEGER(0..4294967295),

RTM15
Last Calibration

The VU shall generate an integer
value (timeReal from Appendix 1) for
data element RTM15 on the basis of
the presence of Last Calibration data
as defined in Annex 1C.

The VU shall set the value of time of
the latest two calibrations (RTM15
and RTM16), which are set in
VuCalibrationData defined in
Appendix 1.

Time of last calibration data

tp15638LastCalibrationD
ata
INTEGER(0..4294967295),

RTM16
Previous Calibration

The VU shall generate an integer value
(timeReal from Appendix 1) for data
element RTM16 of the calibration
record preceding that of the last
calibration

ELSE if there has been no previous
calibration the VU shall set the value
of RTM16 to 0.

Time of previous calibration
data

tp 15638PrevCalibrationD
ata
INTEGER(0..4294967295),




Informal document No. 2

RTM17
Date Tachograph
Connected

For data element RTM17 the VU
shall generate an integer value
(timeReal from Appendix 1).

The VU shall set the value of the time
of the initial installation of the VU.

The VU shall extract this data from
the VuCalibrationData (Appendix 1)
from the vuCalibrationRecords with

Date tachograph
connected

tp15638DateTachoConnect
ed
INTEGER(0..4294967295),

RTM18
Current Speed

The VU shall generate an integer
value for data element RTM18.

The VU shall set the value for RTM16
to the last current recorded speed at
the time of the latest update of the
RtmData.

Last current recorded speed

tp15638CurrentSpeed
INTEGER (0..255),

RTM19
Timestamp

For data element RTM19 the VU
shall generate an integer value
(timeReal from Appendix 1).

The VU shall set the value for RTM19
to the time of the latest update of the
RtmData.

Timestamp of current
TachographPayload record

tp15638Timestamp
INTEGER(0..42949 67295),

New proposed Table 14.3

1)
RTM Data Element

@
Action performed by the VU

3)
ASN.1 definition of data

RTM1
Vehicle Registration
Plate

The VU shall set the value of the
tp15638VehicleRegistrationPlate
data element RTM1 from the
recorded value of the data type
VehicleRegistrationldentification as
defined in Sub-appendix 1
VehicleRegistrationldentfication

Vehicle Registration Plate
expressed as a string of
characters

tp15638VehicleRegstrati
onPlate LPN,

- - Vehicle Registration

Plate imported from ISO
14906 with the

limitation specified in

EN 15509 which is a
SEQUENCE comprising
Country Code followed

by an alphabet

indicator followed by

the plate number

itself, which is always

14 octets ( padded with
zerobs) so the
LPN type length is always
17 octets, of which 14

are the fAreal o
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170

RTM2
Speeding Event

The VU shall generate a boolean
value for data element RTM2
tp15638SpeedingEvent.

The tp15638SpeedingEvent value
shall be calculated by the VU from the
number of Over Speeding Events
recorded in the VU in the last 10 days
of occurrence, as defined in Appendix
1C.

If there is at least one
tp15638SpeedingEvent in the last 10
days of occurrence, the
tp15638SpeedingEvent value shall be
set to TRUE.

El SF if thora ara nn avente in the lact

1 (TRUE) - Indicates
irregularities in speed within
last 10 days of occurrence

tp15638speedingEvent
BOOLEAN,

RTM3
Driving Without
Valid Card

The VU shall generate a boolean
value for data element RTM3
tp15638DrivingWithoutValidCard.

The VU shall assign a value of True to
the tp15638DrivingWithoutValidCard
variable if the VU data has recorded
at least one event in the last 10 days
of occurrence of
anappropri ate cardo
in Appendix 1C.

ELSE if there are no events in the last

10 days of occurrence, the
tn185A82_Drivina\Withant\/alidCard

1 (TRUE) = Indicates invalid
card usage

tp15638DrivingWithoutVa
lidCard
BOOLEAN,

RTM4
Valid Driver Card

The VU shall generate a boolean
value for data element RTM4
tp15638DriverCard on the basis of the
data stored in the VU and defined in
Sub-appendix 1.

If no valid driver card is present the
VU shall set the variable to TRUE

ELSE if a valid driver card is present

0 (FALSE) = Indicates a
valid driver card

tp15638DriverCard
BOOLEAN,
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RTM5
Card Insertion while
Driving

The VU shall generate a boolean
value for data element RTM5.

The VU shall assign a value of TRUE
to the tp15638CardInsertion variable if
the VU data has recorded in the last
10 days of occurrence at least one
event of type fACa
driving. o AppendkdC.i
ELSE if there are no such events in
the last 10 days of occurrence, the
tp15638CardInsertion variable shall
be set to FALSE.

1 (TRUE) = Indicates card
insertion while driving within
last 10 days of occurrence

tp15638Cardinsertion
BOOLEAN,

RTM6
Motion Data Error

The VU shall generate a boolean
value for data element RTM6.

The VU shall assign a value of TRUE
to the tp15638MotionDataError
variable if the VU data has in the last
10 days of occurrence recorded at

|l east one event o
error 0 asAppdeedxil® e d

ELSE if there are no such events in
the last 10 days of occurrence, the

1 (TRUE) = Indicates motion
data error within last 10 days
of occurrence

tp15638motionDataError
BOOLEAN,

RTM7
Vehicle Motion
Conflict

The VU shall generate a Boolean
value for data element RTM7.

The VU shall assign a value of TRUE
to the tp15638vehicleMotionConflict
variable if the VU data has in the last
10 days recorded at least one event
of type  Vehicle Motion Conflict
(value6 0 A6 H ) .

ELSE if there are no events in the last
10 davs of accurrence the

1 (TRUE) = Indicates motion
conflict within last 10 days of
occurrence

tp15638vehicleMotionCon
flict
BOOLEAN,

RTM8
2nd Driver Card

The VU shall generate a boolean
value for data element RTM8 on the
basis of Appendix1 C ( ADr i v
Dat a0 CREWDRMER). CO

If a 2nd valid driver card is present the
VU shall set the variable to TRUE

ELSE if a 2nd valid driver card is not

present the VU shall set the variable

1 (TRUE) = Indicates a
second driver card inserted

tp156382ndDriverCard
BOOLEAN,
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RTM9 The VU shall generate a Boolean 1 (TRUE) = other activity tp15638currentActivityD
Current Activity value for data element RTM9. selected; riving
0 (FALSE) = driving selected | BOOLEAN
If the current activity is recorded in
the VU as any activity other than
ADRI VI NGo a sppehedflC
the VU shall set the variable to TRUE
ELSE if the current activity is
recorded in the V
RTM10 The VU shall generate a Boolean 1 (TRUE) = improperly closed| tp15638lastSessionClose
Last Session Closed | value for data element RTM10. 0 (FALSE) = properly closed | d
BOOLEAN

If the last card session was not
properly closed as defined in
Appendix 1C the VU shall set the
variable to TRUE.

ELSE if the last card session was

RTM11
Power Supply
Interruption

The VU shall generate an integer
value for data element RTM11.

The VU shall assign a value for the
tp15638PowerSupplyInterruption
variable equal to the longest power
supply interrupti
Article 9, Reg (EU) 165/2014 of type
APower supply int
in Appendix 1C.

ELSE if in the last 10 days of

-- Number of power supply
interruptions in last 10 days
of occurrence

tp15638powerSupplyinter
ruption
INTEGER (0..127),
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RTM12 The VU shall generate an integer --sensor fault one octet as tp15638SensorFault
Sensor Fault value for data element RTM12. per data dictionary INTEGER (0..255),

The VU shall assign to the variable
sensorFault a value of:

-1 i f an event q
fault has been recorded in the last
10 days,

-2 if an event of type GNSS receiver
fault (either internal or external with
enum v &0WHe Dro
@76H) has been rec
10 days.

-3 if an Q@GEOENt (
Communication error with the external
GNSS facility event has been
recorded in the last 10 days.

-4 If both Sensor Fault and GNSS
receiver faults have been recorded in
the last 10 days.

-5 If both Sensor Fault and
Communication error with the external
GNSS facility event have been
recorded in the last 10 days.

-6 If both GNSS receiver fault and
Communication error with the external
GNSS facility event have been
recorded in the last 10 days.

RTM13 The VU shall generate an integer Time of the last time tp15638TimeAdjustment
Time Adjustment value (timeReal from Sub-appendix 1)| adjustment INTEGER(0..4294967295),
for data element RTM13 on the basis
of the presence of Time Adjustment
data as defined in Appendix 1C.

The VU shall assign the value of time
at which the last time adjustment data
event has occurred.

ELSE i f no ATi me
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RTM14
Security Breach
Attempt

The VU shall generate an integer
value (timeReal from Sub-appendix 1)
for data element RTM14 on the basis
of the presence of a Security breach
attempt event as defined in Appendix
1C.

The VU shall set the value of the time
of the latest security breach attempt
event recorded by the VU.

ELSE i f no
event as defined in Appendix 1C is

fisecur

Time of last breach attempt
-- Default value =0x00FF

tp15638LatestBreachAtte
mpt
INTEGER(0..4294967295),

RTM15
Last Calibration

The VU shall generate an integer
value (timeReal from Sub-appendix 1)
for data element RTM15 on the basis
of the presence of Last Calibration
data as defined in Appendix 1C.

The VU shall set the value of time of
the latest two calibrations (RTM15
and RTM16), which are set in
VuCalibrationData defined in Sub-
appendix 1.

The VU shall set the value for
RTM15 ta the timeReal of the latest

Time of last calibration data

tp15638LastCalibrationD
ata
INTEGER(0..4294967295),

RTM16
Previous Calibration

The VU shall generate an integer value
(timeReal from Sub-appendix 1) for
data element RTM16 of the calibration
record preceding that of the last
calibration

ELSE if there has been no previous
calibration the VU shall set the value
of RTM16 to 0.

Time of previous calibration
data

tp15638PrevCalibrationD
ata
INTEGER(0..4294967295),

RTM17
Date Tachograph
Connected

For data element RTM17 the VU shall
generate an integer value (timeReal
from Sub-appendix 1).

The VU shall set the value of the time
of the initial installation of the VU.
The VU shall extract this data from
the VuCalibrationData (Sub-appendix
1) from the vuCalibrationRecords with
CalibrationPurposee qu al t o

Date tachograph
connected

tp15638DateTachoConnect
ed
INTEGER(0..4294967295),
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RTM18
Current Speed

The VU shall generate an integer
value for data element RTM18.

The VU shall set the value for RTM16
to the last current recorded speed at
the time of the latest update of the
RtmData.

Last current recorded speed

tp15638CurrentSpeed
INTEGER (0..255),

RTM19
Timestamp

For data element RTM19 the VU
shall generate an integer value
(timeReal from Sub-appendix 1).

The VU shall set the value for RTM19
to the time of the latest update of the
RtmData.

Timestamp of current
TachographPayload record

tp15638Timestamp
INTEGER(0..4294967295),
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V0.220190113

LIST OF PROPOSED CHANGESANDIEXICAPPENDIX 15OR AETR

Point or . Proposed text for
article Text Appendix 15 P AETR Comments

TITLE/TABLE (Title)

OF APPENDIX5. MIGRATION: | SUBAPPENDIX5.

CONTENTS | MANAGING THE €0 MIGRATION: MANAGING TH
EXISTENCE BQUIPMENT | COEXISTENCE OF EQUIPM
GENERATIONS GENERATIONS

1 For the purposes of this For the purposes of thiSub
Appendix, the following appendix the following
definitions are used. definitions are used.

1 smart tachograph system smart tachograph system
definition definition
smart tachograph system: as | smart tachograph system: as
defined by this Annex (chapte defined by thisAppendix
1. definition bbb); (chapter 1: definition bbb);

1 first generationtachograph first generation tachograph
systemdefinition systemdefinition
first generation tachograph first generation tachograph
system: as defined by this system: as defineth the
Regulaton (article 2: introduction of this Appendix
definition 1);

1 second generation tachograp| second generation tachograp
systemdefinition systemdefinition
second generation tachograp| second generation tachograp
system: as defined by this system: as defineth the
Regulation (article 2: introduction of this Appendix
definition 7);

1 introduction datedefinition introduction datedefinition
introduction date: as defined | introduction date: as defined
by this Annex (chapter 1: by thisAppendix(chapter 1:
definition ccc); definition ccc);

1 IntelligentDedicated Intelligent Dedicated
Equipmentdefinition Equipmentdefinition
Intelligent Dedicated Intelligent Dedicated
Equipment (IDE): equipment | Equipment (IDE): equipment
used to perform data used to peform data
downloading, as defined in downloading, as defined in
Appendix 7 of this Annex. Subappendix7 of this

Appendix

2.1 The preamble of this Annex | The preamble of this\ppendix
provides an overview of the | provides an overview of the
transition between the first transition between the first
and the second generation and the second generation
tachograph systems. tachograph systems.

2.2 It is understood that first It is understood that first

generation tachograph cards

are interoperable with first

generation tachograph cards

are interoperable with first
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generation vehicle units (in
compliance with Annex 1B of
Reguation (EEC) No 3821/85
while second generation
tachograph cards are
interoperable with second
generation vehicle units (in
compliance with Annex 1C of
this Regulation). In addition,
the requirements below shall

apply.

generation vehicle units (in
compliance withAppendix1B,
while second generation
tachograph cards are
interoperable with second
generation vehicle units (in
compliance wth Appendix1C
of this Regulation). In addition
the requirements below shall

apply.

2.4.2, MIG_013Data shall be MIG_013Data shall be

MIG_013 downloaded from a first downloaded from a fist
generation card inserted in a | generation card inserted in a
second generation vehicle un| second generation vehicle un
using the data download using the data download
protocol defined in Appndix | protocol defined inSub
7 of this Annex. The vehicle | appendix7 of thisAppendix
unit shall send commands to | The vehicle unit shall send
the card exactly the same commands to the card exactly
manner as a first generation | the same manner as a first
vehicle unit, and downloaded| generation vehicle unit, and
data shall respect the format | downloaded data shall resped
defined for first generation the format defined for first
cards. generation cards.

2.4.3, MIG_014  Outside the MIG_014  Outside the

MIG_014 frame of drivers' control by frame of drivers' control by
non EU control authorities, non EU control authorities,
data shall be downloaded data shall be downloaded
from second generation from second generation
vehicle units using the seconq vehicle units using the secong
generatbn security generdion security
mechanisms, and the data mechanisms, and the data
download protocol specified | download protocol specified
in Appendix 7 of this Annex. | in Subappendix7 of this

Appendix
4, MIG_022 | MIG_022 After the MIG_022 After the

introduction date, Member
States shall only issue secong
generation tachograph cards.

introduction date,Contracting
Partiesshall only issue secong
generation tachograph cards.
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V0.220190113

LIST OF PROPOSED CHANGES TO ANNEAPPENDIX 16FOR AETR

Point or : Proposed text for
article Text Appendix 16 P AETR Comments
TITLE/TABLY (Title)
OF APPENDIX6. ADAPTOR FOR SUBAPPENDIX6. ADAPTOR
CONTENTS | M 1 AND N1 CATEGORY FOR M 1 AND N1 CATEGOR
VEHICLES VEHICLES
(update table of contents
according to the change in thgq
titles)
2.1, The adaptor shall provide a | The adaptor shall provide a
ADA_001 connected VU with secured | connected VU with secured
motion data permanently motion data permanently
representative of vehicle representative of vehicle
speed and distance travelled.| speed and distance travelled.
The adaptor is only intended | The adaptor is only intended
for those vehicles that are for those vehicles that are
required to be equipped with | required to be equipped with
recording equipment in control devicen compliance
compiance with this with this Agreement
Regulation. It shall be installed and used
It shall be installed and used | only in those types of vehicle
only in those types of vehicle | defined in definition yy)
defined in definition yy) W R LIAgb&nExiC2 T
Wi RI LJG2NR 2 F | whereitis not mechanically
is not mechanically possible t{ possible to install any other
install any other type of type of existing motion sensol
existing motion sensor which | which is otherwiseompliant
is otherwise compliantvith with the provisions of this
the provisions of this Annex | Appendixand itsSub
and its Appendixes 1 to 16. | Appendixedl to 16.
The adaptor shall not be The adaptor shall not be
mechanically interfaced to a | mechanically interfaced to a
moving part of the vehicle, bu] moving part of the vehicle, bu
connected to the connected to the
speed/distance impulses speed/distance impulses
which are generated by which are generated by
integrated sensors or integrated sensors or
alternative interfacs. alternative interfaces.
2.1, ADA 002 A type approved| ADA 002 A type approved
ADA 002 motion sensor (according to | motion €nsor (according to

the provisions of this Annex I
section 8, Type approval of
recording equipment and
tachograph cards) shall be
fitted into the adaptor
housing, which shall also

include a pulse converter

the provisions of this
AppendixIC, section 8, Type
approval ofcontrol deviceand
tachograph cards) shall be
fitted into the adaptor
housing, which shall also

include a pulse converter
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device inducing the ingning
pulses to the embedded
motion sensor. The embedde
motion sensor itself shall be
connected to the VU, so that
the interface between the VU
and the adaptor shall be
compliant with the
requirements set out in
1ISO168448.

device inducing the incoming
pulses to the embedd#
motion sensor. The embedde
motion sensor itself shall be
connected to the VU, so that
the interface between the VU
and the adaptor shall be
compliant with the
requirements set out in
1ISO168448.

2.3, ADA_004The adaptor shall ADA_004The adaptor shall

ADA 004 not be securitycertified not be security certified
according to the motion accordirg to the motion
sensor generic security target| sensor generic security target
defined in Appendix 10 of this| defined inSubAppendix10 of
Annex. Security related this Appendix Security related
requirements specified in requirements specified in
section 4.4 of this Appendix | section 4.4 of thiSub
shall apply instead. Appendixshall apply instead.

3, title 3. Requirements for the 3. Requirements for the
recording equipment when an control devicewhen an
adagor is installed adaptor is installed

3 The requirements in the The requirements in the
following Chapters indicate following Chapters indicate
how the requirements of this | how the requirements of this
Annex shall be understood Appendixshall be understood
when an adaptor is used. The when an adaptor is used. The
related requirement numbers | related requirement numbers
of Annex IC are provided of AppendixiC are provided
between brackets. between brackets.

3, ADA 005 | ADA _005The recording ADA_005Thecontrol device
equipment of any vehicle of any vehicle fitted with an
fitted with an adaptor must adaptor must comply wth all
comply with all the provisions| the provisions of this
of this Annex, except Appendix except otherwise
otherwise specified in this specified in thiSubAppendix
Appendix.

3, ADA_006 | ADA_006Nhen an adaptor| ADA_008/Nhen an adaptor
is installed, the recording | is installed, thecontrol
equipment includes cables| deviceincludes cables, the
the adaptor (including a adaptor (including a motion
motion sensor), and a VU | sensor), and a VU [01].
[01].

3, ADA_007 | ADA 007 The detection of| ADA_007 The detection of

events and/or faults
function of the recording
equipment is modified as
follows:

- 0KS aLRgSH

Ay G SNNHZLIGA 2y

events and/or faults
function of thecontrol
deviceis modified as
follows:

- GKS aLR2gSH

AY G SNNHZLIGA 2y
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triggered by the VU, while
not in calibration mode, in
case of any interruption
exceeding 200 millisecond
of the power supply of the
embedded motion sensor
[79]

- 0KS aY2iAi
SNNBNE S@Syi
triggered by the VU in case
of interruption of the
normal data flow between
the embedded motion
sensor and the VU and/or
in case of data integrity or
data authentication error
during data exchange
between the embedded
motion sensor and the VU
[83]

- 0 KS &ybgeartz)
FGGSYLGie S@S
triggered by the VU for any
other event affecting the
security of the embedded
motion sensor, while not in
calibration mode [85]

- 0KS aNBO2\
SljdAa LIYSy ¢ 7F
triggered by the VU, while
not in calibration modefor
any fault of the embedded
motion sensor [88]

triggered by the VU, while
not in calibration mode, in
case of any interruption
exceeding 200 millisecondj
of the power supply of the
embedded motion sensor
[79]

- 0KS aY2iAai3
SNNBNE S@Syi
triggered by the VU in casq
of interruption of the
normal data flow between
the embedded motion
sensor and tb VU and/or
in case of data integrity or
data authentication error
during data exchange
between the embedded
motion sensor and the VU
[83]

- GKS aasSodz
FGGSYLiGie S@S
triggered by the VU for any|
other event affecting the
security of theembedded
motion sensor, while not in
calibration mode [85]

- 0KS aNBO2H\
Slj dzA LJY S yfauk of ¥
the control deviceyhall be
triggered by the VU, while
not in calibration mode, for
any fault of the embedded
motion sensor [88]

3, ADA_008

ADA_008The adaptor
faults detectable by the
recording equipment shall
be those related with the
embedded motion sensor
[88].

ADA_008rhe adaptor
faults detectable by the
control deviceshall be
those related with the
embedded motion sensor
[88].

4.1,
ADA 012

ADA_012 The adaptor inpy
interface shall be able, if
applicable, to multiply or
divide the frequency pulses
of the incoming speed
pulses by a fixed factor, to

adapt the signal to the k

ADA _ 012 The adaptor inpy
interface shall be able, if
applicable, to multiply or
divide the frequency pulseq
of the incoming speed
pulses by a fixed factor, to
adapt the signal to the k
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factor range defined by thig
Annex (4000 to 25000
pulses/km). This fed

factor may only be
programmed by the
adaptor manufacturer, and
the approved workshop
performing the adaptor
installation.

factor range defined by this
Appendix(4000 to 25000
pulses/km). This fixed
factor may only be
programmed by the
adaptor manufacturer, and
the approved workshop
performing the adaptor
installation.

4.7, ADA_027 A descriptive ADA_027 A descriptive

ADA_027 | plaque shall be affixed to | plaque shall be affixed to
the adaptor and shall show| the adaptor and shall show
the following details: the following details:

- name and address of - name and address of
the manufacturer of the the manufacturer of the
adaptor, adaptor,

- Yl ydzF I O dzN - Y ydzF I O dzN
number and year of number and year of
manufacture of the manufacture of the
adaptor, adaptor,

- approval mark of th | - approval mark of the
adaptor type or of the adaptor type or of the
recording equipment type | control devicetype
including the adaptor, including the daptor,

- the date on which - the date on which
the adaptor has been the adaptor has been
installed, installed,

- the vehicle - the vehicle
identification number of identification number of the
the vehicle on which it has| vehicle on which it has been
been installed. installed.

5, title 5. Installation of the 5. Installation of thecontrol
recording equipment when| deviee when an adaptor is
an adaptor is used used

6.1, ADA _038Nhen an adaptor is | ADA_033Nhen an adaptor is

ADA_035 used, each periodic inspectioll used, each periodic inspectiof

(periodic inspections means if
compliance with Requirement]
[409] through to Requirement
[413] of Annex 1C) of the
recording equipment shall
include thefollowing checks:

- that the adaptor carries the
appropriate type approval
markings,

- that the seals on the adaptor

and its connections are intact

(periodic inspections means if
compliance with Requirement]
[409] through toRequirement
[413] of Appendix 1¢of the
control deviceshall include
the following checks:

- that the adaptor carries the
appropriate type approval
markings,

- that the seals on the adaptor

and its connections are intact
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- that the adaptor is installed
as indicated on the installation
plaque,

- that the adaptor is installed
asspecified by the adapter
and/or vehicle manufacturer,
- that mounting an adaptor is
authorised for the inspected
vehicle.

- that the adaptor is installed
as indicated on the installation
plague,

- that the adaptor is installed
as specified by the adapter
and/or vehicle manufacturer,
- that mounting an adaptor is
authorised for the inspected
vehicle.

7, title 7. Type approval of recording| 7. Type approval ofontrol
equipment when aradaptor is | devicewhen an adaptor is
used used

7.1, ADA_03Recording ADA_037ontrol deviceshall

ADA 037 equipment shall be submitted| be submitted for type
for type approval complete, | approvalcomplete, with the
with the adaptor [425]. adaptor [425].

7.1, ADA_038Any adaptor may be| ADA_038Any adaptor may be

ADA 038 submitted for its own type submitted for its own type
approval, or for type approval| approval, or for type approval
as a component of a recordin{ as a component of aontrol
equipment. device

7.2, ADA_040A functional ADA_040A functional

ADA 040 certificate of an adaptor or of | certificate of an adaptor or of

recording equipment including
an adaptor shall be delivered
to the adapta manufacturer
only after all the following
minimum functional tests
have been successfully passe

control devicencluding an
adaptor shall be delivered to
the adaptor manufacturer
only after all thefollowing
minimum functional tests
have been successfully passe
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