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An approach to building an integrated management system based on ISO 9001:2000, ISO 27001:2005 and OPM3 International Standards in services companies

Introduction: key characteristics of the services companies
The development of the services sector of Russian business is crucial. It is considered to be one of the key goals that need to be achieved in order to make a shift from resource-oriented economy towards less vulnerable knowledge-oriented economy in Russia. 

Business and public governance representatives from all over the world agree on that and have been actively discussing the issues related to the projects of building an integrated management system (IMS). An IMS can serve as a wonderful tool helping organizations to systematically achieve their strategic goals and sustainable development no matter what business the organization is involved in. At the same time, the IMS subject itself covers a broad range of questions and hence should be divided into several segments: it would be easier to discuss IMS issues within a certain business sector. 
For example, implementation of an IMS in services companies (such as banks, insurance, IT sector, public governance, etc.) should obviously be different than in industry sector (like machinery). One of the key characteristics of the companies that produce services is that any service provision is a realization of a process, and therefore the services company’s products are their processes. Thus the characteristics of the processes determine the quality of the products (services); in industry sector the products have measurable characteristics and the quality of a product can be measured with standard methods. More important, the outcomes of the processes in services companies usually contain information of any form (records, documents, decisions etc.). 
Obviously, the consistency of business development in services companies depends on the level their quality management system, information security management system and project management system function. All the systems mentioned above are described in the international standards: ISO 9001:2000, ISO 27001:2005, Organizational Project Management Maturity Model (a Project Management Institute Standard). 
In industry sector, the degree of organization’s success is more likely to depend on how effective is the quality management system (as it is in the services sector), environmental management system (ISO 14001:2004) and occupational health and safety management system (OHSAS 18001). This list is not exhaustive - there might other systems as well. 
If we compare IMS in services sector with one in industry sector we see that different management systems constitute an IMS.  Therefore the IMS implementation methodology must be different for services companies. Since that methodology is not well studied yet, some basic issues will be discussed in the report, which contains:
1. The objectives of the project of IMS implementation;
2. A slightly different approach on how the requirements of the International Standards should be applied to a company in order to build an effective IMS;

3. Some main features of an IMS implementation projects;

4. Description of the implementation methodology itself.
The objectives of the project of IMS implementation in services companies
Implementation of an IMS in any organization is a project. And a basic rule of a project management theory is that every project is defined by its objectives. International standards on management systems can be applied differently for different purposes. If the organization’s objective is to gain formal conformity with the standard in order to receive the certificate – that is one case. If the organization is seeking for tools for business development, the standards can be of a great help – but that is another case and they should be applied differently. 
Now we have a history of IMS implementation projects: some of them are more successful, some are less. Usually, the IMS implementation is unsuccessful when the objectives of that project are not precisely defined. Moreover, we can say that the project of IMS implementation can not be successful when the objectives are not clearly defined and understood by all project’s stakeholders. 
Every ISO 9001:2000 Quality Management System, every IMS implementation is unique. It is unique because a company cannot simply implement a standard, but it can implement a solution, a project which is based on the standard. 

As an example of such a solution let’s consider a project of IMS implementation. IMS is based on three standards: ISO 9001:2000, ISO 27001:2005 and OPM3 (Organizational Project Management Maturity Model). If the requirements of the standards are applied the way it will be described later in the article, the project will result in achieving the following objectives:
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The importance of achieving these objectives is obvious to the representatives of the business world since all the factors listed above have a strong influence on the business performance. The following tools must be implemented to achieve these objectives:
	Objective
	Tools
	Reference to the standards

	To achieve business consistency and stability of quality
	Quality Management System
	ISO 9001:2000

	To achieve the scalability of business

To make organization’s technologies easily duplicated and applied to new areas when business grows;

To ensure process’s consistency.
	Process Management System;
Corporate Knowledge Management System;
Corporate Records Management System;
HR Management System.
	ISO 9001:2000 – 4.1, 4.2.3,4.2.4,6.2.2, 6.3,6.4
ISO 27001:2005

	To make business transparent
	Process Management System;
Corporate Knowledge Management System;
Corporate Reports Management System;
HR Management System;
Supply Management System;
The System of Process Monitoring and Measurement;
	ISO 9001:2000 – 4.1, 4.2.3,4.2.4, 5.5, 7.4, 8.2.3

	Systematic Risk Management
	Corrective Action Management System;
Preventive Action Management System;
Procedures of Information Security Risks Management.
	All requirements of the ISO 9001:2000 can be considered as methods to mitigate operational risks;
ISO 27001:2005  - information security risk management
OPM3 – operational and strategic risk management

	Sustainable Business Development
	Project Management System

Strategic Management System
	OPM3 (Organizational Project Management Maturity Model)

5.3, 5.4.1, 5.6 ,7.3 ISO 9001:2000

	To continually enhance business competitiveness
	Client-oriented approach to management;
The processes of continual improvement.
	ISO 9001:2000 

5.2,5.3,7.2,8.2.1,8.2.2,8.5


These tools can be implemented separately. But it can be easily seen from the table that most of them are described in the International Standards on Management Systems and obviously the effect would be greater if all these tools function within one Integrated Management System, which can be built on a basis of International Standards ISO 9001:2000, ISO 27001:2005 and Organizational Project Management Maturity Model.

Building an Integrated Management System: the main idea
Obviously when we refer to a term Integrated Management System we presume that there is one Management System functioning in the organization. Three separate Management Systems that function independently in the organization don’t constitute an Integrated Management System – they remain three independent systems. One approach to building an IMS is to first create some basic management system (ISO 9001:2000 can serve for such purposes), and then to embed processes from other systems (Information Security Management System and Project Management System) into it. 

If we apply the requirements of ISO 9001:2000 broader than in the usual practice, we see that almost every management tool mentioned in the Table 1 is somehow described in this standard. Some of the tools are described in ISO 9001 in detail - like for example the process approach. Some of them need additions from specific standards – to create an efficient Corporate Knowledge Management System the recommendations from specific standards should be applied, ISO 27001:2005 may be very useful in that case. 
Anyhow, ISO 9001:2000 Quality Management System for services companies may serve as a basic management system, which contains the following subsystems:
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1. Project Management System (7.3 ISO 9001:2000);
2. Corporate Knowledge Management System  (4.2 ISO 9001:2000);
3. ‘Reports’ and Records Management System (4.2.4 ISO 9001:2000);
4. Strategic Management System (5.3, 5.4, 5.6 ISO 9001:2000);
5. Risk Management System (8.5.1, 8.5.2 ISO 9001:2000);
6. HR Management System (6.2.2 ISO 9001:2000);
7. Customer Relationship Management System (7.2 ISO 9001:2000);
8. Supply Management System.

These systems (or tools) will have the greatest effect on the organization’s performance when they are implemented as one system. Since there are International Standards on some of these subsystems, like a standard on Information Security Management System and Project Management System, the requirements of the latter standards can be used as additional requirements to ISO 9001:2000: for example the requirement of  OPM3 are additional to clauses 5.3,5.4,5.6,.7.3.  

That is why the implementation of the ISO 9001:2000 management system must serve as a basis for an Integrated Management System. Each and every organization’s process should be included into ISO 9001:2000 System. That is a necessary condition for the successful implementation of an IMS. The requirements of the specific standards should be considered as additional to the requirements of ISO 9001:2000. 
If that is the case, we will have a real integrated system; and not three separate independent management systems. Graphically, the roadmap to building this system looks like the following:
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To make ISO 9001:2000 a real basis for an Integrated Management System we should apply ISO 9001:2000 requirements to the whole organization. For that purpose we might need a broader view on what quality is. We can treat quality as a general degree to which the organization’s performance corresponds to its plans (technological, operational, strategic, etc.) That doesn’t contradict the classical definition of quality – ‘a degree to which the characteristics of the product meet the requirements’, because the requirements of the stakeholders are included in the company’s plans. According to this view on quality, every business process should be included into a quality management system, and the objective of this system is to increase the degree of meeting the corporate plans (and to plan for more) – that implies that QMS contains every aspect of corporate management, and the terms QMS and Management System become equal and interchangeable. 
Building an informational infrastructure: a key feature of the IMS implementation project
One of the critical success factors of the IMS implementation project is the effective informational infrastructure which is designed to support the system. Designing an informational infrastructure is one of the key tasks in a project of implementation ISO 9001:2000 system, and the IMS is no exclusion. That is especially the case for the services companies – as it was mentioned above, the outcomes of the processes in these companies usually contain information (records, data, and documents) and hence an information system is needed. 

The informational infrastructure makes the system and the processes of the system visible. Very often the implementation of the Information Systems implies automation. Automation, in turn, requires processes’ transparency - one of the objectives of the IMS implementation project. So we can state that the implementation of an information system requires an IMS project, as well as IMS projects require an information solution. 
Implementation of an Information System usually implies serious investments that representatives of the SME sector cannot afford. At the same time, these organizations may create an informational infrastructure on the basis of Microsoft SharePoint. That is a widespread solution which is already installed in many organizations around the world. The use of this software would increase the effectiveness of the integrated management system without forcing organizations to pay skyrocketing prices. 
Microsoft SharePoint can be used to create an Informational Portal, which is a visualization of an Integrated Management System:
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The functioning of the site ensures that all company’s employees have access to the necessary information. On the site, the corporate documentation is published; the main page of the site also contains the links to the sites of the company’s processes. 
That is the main idea of using SharePoint: for each process of the organization we can develop a site, where all the information is placed which is needed to ensure the effectiveness and efficiency of the business process. At a minimum, the process’s site contains:

1. The description of a process(documented procedure);

2. The inputs;

3. The outputs (in services companies these are usually records).

Below is an example of the site of the process of an IT company:
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Thus the development of an informational infrastructure is a necessary condition to make an effective IMS. It makes the system visible and helps to maintain its integrity hence increases the business performance of the organization.
The IMS project implementation methodology

First of all, IMS implementation is a classical example of an organizational project and therefore it should be managed taking into account recommendations of the Project Management Theory. 
The basic idea of such a project is the following: first of all, we implement the ISO 9001:2000 QMS, where the requirements of the standard are applied the way it was described above. That task allows us to establish the process description format, documentation management procedures, strategic management system etc. After that, we add the requirements of the specific standards to the ISO 9001:2000 subsystems. For services companies these standards are more likely to be Information Security Management System Standard and Project Management System Standard. For organizations that operate in industry sector it would be Environmental Management System and Occupational Health and Safety System. 

The implementation methodology is graphically presented on the next picture:
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Without going into the details of the project, we can see that the first phase (tasks 1-3) mainly contains organizational tasks and the tasks related to business processes identification. When that is done the strategic management process is implemented, simply as one of the organization’s processes. That implies defining the organization’s policy, measurable objectives and other actions necessary to meet the requirements of 5.3, 5.4.1 ISO 9001:2000. As it was noted above, the strategic planning process is also defined in the OPM3 standard – the output of the strategic planning process is the input to the project management system (for achieving each objective several projects should be implemented). 
The documentation management procedures are developed next, where the way in which the organization documents will be developed, agreed on, implemented, audited, maintained etc. is defined. Knowing that and having all the organization’s processes defined, we can develop a detailed project plan – where for each process we determine the tasks necessary to make it efficient and to ensure it meets the requirements of the standards. We can see that the process is ‘done’ when we have its site developed where the process’s description is placed together with its inputs and outputs. 

The tasks 1-8 are the basic tasks of the ISO 9001:2000 implementation project. They make it possible to accomplish the tasks 9-10 – the development and implementation of the processes of the project management system and information security management system (some specifics will be described below). These processes are developed and implemented the same way as other organization’s processes - the way it was defined earlier in the project. 
After that work is finished a manual is being developed, which has a brief description of all the systems. When that is accomplished, an internal audit and management review of all the systems are conducted and the necessary improvements implemented afterwards. 

The specifics of integrating the Project Management System into a Management System

In order to prove the necessity of integrating the project management system into a general management system we can take a look at the description of the strategic planning process, which is represented on the picture:
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Defining the strategy and objectives are the tasks that each organization that is seeking compliance with ISO 9001 requirements has to accomplish (clauses 5.3 “Quality Policy” and 5.4 “Quality Objectives”). We consider that any objective that organization has determined can be considered as a quality objective (according to the approach described above). Since to achieve the goal organization has to run a project, the next function in the process is “determining the projects necessary to achieve the goals”. To ensure the effective realization of the project portfolio, a number of issues have to be considered, such as forming effective project portfolio, determining the processes of project management, allocating resources among projects etc. All these issues can be resolved within a Project Management System, which can be designed according to the recommendations of an Organizational Project Management Maturity Model Standard, which was issued by Project Management Institute (PMI www.pmi.org). 
Every organization that has strategic planning process implemented (and we presume that every organization that is interested in sustainable development has such a process) manages a project portfolio. The world’s best practices in this sphere are listed in the international standards and methodologies that were developed by International Project Management Association (located in Zurich) and Project Management Institute (located in Pennsylvania). The requirements of these standards coincide with the requirements of ISO 9001:2000 and the Project Management System can be easily integrated into a basic management system thus ensuring sustainable development and growth. 
The specifics of integrating the ISO 27001:2005 Information Security Management System into a Management System

The effective Information Security Management System is a key to business success for services companies since the main outcomes of the processes in this kind of companies are records, documents and information in other forms. The management system described in ISO 27001:2005 is based on a risk management approach with the main objective to ensure the confidentiality, integrity and availability of the corporate information. The requirements of this standard can also be treated as additional to ISO 9001:2000. The implementation of the Quality Management System can be considered as a solution to mitigate organization’s operational risks. The information security risks, addressed in ISO 27001:2005 with a high level of detail, are the examples of operational risks. That is why the ISMS can be integrated into ISO 9001:2000 system the same way as a project management system.
In ISO 27001:2005 the procedures necessary to address information security risks are defined, e.g.:

1. The information assets inventory and classification procedure;
2. The methodology of information security risk assessment.

Based on the results of the information security risks assessment, the following procedures should be developed:
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Thus to create an integrated management system together with the processes required by the ISO 9001:2000 the organization implements the procedures recommended by ISO 27001:2005. These processes are managed in the same way and manner as other processes that function in the organization. 
As the result of the actions described above we would have an IMS, based on ISO 9001:2000 which contains processes needed to ensure the effective project management and information security management. All these processes function as one system which implies that all the tools described in the Table 1 are implemented thus making it possible for an organization to achieve sustainable development, mitigation of risks, consistency of its processes, business transparency and many other goals that are necessary to ensure business success.
Conclusion

1. An integrated management system can serve as a wonderful tool helping organizations to achieve sustainable development. At the same time, the degree of success of the project of IMS implementation depends on the way the project’s objectives are defined and the requirements of the management system standards are applied to particular business. 
2. The ISO 9001:2000 Quality Management System can be treated as a general management system and must be considered as a basis for building an IMS. 
3. In order to build an IMS, the requirements of ISO 9001:2000 should be extended by the requirements of the standards that describe the management systems of the specific fields (such as project management and information security management - for services companies). 
4. Creating an informational infrastructure is a necessary condition for an IMS implementation project success.
5. IMS implementation is a project that should be carried out in accordance with modern project management methodology. 

6. One of the methodologies of IMS implementation is described in the article. The methodology proved to be efficient and worked well for the services companies.

In order to help organizations in services sector around the world to achieve sustainable development, the following tasks should be considered:
1. Providing business sector and public governance with the information on practical issues related to IMS implementation and the way International Standards can be applied. 
2. Developing the IMS implementation methodology, based on ISO 9001 and presenting it to the business sector and public governance. 

3. Promoting the idea of effective use of International Standards and implementation of integrated management systems in services sector and public governance. 

4. Forming an international expert group working on the issues of IMS, where business sector and public governance could receive consultation on the most efficient application of international standards on management systems. 









PAGE  
14

[image: image10.png]1. Process Approach )®

2.Knowledge
Management
System

9. Supply Management
System

3. 'Reports’
Management
System

8. Customer
Relationship
Management System

5. HR Management
System

7. Risk Management
System

4. Strategic Management
System

6. Project Management
System



[image: image11.png]Quality Management  155:9001:2000 Standard
System

of nctudes al
procesées

‘Additional requirements to
5.3,5.4.1,7.3

‘Additional system

H OPM3iStandard
Project Management

Includes the strategic

dgement processes and

ject portfolio managemer
processes

‘Additional system

Information Security

‘Additional requirements to
Management System

4.2.3,4.2.3,8.5.2,8.5.3
150 27001:2005 standard

Copttains the processes of
Wiformation security risk

management



[image: image12.png]12. Holding of the

Internal Audit and a
Management Reviaw
(CLEID) 3

Development of the
Manual

10, The Development
5and Implementation of
the processes of the
s Information Security

' Management System

Assessment

Aot

12.Independent

9. The Development and!
e[ ¥implementation of the

processes of Project
Management System

1.The Quality
Management Basics
Seminar and Initial
Assessment

cre

Corrective and Preventive

Action Management »8.The 150 9001

Gt preparation
The seminar on the basic

management principles of 150

Nororoska  ayn
9001:2000 and OPM3 = e

o npesenrawn npoerrs
Witing the Il Assessment

& Report ™

processes
implementation

CELIURIOND)

‘Non-Conformisy Product.
Managemept”

Internal Audit Management
Recbrds Management

The presefiation of the Report
The secondpart of the.
seminar - a getailed review of
the standard's requirements

7.Making the company’s
processes work in
compliance with the
requirements of the
tandards

The IMS
implementation
Project

‘The présentation g the
requirefpents_;
Process Jocupehtation

The implemertgtin
processes :

Monitoring of the pigdesses,

2

Organizational ¢
< Tasks

AppointingManagement
Represeniitive

‘Appojnting project manager

(Pofining a Process
Management Group

o Developing Informational

Infrastructure

Determining which Business.
Process Reengineering Tools

wil be used

Forming efis Groums..
6.Detailed project

3

project plan

Analysis

c 28

Creating the templates for the
documents, where the
organization's businets
processes will be defited

Determining the way the

5. The implementation
of the process
‘Documentation

Responsibilty Matrix

3. Business Process
Identification and

Business Process Identification

Creating the sites for the
processes

documents will be developed, *'[S Management’.
agreed on, actualized, stored

etc.

Planning"

[Cxza

.
4. The impleinentation
of the process “Strategic

Defining the Policy of the.
organization

©(Defining the Objectives.




[image: image13.png]/‘The direction of
. organization's development

Defining the Strategy
(policy,mission)

Strategic Planning Process

( “The project is an objective
\ with a time constraint' )

Determining the projects that
need to be implemented in
order to achieve the goals



[image: image14.png]A.5 Security Policy
A.6 Organization of IS
A.7 Asset Management

A.8 Human Resources
Security

A.9 Physical and
environmental security

Control objectives
and controls

A.10 Communications
and operations
< management

11 Access Control

A.121S acquisition,
development and
maintenance

A.1311S incident
management

A.14 Business continuity
management.

A.15 Compliance



[image: image15.png]HosocTW  AKTyanbbie AOKYMeHT!  CaATbinpoueccos  MpoexTbi  COrnacosame AOKyMeHTOS  Apas  Y3mb



[image: image16.png]Mpoueccer koMnanws
- Crpaternusckae nnanmposaie

~ Mponsxn

= MapkeTun, PR, Promotion

= BryTpene ayanTsi (npoeKTh, npousceer)
KL v ynpasnenne prekam

= Cenunapy



[image: image17.png]KopnopatueHbie 3Hanus
= MeTopcn n Texwonorun pabore:
« Crpaternuscme AoKkyneHTs

= MnTepecisie cratom, KHwrw, CaliTe

8 fobasnms conncy



[image: image18.png]MpoekTsl BHeApeHHs
« Breapenne

B 06aBHTL CoBIAKY



[image: image19.png]Aapec:

ttp:jsharepoint/defaul. aspc



[image: image20.png]BHYTPUKOPNOPaTHBHEIE HOBOCTH

03.08.2005

02.08.2005

Pesynbratel 03.08
oBasnert: GuBnMoTeKRH & “XCypHaN HoONb308aHMA KP" 1 A0KyHeHTI OXl. [l06anensl hopisi & ynpasnene
KONNETEHTHOCTLIO NEPCOHaNa, SHATIN3 CO CTOPOHEI PYKOBOACTE, SHYTPSHHHE 3YAMTLI, YIDIBNIEHHE KONTMSHAIH,
©OpHLI M0 GOTIbWER 4aCTH MYCTLIE - W HEOBXOAMND Pa3paBaTLIBaTL. CAGnans pasAeNbl "CosaHe OBErD MaHs" i
"PENM3aUNA NOEKTa" . CTDYKTYDa FOT0Ba ANA BCYXAGHHA, HEOBXDANMO pasaBaTIEaTS MEXaHH3HE COMMacosaHA
RokymerTos 1 ynpasnennA KA 1 M4,

Pesynorate: 02.08
Mepepatioran pasaen Pre-Sale. Co3nanel GHEMOTERN AOKYHENTOB  BOPH. GOPHE - WIPYWENHAIE, MOCKOMISKY
OTCYTCTBY10T & HOMEHTS YTBEPXAEHHSIS WSBNONSI 1 ONMCaHHS NPOUECC. HO KAk OBPa30N HOXHO OPraHM30BaT

paBoty & SP MoXHo YenaeTs.



[image: image21.png]06wne 3aaaum
Haseanne

MoaroroeHTs npesenTauno TexHonorim paiorsi © Share Point
Caenats kpaTkHe npeseHTauMK NpoUSECos

MIpHIMaeHHE NoTeHUMANEHEIX KNHEKTOD Ha BbICTaBKY

Crafine o Konnaan



[image: image22.png]8 fobasnte noxynent

Mocrapumin u Tpancnoprnete Kommaman
= Grmcok MocTasukos

= Ouenka MocTasumkos

= GrMcok TpaHenopTHBIX Kovnakyii

= Ouenka TpaHCIOpTHBIX Komnanyii

8 fobasnms conncy

Wanon_sanera_PernonraparmocTaska

Wanon_orueta_sa_nepnoa

Mpunep_Tap nncena_Konnrex

Watnon_PonyEspress

Watnon_saneka_RSI

Watnon_sanexa_verysell

Watnon_sanexa_CMICP.

Wanon_sanexa_Tpanck

8 fobasnte noxynent



