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Where you are now

UN/eQuality Schema by UN/CEFACT
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Where you want to be
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Where you want to be
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❑ Better regulatory control of quality certificates

❑ Less fraud

❑ Less resources for routine work in the competent authority

❑ Faster issuance of permits

❑ Real time data

❑ Faster border controls & movement

❑ Less costs for traders

❑ Improved quality of FFV

❑ ...
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CITES: A Convention built on a permit

❑ Binding trade agreement for 183 Parties to control 
trade in endangered species 

❑ Trade is regulated through the issuance, exchange 
and control of CITES permits

❑ Permit ensures legality, sustainability and 
traceability of trade 

➔ The CITES permit is the key instrument of the Convention to 
control the trade in the species it protects



Illegal trade in wildlife

➔ Need for electronic CITES permit system to strengthen permit issuance 
and control processes and to fight illegal trade

❑ Estimated 5 – 20 billion USD illegal trade in 
wildlife (excluding marine & timber)

❑ Illegal trade in wildlife is now ranked 4th 
in transnational crime

❑ Frequent patterns:

❑ highly organized crime

❑ laundering of illegal trade with legal trade

❑ passes through main ports and airports

❑ often use of fraudulent paperwork

❑ Criminals exploit gaps in the control 
systems (manual procedures, lack of electronic 
information exchange & risk management)
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eCITES in a Nutshell – end-to-end control 

of CITES trade for an improved 

implementation of the convention



eQuality vision statement
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❑ Technology is about dreams: everyone will understand something 

different

❑ It’s going to take time and it will cost money

eQuality vision statement:

❑ Define the “shared” dream

❑ A short statement why we are doing eQuality, and what will improve

❑ Provides a direction

❑ Should stand for the next 5 to 10 years
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❑ePermit: Automate CITES 
permit request, issuance and 
payment

❑eControl: electronic information 
exchange with Customs 
& automated risk management

❑eReport: electronic 
information for automated 
reporting

❑eExchange: electronic permit 
exchange between Authorities of 
different countries

Four steps to eCITES



Project component - ePermit

❑What: electronic submission of requests, internal 
permit approval workflow and audit functions, 
documentation of all steps (who, what, when, 
where?), notifications, printing of permits, e-
payment of fees, on-line validation of permits,, 
cancellation, ..

❑Benefits: Streamlined and transparent permit 
process, reduced opportunities for fraud, quality 
data, improved sustainability, faster permits



Project Component  - eControl

❑What: Integrating Border Agencies; Customs uses 
electronic CITES information for cross check with 
electronic customs declaration (automated risk 
management)

❑Required: electronic data exchange between 
CITES authorities and Customs, collaboration to 
identify and control risks

❑Benefits: Improved control at the border; faster 
clearance time; better trade statistics; less fraud
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Project Component  - eExchange

❑What: Exchange of electronic permits between 
authorities in different countries 

❑Required: fully automated national CITES systems 
in both countries, common technical standards;  
framework of trust (agreements), ..

❑Benefits: integrated cross border processes; 
reduction of fraud; pre-arrival information and 
scheduling of inspections; better statistics



Strategic Approach
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Create a common understanding among the Competent Authorities:

❑ The benefit is not e-”something”. The benefit are better processes, 
better control and less costs

❑ Before we can send or receive an electronic certificate we need a 
system that

❑ Can produce a (quality) certificate

❑ Exchange this certificate with other national Government 
agencies and integrate it into their workflows

❑ It is a long way to go but in stepwise process but we can reap benfits
all the way



eQuality strategic approach
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How can we implement our vision for a globle eQuality Certifcate
Exchange? 

❑ eQuality - what does that mean?

❑ What are the major implementation steps?

❑ Can we have a stepwise approach?

❑ What are the benefits in each step?

❑ When is a country ready to exchange electronic certificates?
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SWOT and the way to the
eCITES BaseSolution
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❑What are your specific weaknesses and (how) 
can you overcome them?



An eCITES system is a tall order:
❑ Complex CITES permit process

❑ Business requirements: electronic payment, internal external/external risk management, 
reporting, transparency & audits, regional structures, national legislation, changing 
CITES resolutions ..

❑ Interconnectivity: Customs, SW integration, national eGovernance framework, eSPS

❑ Low permit volumes: very high development cost for very few permits

➔ For most countries the development of a custom made eCITES system 
is not justifiable

Challenges for Parties when developing an 
eCITES system
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eCITES approach: Develop once, use many

❑ eCITES Implementation Framework:  Standard project implementation approach 

❑ eCITES BaseSolution: Off-the-shelf software solution tailored to national needs

❑ Capacity building & exchange of experiences



  I T  D    T I                  T  D     D  D          T

Virtual workshop– 08 April 2020

P R E S E N T A T I O N

https://unctad.org/en/PublicationsLibrary/dtlasycuda_inf2019d2_en.pdf


Using state of the art information technology and information 

management approaches to combat illegal trade in wildlife

eCITES Introduction

eCONTROL

• Permit information 

exchange with Customs

• Risk management and 

validation at export

• Single Window integration

STAGE

Supported 

Business Process

ePERMIT

• Request and issuance of 

ePermits (paper and electronic)

• Management and storage of  

CITES trade data for CITES 

annual reporting

• Inspection/risk assessments

• Payments

eEXCHANGE

• Exchange of national permit data 

between countries

• Cross-border traceability of CITES 

permits

eREPORT

Automated exchange of national permit 

data from country to CITES Secretariat 

and UNEP WCMC EPIX to generate 

statistics and CITES reporting



How to Implement
eCITES@ASYCUDA

Business Needs and Features

Graphical User Interface/ Dashboards

Trader Dashboard



eQuality tactical approach
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Before you can exchange electronic certifcates you need to have
eQuality systems that process electronic certificates. 

National eQuality systems:

❑ How many are there? How many will be there in a year from now?

❑ How expensive will it be to develop them? 

❑ 80% of all certificates versus 80% of all countries

❑ Develop one system for all or each country develops it‘s own? 
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One last thing...
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file:///Users/Markus%201%202/OneDrive/OneDrive%20-%20United%20Nations/0%20UNECE/eQUALITY/Presentation%20for%20WG%20meetig/Screenshot%20permit%20check.pdf
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