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Where you are now
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❑ You have already implemented an eQuality Certificate system

❑ Electronic certificate request system

❑ Electronic workflow for the  the approval, issuance and payment of the 
certificate

❑ Electronic risk management for scheduling of inspections

❑ Electronic exchange with customs and inspection services

❑ Perhaps even statistics and trade analysis modules



Where you want to be
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You want to do the final step and implement electronic exchange of 
Quality certificates

❑ Exchange of electronic certificates with other countries

❑ UN/eQuality Certificate Exchange (CE)



What means „electronic document“ ?
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Document types: 

❑ “paper”: document on paper. Often distinguish between “original” and 
“copy”

❑ ”digital”: an electronic image of the paper document; Think fax, foto, 
PDF, ..

❑ “electronic”: data is in a structured format that can be semantically 
processed by a computer system. Think XML, EDIFACT, JOSN,..

❑ “hybrid”: document can take several forms at the same time. Example: 
PDF document with QR code that links to an XML instance of the 
document



What is eQuality CE
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Definition: exchange of electronic UN/eQuality certificates between 
Authorities of different countries

Prerequisites

❑ National eQuality system

❑ Electronic certificate exchange with Customs (?)

❑ …

Why eQuality CE?

❑ End to end control of certificates

❑ Scheduling of inspections and controls

❑ …



Things to address when exchanging
electronic documents
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❑ Architecture: Point-to-point or Hub architectures for electronic 
certificate exchange

❑ Orchestration: How will Competent Authorities and Stakeholders 
exchange electronic certificate

❑ Electronic certificate & XML: How the data in the electronic certificate
relates to the standard paper certificate

❑ Electronic and digital signatures: How to deal with the electronic 
equivalent of physical signatures and seals in certificates

❑ Digital paper & QR codes (raised already in last weeks WS)

❑ Pilots:  finding general solutions from practical examples



UN/eQuality Certificate 
Exchange

Architecture



Architecture: Central Hub or (and) Point 2 Point*

*Note: Blockchain is not considered here



A sends to Hub, Hub sends to B

❑ If B is offline, message will still be delivered (..but A will wait a 
long time for a confirmation)

❑ A only has to be compliant with the Hub, not with B (B has to be 
compliant with the Hub too)

❑ Hub is a middleman that coordinates exchanges

➔ The staff of the Hub plays the role of the benevolant dictator (sets 
the standards, protocols, gathers the community, manages the 
onboarding, …)

❑ Hubs cost money (development, ongoing operation, management 
and supervision) 

➔ Significant funding risks, sustainability, freeloaders .. 

❑ Hubs are single points of failure/control

➔ Parties have different opinions regarding availability, security, ...
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Hubs
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IPPC/STDF ePhyto Hub; Source FAO

http://www.fao.org/3/ca2696en/CA2696EN.pdf


A sends to  B

❑ If A or B are offline, no messages can be exchanged (but both 
immediately know)

❑ A and B have to be compliant to each other

➔ Some other mechanism must be in place to define standards, 
protocols, … The onboarding becomes crucial!

❑ Cut out the middleman/point of failure

❑ Higher set up costs (testing), close to zero operation costs

❑ It just takes two to start a pilot; projects can start immediately
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Point-2-Point (P2P)



Discussion in the eCITES project team: 

❑ Countries are already using P2P exchanges and will continue to use them

❑ We already know that there will be (many) different Hubs in the future (IPPC Hub, EU 
TRACIS Hub, ASEAN SW Hub, ..) ➔ there will be no “one-single-hub” situation

❑ Countries that use Hubs also use P2P exchanges

❑ In the future we will see A2B, A2Hub2B, A2Hub2Hub2B, ??,  exchanges

❑ Remember: We haven’t talked about Blockchain yet!

➔ We are looking at an architecture mix that will rapidly evolve

➔ If we have standards for the exchange and choreography it is easier to deal with multiple 
proprietary solutions

➔ It is important to agree on standards and guidelines that are compatible with P2P and  
Hub implementations

Only standards and documentation will save us from our ingenuity!
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P2P or Hub: Does it matter?



UN/eQuality Certificate 
Exchange

Orchestration
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Orchestration: How do we collaborate 
when exchanging electronic  

certificates?

1447eII.png


❑ Exporter request permit

❑ MA-Ex issued permit and sends permit ID and optional paper/PDF 
copies of the permit (no signature/seal) to Exporter

❑ Exporter sends permit ID to importer

❑ Importer submits permit ID in the Customs declaration

❑ Customs notifies MA-Im.  MA-Im sends electronic permit request 
to MA-Ex

❑ MA-Ex sends electronic permit to MA-Im

❑ MA-Im sends electronic permit to Customs

*electronic workflows/exchange in red
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Orchestration: Simplified Model of the 

Permit exchange process

1447eII.png
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Orchestration: Exchange Guidelines

file:///C:/Users/mpikart/Documents/1%20tmp/CITES%20permit%20process%20for%20analysis%20and%20automation/1552%20import%20border%20control.pdf


17

Orchestration: Exchange Guidelines (cont.)

Name of the process 

area 

import border control 

Process participants • Importer 

• CITES Management Authority (exporting) 

• CITES Management Authority (importing) 

• Customs (importing) 

Input criteria to 

enter/begin the business 

process 

• Importer has obtained the CITES permit ID and token 

from the exporter 

 

Activities and associated 

documentary 

requirements 

 

submit customs import declaration  

• The importer submits a Customs import declaration 

• The CITES permit ID and the token are registered as 

“supporting documents” in the Customs declaration 

request permit copy (Customs) 

• Customs sends an electronic request to transmit the permit 
data to the Management Authority (importing). This 

message could be in the same format as the 

GetNonFinalCitesCertificate message. 

request permit copy (importing Management Authority) 

• Management Authority (importing) sends an electronic 

request (GetNonFinalCitesCertifcate (otional; not shown 

in the above diagram) to the Management Authority 

(exporting) to receive the permit data. This message may 

be sent any number of times. 

• If Customs has informed the Management Authority 

(importing) that the importer has submitted the final 

import declaration the Management Authority (importing) 

will issue GetFinalCitesCertificate message.This message 
may be sent only one time. 

    

mark permit “used” 

• The Management Authority (exporting) marks the permit 
as “used”. This permit cannot be used for further import 

operations. 

• The Management Authority sends the permit data to the 

Management Authority (importing) 

receive permit copy 
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Orchestration: Exchange Guidelines (cont.)



19https://www.unece.org/fileadmin/DAM/uncefact/BRS/BRS-AGRI-eQuality_v1.pdf

https://www.unece.org/fileadmin/DAM/uncefact/BRS/BRS-AGRI-eQuality_v1.pdf


EU TRACES



UN/eQuality Certificate 
Exchange

The Message Standard



eQuality Certificate Standard

❑ The UN/eQuality data structure is based on a more general data 
structure: UN/CEFACT eCERT standard

❑ This standard is also used for

❑ electronic SPS (IPPC Recommendation)

❑ electronic CITES certificate (CITES CoP Recommendation)

❑ electronic agriculture Certificate of Origin

❑ can be used for other agriculture permits (Halal, ..)

➔ This means for example, the data structure of the “Exporter” in 
the eSPS and in the eCITES message are the same

➔ You can electronically validate an eSPS against an eCITES and an 
eQuality



From a paper permit to an electronic permit -

Step 1 Well aligned paper form (CEFACT UNLK)



From a paper permit to an electronic permit -

Step 1 Well aligned paper form (CEFACT UNLK)
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From a paper permit to an electronic permit -
Step 2 From paper form to a logic structure (CEFACT 

CCL)



From a paper permit to an electronic permit –

Step 3 From logic structure (CCL) to XML



We could organise a workshop
to present and discuss
the specific choreography and
the data elements of the
UN/eQuality standard



UN/eQuality Certificate 
Exchange

Electronic equivalent of 
signatures and seals



Defining the equivalent of a physical signatures is an issue for many international trade
documents that are used on electronic exchanges

UN/CEFACT Recommendation 14 on Authentication of trade documents distinguishes
between a digital and an electronic signature:

❑ Electronic signature: and process that provides a functional equivalent to a physical signature 
(think your eBanking application)

❑ Digital signature: a specific implementation of an electronic signature using cryptographic 
methods (think Bitcoin)

❑ Most electronic trade documents use electronic signatures

Example for electronic Signatures: your eBanking application

❑ You connect with your password to your eBanking application ➔ the bank knows it's you

❑ You transfer funds and log out

❑ The bank keeps a record of the transactions of this session

❑ If you later challenge one of the transactions your bank can proof that the transfer was done by 
you

➔ The whole process constitutes an electronic signature which is the equivalent of the physical 
signature

UN/CEFACT Recommendation 14



Documents:

• Note on electronic signatures in CITES permits and certificates SC70 Doc. 39 Annex 1 (Annex 1)

• Decision CoP18 18.125 e)

Decision CoP18 18.125 e)

• 18.125 e) i parties should apply UN/CEFACT Recommendation 14 for CITES permits

• 18.125 e) ii to vi specify certain requirements that an eCITES system must meet 
(authentication of users, record of audit trails,..)

• 18.125 e) iv

recognize that in electronic CITES systems that meet the above requirements i) – iv), the electronic equivalent of a physical 
signature and seal may be provided through the authenticated identification of any of the following individuals: the permit 
applicant; the official who issued or authorized the permit or certificate; the official who altered the permit or certificate; the 
issuing authority; and the inspecting official who endorsed the permit or certificate

A permit issued by a system that meets 18.125 e) requirements is considered to contain an 
electronic signature.

➔It is sufficient that the permit (paper or electronic) contains the information (name, office, 
location, date) of the stakeholders

Some Parties CoP18 18.125 e) also to their paper permits!

Electronic signatures in CITES permits

https://cites.org/sites/default/files/eng/com/sc/70/E-SC70-39.pdf
https://cites.org/sites/default/files/eng/dec/valid18/E18-Dec-.pdf


Pilots & next steps

How CITES used pilots to 
kick-off electronic document 
exchanges



eCITES EPIX Pilots

Approach

❑ Finding general solutions from practical examples

❑ The experience is that documented in the pilots is forwarded as standard 
and best practice (eCITES WG on electronic systems and UN/CEFACT)

Current state

❑ All current pilots led by Switzerland (CH, FR, CZ, Nordic countries, ...)

❑ There is a gradual move from “electronic submission supports the paper 

process” to “electronic submission replaces the paper process”

❑ Pilots between EU and Asian countries are starting now

❑ UNECE/ESCAP Task Force on eCITES permit exchange pilot projects

❑ Pilots are ongoing



Experience with Pilots (management 
perspective)

❑ The pathfinder has a pretty tough job

❑ Hands on: Solve issues as they occur

❑ Decision to implement P2P for now but to develop an approach that can 
also work for other Architectures 

❑ Use standards and solutions, where already available: (CEFACT Data 
standards, Rec 14 on electronic signatures,..)

❑ Synchronization of development projects of two national administrations 
is challenging

❑ Integration of project management and technical workstreams is 
challenging

❑ Communication between two national projects is challenging



Experience with Pilots (management 
perspective cont.)

❑ With increased number of pilots, the Onboarding process becomes more 
important

❑ A common national system such as UNCTAD eCITES could make a lot of 
exchange issues disappear

❑ Document experiences as early as possible and (try to) create a culture of 
sharing of experiences

❑ There is a need for a platform were Parties can exchange experiences and 
coordinate their initiatives



Electronic Permit Exchange Projects
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Thank you!
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Next meeting?

❑ Walkthrough on UN/eQuality choreography (CEFACT BRS)

❑ Walkthrough on UN/eQuality data standard (CEFACT BRS)

❑ Presentation from UNCTAD and/or IPPC 

❑ Meeting with interested countries to discuss eQuality pilots


