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Overview

ÅNTT Lab. and HitotsubashiUniv. have 
ŘŜǾŜƭƻǇŜŘ ά{ŜŎǳǊŜ /ƻƳǇǳǘŀǘƛƻƴέ ǎȅǎǘŜƳ ŦƻǊ 
a secondary use of official statistics.   

ÅWe introduce our secure computation system.

ÅWe consider how to make a function for 
regressions on secure computation and show 
experimental results with a demonstration.
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What is secure computation

A method to analyze data while the data is encrypted
Example: computing average savings of three students

100
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Encryption Secure computation

200
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Result

No one knows 
individual saving

The average is 
computed while the 
scores are encrypted
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Prospect of secure computation (1)

Can analyze data without disclosing themto cloud servers

Keeping Confidentiality, Privacy-preservation, and 
Countermeasure against information leakage

Users

Cloud

1. Encrypt and 
register data

2. Query for analyzing 3. Analyze data 
while it is kept 
encrypted4. Encrypted result

of the analysis

5. Decrypt the 
encrypted result

All processes 
carried out w/o 
decrypt the data
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Prospect of secure computation (2)

Secure secondary use (for Stat.) of sensitive data

Data providers

Server

1. Encrypt data 
and registerthem

2. Request a statistic

3. Compute the 
statistic from 
the encrypted 
sensitive data

4. Send the encrypted result

5. Decrypt the result

Data analysts

Sensitive data have 
never known to both 
the server and analyst

Risk of information 
leakage is much reduced
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NTT secure computation system

Å NTT Lab. developed a secure computation system for 
statistic analysis using sensitive micro data

Å Data is encrypted cell-wise through the technique called 
ά{ŜŎǊŜǘ {ƘŀǊƛƴƎέ

The data is divided into 3 data and each sent to different 
server

Data providers

Secure computation servers
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NTT secure computation (Cont.)

Å Statistical analysis on secure computation can be 
ǇŜǊŦƻǊƳŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ǎƻŦǘǿŀǊŜ ΨwΩ 

ς Data analysts request a desired analysis to the servers

ς Servers process the analysis with incorporating each other

ς The servers send an encrypted result to the data analyst

Data analysts

Secure computation servers
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Functions of our system (Example)

ÅBasic statistics

average, variance, covariance

ÅAggregation

cross table of up to three categorical attributes

ÅPrimitives

addition, subtraction, multiplication, logical 
operations, equation, comparison, sorting, 
mapping
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Collaboration of NTT and HitotsubashiUniv. 

Å Want to compute regression on secure computation

ς The regression was not implemented on NTT secure 
computation system

Å Develop some regression functions by combining 
basic statistics and primitives implemented on NTT 
secure computation system (this work)

Secure computation could be a solution for 
secure secondary use of official statistics
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Main topic

ÅMotivation

ς Make regression functions on secure 
computation

ÅProblem

ς Some operations are expensive on secure 
computation (e.g. division)

ÅApproach

ς Secure computation computes only aggregated 
values



10Copyright©2017  NTT corp. All Rights Reserved.

Example: secure linear regression

ÅCompute coefficients ύȟȣȟύ and 
intercepts ύ by solving equation system: 

ὔ Ὓ●
Ὓ● Ὓ●

Ễ Ὓ●
Ễ Ὓ●●

ể ể
Ὓ● Ὓ●●

Ệ ể
Ễ Ὓ●

ύ
ύ
ể
ύ

Ὓ◐
Ὓ●◐
ể
Ὓ●◐

ὔ: number of records, 
●ȟȣȟ●: regressors

◐: regressand
Ὓ○: sum of elements in a vector ○
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Example: secure linear regression(cont.)

ÅEach value in the equation system is not 
personal data, but an aggregated value

Ὓ●░requires only additions,  

Ὓ●●, Ὓ●◐require multiplications additionally

ÅSecure linear regression:

1. Compute every Ὓ , Ὓ , Ὓ on secure 

computation and decrypt them

2. Solve the equation system with Ὓ , Ὓ , Ὓ on 

non-encrypted data
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Experiments

ÅData: Synthetic Microdata for Educational Use 

Generated with pseudorandom numbers from 
2004, National Survey on Family Income and 
Expenditure in Japan

Contains 32,027 records with 197 attributes

ÅDetails: 

1. Aggregate frequency and magnitude by the 
number of members and workers

2. Linear regression between outcome and income.

3. Chow test in the different number of workers
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Demo

Please see a demonstration

Data: Synthetic Microdata for Educational Use
(32,027 records, 197 attributes)
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Discussion

ÅPerformance

ς Have sufficient accuracy compared with non-
encrypted data

ς All experiments were finished within few seconds

ÅSecurity

ς Depends on the assumption: 
aggregated values do not leak privacy information

ς Some cases (e.g. only 1 record) break the assumption

ς Expect statistical disclosure control (SDC) protects 
privacy in such bad cases
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Conclusions and Future works

Å NTT Lab. and HitotsubashiUniv. have developed 
ά{ŜŎǳǊŜ /ƻƳǇǳǘŀǘƛƻƴέ system for a secondary use of 
official statistics

Å Introduced our secure computation system

Å Presented an examples to make a function for 
regressions on secure computation

Å Showed experimental results on a demo

Å Future works

ς Implement other regressions and statistical analysis

ς Consider SDC for secure computation


