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Abstract. Published tabular summaries of linked employer-employee data usually use a job
frame (statutory employer linked to a specific employee) but include characteristics of both the individual (employee) and workplace (employer establishment). Formal privacy protection of these
characteristics requires defining the sensitivity of the published statistic to variation in a single individual or a single workplace (establishment). We propose a model that simultaneously protects
individuals and establishments using parameters that control the conventional differential privacy
for individuals and a generalization that provides a similar privacy guarantee for the employment
magnitudes associated with an employer establishment. We implement our model using three alternative noise distributions. We present results for cross-sectional employment summaries for
combinations of employer industry, geography, and ownership; and employee sex, age, race, ethnicity, and education. The system is illustrated using the LEHD Origin-Destination Employment
Statistics (LODES) database displayed in the U.S. Census Bureau’s OnTheMap application.
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Introduction

In this paper we present a case study in applying provably private algorithms for publishing tabular summaries of linked employer-employee data. The data we consider are
provided by the U.S. Census Bureaus Longitudinal Employer-Household Dynamics Program (LEHD) [2]. LEHD combines confidential survey and administrative data on jobs
and releases a public-use dataset, known as the LEHD Origin-Destination Employment
Statistics (LODES), that is widely used by government, businesses, and academics for
regional planning, investment, and research. LODES tabulates over 130 million jobs in
a year by workplace and residence location, commuting flows, as well as by a set of job,
employer, and worker characteristics [1]. The combination of detailed geography and
characteristics results in many cells having a small number of workers or employers.
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The existing scheme for protecting the privacy of entities represented in the LODES
data uses a combination of ad-hoc and provably private techniques. Workplace characteristics and job counts are protected using a combination of noise infusion techniques
with no provable guarantees [3], while worker residence locations are protected using an
algorithm that provably ensure probabilistic differential privacy [6].
Differential privacy [4] has quickly risen to become the gold standard for privacy
protection. Algorithms that ensure differential privacy take as input a table, and their
outputs do not change much on neighboring inputs that differ in the presence or absence
of a single record in the input table. However, applying differential privacy to the LODES
data, especially to protect workplace characteristics, poses a number of challenges. First,
all work in differential privacy assumes data formatted as a single table, and the unit to
be protected a single row in the table. However, the LODES data is a collection of tables
describing properties of workers, workplaces and jobs. Next, there are multiple entities,
each of which need different kinds of privacy protection. The presence or absence of
workers in the data must be kept secret. The employment count and the distribution of the
employees must be kept secret for the workplaces. Finally, there are certain attributes that
do not need any protection, e.g., industry, ownership and geography of a workplace. Thus,
directly adapting existing differentially private algorithms to this data is not possible.
Recent work has proposed a novel privacy framework, called Blowfish [5], that generalizes differential privacy and allows defining more expressive notions of what must be
kept secret in a dataset. Blowfish accomplishes this by specifying a policy graph that
redefines the notion of neighboring databases. In addition the Blowfish framework also
possesses all the nice provable properties of differential privacy. In this paper, we show
how to apply Blowfish to the protection of LODES data, and propose new algorithms for
publishing tabular summaries over the data. More specifically, our contributions are:
• Present a Blowfish privacy policy for protecting workers and workplaces in the LODES
data. The policy accounts for (a) data laid out as multiple tables, (b) protection of aggregate properties of workplaces, and (c) allowing certain information to be released
without protection.
• Develop three novel algorithms for the release of marginal employment counts. All
three algorithms provably satisfy privacy according to the specification in the Blowfish
policy graph. We also prove analytical bounds on error for them.
• We empirically evaluate the algorithms on the LODES data and present the cost of
provable protection by comparing the ratio of the error under the new algorithms to the
error under the existing protection scheme (that has no provable privacy properties).
Organization Preliminaries are described in Section 2. We describe the LODES data
and privacy challenges in Section 3. We review the Blowfish privacy framework and
describe the specific privacy policy used for the LODES data in Section 4. Our algorithms
are presented in Section 5 and evaluated in Section 6.
2
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Preliminaries

Database and Queries Let D be a table of records with schema (A1 , . . . , Ak ). The
domain of each attribute Ai is denoted dom(Ai ). For each record t in the table, we let
t[Ai ] ∈ dom(Ai ) be value of attribute Ai . Let n = |D| denote the size of the table;
i.e. D has n records. A database with schema (S1 , . . . , Sm ) is a collection of tables
(D1 , . . . , Dm ), where Di has schema Si .
We will consider marginal queries over tables in this paper.
Definition 2.1 (Marginal Query) A marginal query qV is defined by a tuple V = (v1 , . . . , vk ).
Each vi ∈ dom(Ai ) ∪ {∗}, where ∗ is a wildcard which matches any value of Ai . qV is
answered on table D as follows:
qV (D) := |{t ∈ D|t[Ai ] = vi ∀i}| .

(1)

For example, the query (∗, . . . , ∗) returns the size of the table.
Differential Privacy Differential privacy is usually defined on single tables (rather than
an entire database). A mechanism or algorithm is differentially private if its output is not
significantly affected by presence or absence of a single record from the input table.
Definition 2.2 ((, δ)-Differential Privacy [4]) Let M be a randomized algorithm. Let
D and D0 be tables that differ in the presence of a single record; i.e., |(D\D0 )∪(D0 \D)| =
1. M satisfies (, δ)-differential privacy if for all S ⊆ range(M),
Pr[M(D) ∈ S] ≤ e · Pr[M(D0 ) ∈ S] + δ
δ allows for the ratio of probabilities to be unbounded with a small failure probability. To
avoid algorithms that disclose individual records, δ should be set smaller than 1/n. When
δ = 0, we refer to the condition as -differential privacy. We call tables that differ in the
presence of a single record neighbors.
Queries over tables can be answered while satisfying differential privacy by adding
noise that is related to the sensitivity of a query.
Definition 2.3 (Sensitivity) Let I denote the set of all tables with a given schema. Let
q : I → Rd be a query function on that table that outputs a vector of d real numbers. The
sensitivity of q, denoted ∆q , is
∆q =

max

D,D0 neighbors

||q(D) − q(D0 )||1 .

The Laplace mechanism is a commonly used -differentially private technique.
Definition 2.4 (Laplace Mechanism [4]) Let q : I → Rd be a query on a table. Let η ∼
Lap(λ) denote a random variable drawn from the Laplace distribution with pdf P r[η =
x] ∝ e−|x|/λ . The algorithm which returns q̃(D) = q(D) + η d satisfies -differential
privacy, where η d is a vector of d independently drawn Laplace random variables.
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Definition 2.5 (Expected Lp Error) Let q : I → Rd be a query over a table, and q̃(D)
be the noisy answer returned by an algorithm. The expected Lp error of the algorithm is:
E (||q(D) − q̃(D)||p )

(2)

where ||x||p is the Lp norm, and expectation is over the randomness of the algorithm.
We use L1 and L2 error in this paper.
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Challenges in Applying Differential Privacy to Linked EmployerEmployee Data

3.1 LODES Data and Queries
The LODES data are produced from an extract of the LEHD Infrastructure Files, which
are composed of administrative records, census and survey data focused on the labor market, worker, and firm statistics. State unemployment insurance reporting and account information and federal worker earnings records provide information on employment location for jobs and residential information for workers, which form the basis of the LODES
data product. LODES are published as an annual cross-section of jobs held on April 1 of
each year from 2002 onwards.
The LODES data is organized as a relation with three database tables – Job, Worker
and Workplace. The Workplace table contains one record per establishment and describes the following attributes – NAICS code (denoting industry the establishment belongs to), Ownership (Public/Private), geography (or the Census block that the establishment is located at). The Worker table contains one record for each individual working in
an establishment at that point of time. Worker attributes include Age, Sex, Race, Ethnicity, and Education. Finally, the Job table contains pairs (w, i) of worker and workplace
ids denoting that worker i works at establishment w. We assume each worker has exactly
one job. We leave out some of the attributes that do not feature in our queries.
We will be interested in releasing marginal counts of employment over workplaces.
More specifically, let VI and VW denote vectors over the workplace and worker attributes
(along with wildcards) respectively, as in Definition 2.1. Let DI denote the worker table,
DW denote the workplace table, and DJ the job table. Let V be the concatenation of
marginals VI and VW . The marginal count of interest is the number of workers matching
the criteria in VI who work in establishments matching the criteria in VW :
qV

:= |{(tI , tW ) ∈ DI × DW |(tI [id], tW [id]) ∈ DJ ,
tI [Ai ] = vi ∀vi ∈ VI , tW [Aj ] = vj ∀vj ∈ VW }|

3.2 Privacy Desiderata
Protecting the data described above poses a number of novel challenges.
• The tabular summary of interest is not defined on a single table, but on a collection of
tables. Prior work on differential privacy only considers a single table.
4

• A number of attributes about establishments are public attributes that do not need
protection, including industry, ownership and geography. Prior work on differential
privacy assumes that all attributes are private.
• Aggregate properties of establishments like the employment count must be protected.
Just relying on the differentially private protection of individuals is insufficient –
adding or removing an individual only changes the employment count of an establishment by 1, and adding noise to hide this change would still allow the employment
count of an establishment to be inferred accurately. On the other hand, requiring differential privacy at the level of establishments (where neighbors differ in the presence
or absence of an establishment) is too strict and can destroy the utility of the data. For
instance, if half the population in a town works in a hospital, adding noise to hide the
presence of the hospital would result in data with no utility for that town.

4

Privacy Policy for Linked Employer-Employee Data

In this section, we present the privacy definition that will be used for satisfying the privacy
requirements stated in the previous section. We begin by reviewing a recent proposal to
extend differential privacy using privacy policies, called Blowfish (Section 4.1). We can
use Blowfish to explicitly define what information must be kept secret, thus potentially
increasing utility by relaxing privacy. We then present a privacy policy to customize
differential privacy for the tasks of releasing marginals on the LODES data (Section 4.2).
We discuss privacy semantics implied by the resulting privacy definition in Section 4.3.
4.1 Blowfish Privacy
He et al [5] propose a class of privacy definitions, called Blowfish, that extend differential
privacy by generalizing the notion of neighboring databases. Data owners can thus specify
what information should be protected by choosing neighboring databases. Neighboring
databases are succinctly encoded using a policy graph defined below.
Definition 4.1 (Policy graph) A policy graph is a graph G = (V, E) with V ⊆ T ∪ {⊥},
where ⊥ is the name of a special vertex, and E ⊆ (T ∪ {⊥}) × (T ∪ {⊥}).
Intuitively, the policy graph defines pairs of domain values that an adversary should
not distinguish between. An edge (u, v) ∈ E means that an adversary can’t tell whether
an individual’s value is u or v. ⊥ is a dummy value not in T , and an edge (u, ⊥) ∈ E
means that an adversary should not be able to distinguish between the presence of a tuple
with value u or the absence of the tuple from the database.
Definition 4.2 (Blowfish neighbors) We consider a policy graph G = (V, E). Let D and
D0 be two databases. D and D0 are neighbors, denoted (D, D0 ) ∈ N (G), iff exactly one
of the following is true:
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• D and D0 differ in the value of exactly one entry such that (u, v) ∈ E, where u is the
value of the entry in D and v is the value of the entry in D0 ;
• D0 = D ∪ {u}, or D = D0 ∪ {u}, such that (u, ⊥) ∈ E.
Definition 4.3 ((, G)-Blowfish Privacy) Let G be a policy graph. A mechanism M satisfies (, G)-Blowfish privacy if for any subset of outputs S ⊆ range(M), and for any
pair of neighboring databases (D, D0 ) ∈ N (G),
Pr[M(D) ∈ S] ≤ e · Pr[M(D0 ) ∈ S].
Differential privacy is a special case of Blowfish with the following policy graph:
GDP = (V, E) such that E = {(u, ⊥) | u ∈ T } ,
Blowfish policies guarantee weaker privacy semantics than differential privacy in the
following way. Consider two tables that differ in one tuple: D1 = D ∪ {u} and D2 =
D ∪ {v}. For mechanism M satisfying (, G)-Blowfish privacy (Defs 4.2-4.3), we have,
Pr[M(D) ∈ S] ≤ e·distG (u,v) · Pr[M(D0 ) ∈ S],

(3)

where distG (u, v) is the length of the shortest path between u and v in G. Values u and v
that are farther away in G can be distinguished more easily than values that are closer in
G. In differential privacy, all pair (u, v) have the same distance (equal to 2) under GDP ,
and are equally protected.
4.2 Customizing Privacy for LODES
We now show how to customize differential privacy using Blowfish privacy to overcome
the challenges outlined in Section 3. Rather than considering the data as multiple tables,
we represent it as a single table as follows. Each row corresponds to an establishment.
Apart from the attributes of an establishment that are present in the Workplace table, each
row has an additional attribute employment. If U is the universe of all worker records (i.e.,
the worker table DI ⊂ U ), the value of the employment attribute is S ⊂ U . Each element
in S is a worker record (complete with all the attributes). Note that this view of the data
can be constructed by joining the three tables. We denote by P and N P the sets of private
and public attributes, respectively, associated with an establishment.
We define neighbors using the following Blowfish graph G = (V, E). Each node in
V is a triple (S, P, N P ), where S ⊂ U is the employment set of an establishment, and
P , N P are vectors of attribute values for the private and public attributes for an establishment, respectively. There is an edge between two nodes (S, P, N P ) and (S 0 , P 0 , N P 0 ) if
one of the following holds:
N P = N P 0 ∧ P = P 0 ∧ S 6= S 0 ∧ (|S 0 \ S| = 1 ∨ S 0 ≈α S) , or
N P = N P 0 ∧ S = S 0 ∧ P 6= P 0
6

(4)
(5)

The neighborhood of sets of employees S and S 0 is defined in terms of α-closeness. Let S
denote the set of multisets whose elements are drawn from a domain T . Let h : S → N|T |
denote the histogram function that takes as input a multiset S ∈ S and outputs the number
of times each domain element appears in S. Let h(S)[v] denote the number of times
domain element v appears in S. Two multisets S, S 0 ∈ S are said to be α-close, denoted
by S 0 ≈α S, if for every domain element v ∈ T , h(S 0 )[v] ≤ (1 + α)h(S)[v].
The first condition (Eq 4) defines neighborhood based on employment, and the second
condition (Eq 5) defines neighborhood based on the non-private attributes. All neighbors
have the same values for the non-private attributes. The first part of the or condition in
Eq 4 is required to protect workers (adding or removing a worker changes the employment
of some establishment by 1). The second part of the or condition is required to protect both
the employment counts of workplaces as well as the distribution of employees, and states
that an adversary should not be able to tell the exact employment count of an establishment
and the distribution of the employees within a multiplicative factor of α.
4.3 Privacy Semantics
Using the Blowfish policy helps address the privacy challenges raised in Section 3.
Protecting Workers: Eq 4 requires neighboring databases that differ in the presence of
one individual row in the Worker table (|S 0 \S| = 1). Thus, workers are afforded as much
privacy protection as under differential privacy.
Protecting Workplaces: Eq 4 requires neighboring databases differ in the employment
of an establishment by a multiplicative factor of α. Thus if there are two databases, one
where an establishment has employment count x and another has employment count y,
then y ≤ (1 + α)k x implies that the ratio of probabilities that an output was generated
from these databases is bounded by ek· . Moreover, the distribution of the employees
(ages, race, sex, etc) is also protected by ensuring S 0 ≈α S in neighbors. This is similar
in spirit to the current ad-hoc protection mechanism for workplace characteristics [3].
Additionally, Eq 5 ensures that private attribute values are protected, since neighbors differ
in the value of these attributes.
Multiple Tables: Both Worker and Workplace tables are protected by our Blowfish
policy. Additionally, our Blowfish policy ensures that adding/removing an individual from
the Worker table also adds/removes a job from the Job table. This ensures that there are
no referential integrity violations when constructing a neighboring database.
Public Attributes: Finally, neighboring databases do not differ in the public attributes
NP of the Workplace table. Thus given two possible values np and np0 for the public
attributes, the distance in the policy graph dG (np, np0 ) = ∞. Thus, these attribute values
are not protected under our policy, and algorithms satisfying this policy are allowed to
disclose the values of these attributes exactly. This helps us since we can disclose the
exact number of establishments (but not their employments) with a given combination
of industry, ownership and geography without adding any noise. In particular, we can
7

disclose whether or not a cell has no establishments, and do not need to add noise to cells
with no establishments

5

Algorithms

In this section, we give algorithms for answering queries under policy graph G. Each
algorithm answers a single marginal query. Like differential privacy, Blowfish privacy
also satisfies parallel composition [5] that allows us to answer multiple marginal queries
without any loss in privacy, as long as the queries filter on disjoint attribute values. That
is, we can release the number of employees in some Census tract of age 25-30, and the
number of employees in that tract of age 30-35 each with a privacy parameter , and
parallel composition will ensure that these multiple releases together ensure privacy with
parameter . Our marginal queries in this section can only specify private individual
values and public firm values, not private firm values (the marginal must have a ‘∗’ for
these values). We defer all proofs to the appendix.
5.1

Log-Laplace Algorithm

Algorithm 1 Log-Laplace Mechanism
Require: : n : the sum of employment counts for a set of cells, : privacy parameter, α, ∆:
multiplicative and additive protection factors
Ensure: : ñ: the noisy employment count
Set γ ← ∆/α
` ← ln(n + γ)
Sample η ∼ Laplace(2 ln(1 + α)/)
ñ ← e`+η − γ

Algorithm 1 describes the log-laplace mechanism. The two parameters α and ∆ represent the multiplicative and additive protection factors. α ensures that adversaries can’t
distinguish whether a firm’s employment count is x or (1 + α)x, while ∆ ensures that
adding or removing ∆ workers does not change the output significantly. In our experiments, we use ∆ = 1. Note that the algorithm’s privacy properties follow directly from
the fact that the sensitivity of log qV is max(ln(α + 1), ln ∆).
Theorem 5.1 Let G be the Blowfish policy graph defined in Section 4.2. Then releasing
qV using Algorithm 1 satisfies (, G)-Blowfish privacy.
While the original laplace mechanism is unbiased (the expectation of the noisy sum
equals the true sum), the log laplace mechanism is not. In particular we can show:
Lemma 5.2 Let x denote a real number, and x̃ the random variable denoting the output
of the multiplicative laplace mechanism. Let λ = 2 ln(α + 1)/. Then, when λ < 1,
E[x̃] + γ = (x + γ)/(1 − λ2 ). When λ ≥ 1, E[x̃] is unbounded.
8

Theorem 5.3 The expected squared relative error of the multiplicative mechanism for qV
is bounded when λ = 2 ln(α + 1)/ is less than 1, and is given by:


|qV (D) − M(D)|
2λ2 + 4λ4
Erel (qV ) = max
≤ (1 + γ)2
(6)
D
qV (D)
(1 − 4λ2 )(1 − λ/2 )
Discussion: One could use the original Laplace mechanism with sensitivity M , where M
is the maximum employment size of an establishment. The relative error of the Laplace
mechanism is M 2 /x2 2 . For small x, the relative error will be very large. In contrast, the
relative error of the log laplace mechanism is independent of qV ’s true answer.
5.2 An Algorithm Based on Smooth Sensitivity
We can provide a mechanism using the smooth sensitivity framework [7]. The smooth
sensitivity framework aims to add noise based on local sensitivity of the input database
rather than global sensitivity across all databases. While local sensitivity can be much
smaller than global sensitivity, adding noise proportional to local sensitivity does not ensure differential privacy, and hence, local sensitivity must be “smoothed”.
Definition 5.1 (Local Sensitivity) Let q be a query, and I be a domain of datasets. The
local sensitivity of query q a dataset x ∈ I is
LSq (x) = max kq(x) − q(y)k1 .
y:y∈nbrs(x)
Note that the global sensitivity is the maximum local sensitivity over all databases.
The smooth sensitivity depends on the local sensitivity. Nissim et al[7] show that is is
enough to add noise proportional to the smooth sensitivity. We adapt these results to our
setting with alternate neighbors.
Definition 5.2 (Smooth Sensitivity [7]) Let q be a query and β be a smoothing parameter. Recall that I is the domain of datasets. The (β, G)-smooth sensitivity with respect to
database x of query q is defined as
∗
Sq,β
(x) = max e−jβ A(j) (x), where A(j) (x) =
j

max
y∈I:d(x,y)≤j

LSq (y),

and d(x, y) is the smaller integer ` such that there exist databases x = x0 , x1 , . . . , x` = y,
such that for all i, xi−1 and xi are neighbors according to Blowfish policy G.
S
Let N (S) denote x∈S nbrs(x), and c · S denote {c · s|s ∈ S}.
Definition 5.3 ([7]) A probability distribution h is (a, β)-admissible, where a and β are
functions of  and δ, if ∀λ ∈ R, ∆ ∈ Rd with |λ| ≤ β and k∆k1 ≤ a, and ∀S ⊆ Rd ,
δ
Pr [Z ∈ S] ≤ e/2 Pr [Z ∈ S + ∆] + , and
Z∼h
Z∼h
2


δ
Pr [Z ∈ S] ≤ e/2 Pr Z ∈ S · eλ + .
Z∼h
Z∼h
2
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(7)
(8)

We can now adapt the following theorem from [7] to show that adding noise from admissible distributions lead to Blowfish private algorithms.
Theorem 5.4 Suppose h is an (a, β)-admissible probability distribution, and Z ∼ h.
For query q, let S(x) be an upper bound on the (β, G)-smooth sensitivity of q. Then the
algorithm M(x) = q(x) + S(x)
· Z is (, δ, G)-Blowfish private.
a
We now compute the (β, G)-smooth sensitivity of our queries and describe two admissible
distributions.
Lemma 5.5 Let G be the policy graph from Section 4.2. Let qV be a query. Let
xV =

max

tw ∈Dw :∀vi ∈VI ,ti [Ai ]=vi

ktI ∈ DI |(tI [id], tW [id]) ∈ DJ and tw [Aj ] = vj ∀vj ∈ VW k .

(9)
That is, xV is the maximum number of workers matching the conditions in V all belonging
∗
to the same workplace. Then the (β, G)-smooth sensitivity of x, SV,β
(x), is
(
xV · α
∗
SV,β
(x) =
unbounded

if eβ ≥ (1 + α),
otherwise.

(10)

Lemma 5.6 ([7]) The following distributions are admissible.

)-admissible.
• The Laplace distribution, h(z) ∝ 12 · −|z| , is (/2, 2 ln(1/δ)
• h(z) ∝

1
(1+|z|γ )

is (/4γ, /γ)-admissible for γ > 0 (δ = 0). We will use γ = 4.

Using these two distributions gives us the Smooth Laplace (Alg 2) and the Smooth
Gamma (Alg 3) algorithms. While the former satisfies (, δ, G)-Blowfish privacy, the
latter satisfies the stronger (, G)-Blowfish condition. The two algorithms are very similar
so we give Algorithm 2 here, and defer Algorithm 3 to the appendix.
Algorithm 2 Smooth Laplace
Require: : n : the sum of employment counts for a set of cells, : privacy parameter, α: multi
plicative protection factor, α + 1 ≤ e 2 ln(1/δ) .
Ensure: : ñ: the noisy employment count
Sample η ∼ Laplace(1)
Sample η 0 ∼ Laplace(1/)
ñ ← n +

∗
SV,

(x)

2 ln(1/δ)
/2

η + η0,

Lemma 5.7 Algorithms 2 and 3 are unbiased and have bounded expected error.
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6

Empirical Evaluation

Dataset: The data used for these experiments were a 3-state sample from the LODES
data infrastructure, to which standard edits and imputations had already been applied. The
sample was taken from the 2011 snapshot, in which Quarter 2 (April-June) is the reference
period. To be included jobs had to qualify as beginning-of-quarter jobs, which means that
the job (person-firm relationship) has positive earnings in the reference quarter (Q2) as
well as the previous quarter (Q1). Then the assumption is that the person was employed
in the job on the first day of Q2. The count of jobs in the sample was 10.9 million jobs in
about 527,000 establishments.
Queries: We compute marginal queries over public workplace characteristics industry,
ownership and location (census tract), and private worker characteristics age, sex and race.
We report errors on 4 marginals – the 3-way marginal with only workplace characteristics
(94,363 cells), 4-way marginal including age (283,089 cells), 5-way marginal including
age and sex (566,178 cells), and a 6-way marginal with all the attributes (3,397,068 cells).
L1 errors reported are averages over all the cells, over 20 independent trials. Error is
reported as a ratio to the error of the current protection scheme for workplace counts [3].
Algorithms: We compare the Log-laplace, Smooth Gamma and Smooth Laplace algorithms. While the first two satisfy (, G)-Blowfish privacy, Smooth Laplace algorithm is
(, δ, G)-Blowfish private. We do not vary δ as part of our evaluation, since δ does not
affect the amount of noise added. After fixing  and α, the value of δ that is achieved

. This is the lowest value of δ which still satisis computed from ln(α + 1) = 2 ln(1/δ)
fies (, δ, G)-Blowfish privacy. Smooth Laplace, and Smooth Gamma, require that certain
conditions on , δ, and α are met. Points are plotted only if these conditions are met (see
Algorithms 2, and 3 for more details). Similarly, we do not plot errors for the Log-laplace
mechanism when the expectation of the noisy count is unbounded (see Lemma 5.2). We
present results for  ∈ {0.25, 0.5, 0.67, 1.0, 2.0, 4.0}.
Results: Our key findings (Figure 1) are:
• The logarithm of the error is inversely proportional to the logarithm of the privacy
parameter (note the log scale on both the x and y axes in Figure 1). In fact, for the
smooth sensitivity based mechanisms, L1 error is linear in the privacy parameter .
• For larger epsilon values there is no cost of provable privacy protection. We see that
the error of our algorithms are smaller than the error of existing privacy protection.
This can be perhaps explained due to the fact that the existing perturbation algorithm is
a local algorithm; i.e., perturbation is performed on the input database on each record.
On the other hand, our algorithms work on the entire dataset and on the output of the
query. An interesting open question is empirically comparing the privacy protections
of the existing perturbation algorithm and our new provably private algorithms.
• As α increases, the privacy protection increases and so does the error for all three
algorithms.
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• The Log-laplace mechanism has lower expected error when the data are aggregated
coarsely. On the other hand, the smooth gamma algorithm has lower error when the
data are disaggregated.
• Allowing a small failure probability in the privacy protection helps improve error as
shown by the smooth Laplace algorithm.
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Figure 1: Empirical comparison of proposed algorithms for releasing marginals
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Conclusions

We considered the problem of applying -differential privacy to releasing marginal counts
from a dataset collected by the US Census. We found a number of challenges in directly
applying existing differentially private techniques including handling multiple tables, and
protecting aggregate properties of entities. We used the Blowfish framework to specify
a privacy policy that fit the privacy requirements of these data and developed algorithms
with provable privacy guarantees. We found many privacy settings where our provably
private algorithms incurred lesser error than the error of the existing protection mechanism
(that has no privacy guarantees), suggesting that provable privacy does not always incur a
cost in terms of utility.
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A

Smooth Gamma Algorithm

Algorithm 3 Smooth Gamma
Require: : n : the sum of employment counts for a set of cells, : privacy parameter, α:
multiplicative protection factor, α + 1 ≤ e/4
Ensure: : ñ: the noisy employment count
1
Sample η ∼ (1+|z|
4)
0
Sample η ∼ Laplace(1/)
ñ ← n +

B

∗
SV,/4
(x)

/16

η + η0,

Proof of Theorem 5.1

Proof: Consider two neighboring datasets (in the form described in Section 4.2) that
differ in one tuple. Let (S, P, N P ) and (S 0 , P 0 , N P 0 ) denote the values of the entry in
which the two databases differ, and n− denote the sum of all other counts. Note that we
are disallowing queries with P 6= P 0 , so we just consider the case where S ⊆ S 0 . Let
13

x = |S| and y = |S 0 |. We need to ensure privacy for two cases: (i) x = α · y, and (ii)
x = y + ∆. In case (i),
P (M (D1 ) = o)
P (M (x + n− ) = o)
=
P (M (D2 ) = o)
P (M (y + n− ) = o)
P (η = ln(o + γ) − ln(x + n− + γ)
=
P (η = ln(o + γ) − ln(y + n− + γ)




α · y + n− + γ
≤ exp
ln
ln α
y + n− + γ
 

≤ exp
· ln(α) = e
ln α
In case (ii),
P (M (D1 ) = o)
P (M (n− ) = o)
=
P (M (D2 ) = o)
P (M (1 + n− ) = o)




∆ + n− + γ
≤ exp
ln
ln α
n +γ
 −
 
ln(α) = e
≤ exp
ln α


C

Proof of Theorem 5.2

Proof:
E[x̃] = −γ + (x + γ) · E[eη ]
where η ∼ Laplace(λ). E[eη ] corresponds to the value of the moment generating function
Mη (1).
∞
X
η
Mη (1) = E[e ] = 1 +
E[η n ]/n!
n=1

Since Laplace(λ) is an even distribution, for all odd i, E[η] = 0. Moreover, E[η 2n ] =
2n!λ2n . Therefore, when λ < 1
E[x̃] = −γ + (x + γ) ·

∞
X

λ2n

n=1

= −γ + (x + γ)/(1 − λ2 )
When λ is not bounded by 1, then the expected value is not bounded. Thus this mechanism
is good only when λ < 1.

14

D

Proof of Theorem 5.3

Proof: Let y denote x + γ, where qV (D) = x is the true sum. Similarly, let ỹ denote
x̃ + γ, where x̃ is the output of the multiplicative laplace mechanism. We will show that
E((

y − ỹ 2
2λ2 + 4λ4
) )=
y
(1 − 4λ2 )(1 − λ/2 )

The result in the theorem directly follows.
E((y − ỹ)2 /y 2 ) = E(ỹ 2 )/y 2 − 2E(ỹ)/y + 1
= E(ỹ 2 )/y 2 − 2/(1 − λ2 ) + 1
E(ỹ 2 )/y 2 = E[e2·η ], where η ∼ Laplace(λ). E[e2·η ] corresponds to the value of the
moment generating function Mη (2).
2

E(ỹ )/y

2

2·η

= E[e ] = Mη (2) = 1 +

∞
X

2n E[η n ]/n!

n=1

= 1+

∞
X

(2λ)2n

n=1

= 1/(1 − 4λ2 )

when λ < 1/2

Therefore, we have:
E((y − ỹ)2 /y 2 ) = 1/(1 − 4λ2 ) − 2/(1 − λ2 ) + 1
2λ2 + 4λ4
=
(1 − 4λ2 )(1 − λ/2 )


E

Proof of Theorem 5.4

Proof: For y ∈ nbrs(x), we must show that
Pr [M(x) ∈ S] ≤ e · Pr [M(y) ∈ S] .

(11)

We have

S − q(x)
Pr [M(x) ∈ S] = Pr Z ∈
Z∼h
S(x)/α


S − q(y)
δ
≤ Pr Z ∈
· e/2 +
Z∼h
S(x)/α
2


S − q(y)
≤ Pr Z ∈
· e + δ
Z∼h
S(y)/α
≤ Pr [M(y) ∈ S] · e + δ.
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(12)
(13)
(14)
(15)

(13) holds by the first property of Definition 5.3. (14) holds by the second property of
Definition 5.3.


F

Proof of Lemma 5.5

Proof: The local sensitivity of qV with respect to x is the maximum amount by which
any firm’s (matching the criteria in V ) count of employees (matching the criteria in V )
can change. Note that xV is the largest such count, and therefore
LSqV (x) = xV · (1 + α) − xV = xV · α

(16)

Then, we have
A(j) (x) =

max
y∈D:d(x,y)≤j

yV · α.

This value is maximized by maximizing yV . The maximum value for yV is xv (1+ α)j .
Therefore,
A(j) (x) = xV · α(1 + α)j .
Our smooth sensitivity is therefore
∗
Sq,β
(x) = max(
j

1+α j
) xV α.
eβ

Our databases do not have a fixed size, so j can be any positive integer, and therefore
the smooth sensitivity is not necessarily bounded. When eβ < (1 + α),
∗
Sq,β
(x) = max(
j

1+α k
1+α
) xV α = lim ( β )j xV α,
β
j→∞
e
e

which is unbounded. When eβ ≥ (1 + α), this limit is bounded, and in this case
∗
Sq,β
(x) = xV · α.



G

Proof of Lemma 5.7

Proof: It is well known that the Laplace mechanism is unbiased with Laplace(λ) having
1
mean squared error of λ2 . We prove here that h(z) ∝ (1+|z|
γ ) is unbiased with bounded
error for γ = 4. h(z) is unbiased since
Z
z
E [h(z)] =
dz = 0.
1 + |z|4
16

The variance of h(z) is given by
Z

z2
π
dz = √ ≈ 2.2.
4
1 + |z|
2

The error mean squared error is therefore 2.22 .
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