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1  Introduction  
 
Currently, complementary cell suppression software tools are mostly used by statistical agencies to 
protect sensitive tabular data from disclosure. It is generally believed that the linear programming 
(LP) based complementary cell suppression procedures offer the best protection from wrongful 
disclosure of statistical information. In recent years LP-based cell suppression auditing software tools 
have been advocated and are being used to ensure the adequacy of protection offered by cell 
suppression patterns.  LP-based lower and upper bounds for suppressed tabular cells are typically used 
to determine the adequacy of disclosure control measures.  This paper identifies limitations of 
conclusions drawn using LP-based auditing software tools. We use widely employed analytical 
procedures to demonstrate the relative ease with which statistical disclosure of sensitive tabular data 
could occur. We conclude by providing additional safeguard measures required to avoid such 
disclosures.  
 
2  Current Practice 
 
The complementary cell suppression methods, as currently practiced by national statistical offices 
(NSO), enable data users to determine a multi-dimensional solution space surrounding the 
“incomplete” tabulation available in the public domain.  Linear programming (LP) based lower and 
upper bounds on the withheld tabular cells are used to establish the boundaries for the solution space. 
 
NSOs are required to ensure that the real complete table containing sensitive cells is well hidden 
inside the solution space a safe distance away from the edges of the solution space.  The solution 
space typically contains multiple feasible solutions that satisfy the equality constraints associated with 
the complete real table structure.  
 
Feasible solutions residing close to the edges of the solution space tend to yield poor estimates of the 
values of withheld cells.  On the other hand, feasible solutions located away from the edges of the 
solution space and toward the “centroid” of the solution space tend to be of better quality and more 
closely resemble the hidden real complete table. This phenomenon has the potential to cause the 
disclosure of sensitive tabular data protected by complementary cell suppression methods 
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Typically in an attempt to minimize the information loss, NSOs are under pressure to avoid over 
protection of sensitive tabular cells. The over protection of sensitive tabular cells results in an increase 
in the size of the solution space.  
 
As per current practice, the solution space is expected to be “just right” in size. Smaller than a 
minimum required solution space, determined by LP-based lower and upper bounds, is known to be 
unacceptable. Larger than a minimum required solution space, determined by LP-based lower and 
upper bounds, is thought to cause unnecessary information loss. As a result, in recent years much of 
the efforts in tabular data protection area have been concentrated in keeping the cell suppression 
related solution space to a bare minimum.  
 
3  Current Tools 
 
Optimization Technology Center of Northwestern University and Argonne National Laboratory at  
http://www-unix.mcs.anl.gov/otc/Guide/faq/  describes linear programming tools as follows: 
“Two families of solution techniques are in wide use today. Both visit a progressively improving 
series of trial solutions, until a solution is reached that satisfies the conditions for an optimum. 
Simplex methods, introduced by Dantzig about 50 years ago, visit "basic" solutions computed by 
fixing enough of the variables at their bounds to reduce the constraints Ax = b to a square system, 
which can be solved for unique values of the remaining variables. Basic solutions represent extreme 
boundary points of the feasible region defined by Ax = b, x >= 0, and the simplex method can be 
viewed as moving from one such point to another along the edges of the boundary. Barrier or 
interior-point methods, by contrast, visit points within the interior of the feasible region. …….” 
 
The increased potential for statistical disclosure of the withheld sensitive tabular data is directly 
related to the basic property of interior-point methods to visit points within the interior of the feasible 
region, where the real complete table containing sensitive tabular cells resides. 
 
We use the following simple illustrative example supplied by Prof. Jordi Castro http://www-
eio.upc.es/~jcastro/  to further clarify the difference in the working of two families of LP solvers. 
 

min 0 
st.  x1 + x2 + x3 = 3 
x1, x2, x3 > = 0 
Interior point methods will provide the solution  x1 = x2 = x3 = 1 

The simplex methods will provide  some xi = 3, the other two xj = 0. 
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A knowledgeable individual can easily exploit the working knowledge of interior-point methods to 
obtain “high quality” additive point estimates for missing tabular cells by (1) not specifying the 
objective function (or by using a dummy objective function) and (2) capturing the first feasible 
solution that satisfies the tabular data equality constraints. A moderately sized solution space, in 
combination with the tendency of interior point methods to the visit interior of the feasible region, will 
always ensure high precision estimates. These estimates are most likely to cause the statistical 
disclosure of withheld sensitive cells.        
 
4  Illustrative Example 
 
In Table 1 we have used the 3-D tabular data example from Dandekar/Cox (2002) paper available 
from  
http://mysite.verizon.net/vze7w8vk/ to illustrate the severity of the disclosure problem associated with 
current SDL practice. The table contains 24 sensitive cells.  The table is protected by using 44 
complementary cell suppressions. Table 2 shows the LP-based lower and upper bounds for the 24 
sensitive cells. The p percent rule (p=10%) was used to identify the sensitive cells. Except for two 
minor violations for sensitive cell #6 and #18, the suppression pattern associated with the 44 
complementary cells fully satisfies the current requirement for “safe table”.       
 
5  Statistical Estimation 
 
Typically, statistical estimates for missing table cell values can be derived by using 1) additive point 
estimates 2) method of averages and 3) peak densities associated with frequency distributions. The 
last two methods, by themselves, do not provide additive tabular estimates. However, when combined 
with the controlled tabular adjustment (CTA) method of Dandekar/Cox (2002), the last two methods 
are capable of providing additive tabular estimates. 
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We have used the interior-point based, PCx linear programming solver available from http://www-
fp.mcs.anl.gov/otc/Tools/PCx/ to illustrate the severity of the disclosure problem resulting from 
statistical estimates for sensitive table cells. 
 
Table 3 provides additive point estimates for missing sensitive cells1 by using the conventional 
simplex method and the PCx solver. The null-objective function was used to derive the additive point 
estimates. Three of the simplex estimates and 14 of the PCx estimates violate protection level for the 
sensitive cell causing statistical disclosure. These findings are consistent with the properties associated 
with the two families of solution techniques as described on the Argonne National Laboratory web 
site above. 
 
Table 4 provides statistics based on averages from 138 LP solutions obtained by using the PCx 
software.  Half of the LP solutions (sixty-nine) were for a minimization of the objective function. The 
remaining LP solutions were for a maximization of the objective function. Sixty-eight solutions in 
each group were obtained by using only one variable in the objective function. One solution in each 
group included all the sixty-eight variables in the objective function. Based on Table 4 statistics, 
sixteen of the twenty-four averages are within the prohibited protection range causing the statistical 
disclosure of 16 sensitive cells. 
 
Table 5 uses the outcome from the same 138 LP solutions to generate the frequency distribution of 
estimates for missing sensitive cells.  The table contains three lines of output for every sensitive cell. 
The first line in the table displays the true cell value of the sensitive cell (714 for the first sensitive 
cell) and the LP-based audit range (409 for the first sensitive cell).  
 
In the next two lines we divide the audit range into ten equal intervals and summarize the frequency 
count resulting from the 138 LP runs. The first line shows the actual count, while the second line 
shows the interval values associated with the count. For the first sensitive cell, the peak density of 97 
is within the sixth interval ranging from 697 to 738. The comparison of the location of the peak of the 
density function relative to the true cell value reveals statistical disclosure for almost all of the twenty-
four sensitive cells. 
 
 
6  Targeting the Centroid of the Solution Space 
 
Knowing that the real complete table is typically hidden some where in the vicinity of the centroid of 
the solution space, a knowledgeable individual can also use any general purpose LP solver (not 
necessarily interior point solver) to derive “high precision” additive point estimates for the suppressed 
tabular cells.    Related mathematical formulation requires that each suppressed tabular cell ( Xestimate ) 
be represented by three  variables in the tabular data equality constraints, namely  Xcentroid, Yplus and  
Yminus . 
 
Where Xcentroid  = 0.5 * Xlower_LP_bound   + 0.5 * Xupper_LP_bound ,  
 
 Xestimate    =   Xcentroid  + Yplus  -  Yminus          and 
  

 Yplus and  Yminus     are minimal plus or minus corrective adjustments to ensure additivity of 
the tabular cells  
  
 
                                                 
1 Space limitations prohibit us from providing values for non-sensitive tabular cells. 
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An individual with advanced computation skills could even go further and use either random Monte 
Carlo simulations or some sophisticated stratification scheme to obtain density functions (and peak 
density values) for the missing table cell values by using the following simple equation: 
 
Xcentroid  = R * Xlower_LP_bound   + ( 1.0 – R ) * Xupper_LP_bound 

 

 Where R = Random Number between zero and one 
 
If the individual further decides to restrict the search for the feasible solution, say to within a 10 
percentile range around the centroid of the solution space, then the values for the random number 
could be restricted to within 0.4 and 0.6 to achieve that objective. 
 
7  Conclusion and Recommendations 
 
As a result of the easy access to the interior-point methods, such as PCx software tool, the LP-based 
lower and upper bounds of tabular data cell suppression patterns can no longer be used alone to judge 
the adequacy of the cell suppression pattern.  
 
Conventional statistical analytical measures such as additive point estimates, method of averages and 
peak density values associated with frequency distributions, in combination with interior point 
methods, could be used with trivial efforts to cause a statistical disclosure of sensitive tabular data.   
 
Contrary to current belief, over protection of the sensitive tabular data reduces the possibility of 
statistical disclosure resulting from use of interior point LP solvers. As a result, the over protection of 
sensitive tabular data is no longer an undesirable property of cell suppression pattern.  
 
The current practice of using relatively small size cells as complementary suppression cells has a 
tendency to produce tighter LP bounds with sharp peak density functions. Therefore, this practice 
should be used with caution.  
 
Use of cost functions such as reciprocal of cell value or log(cell value)/cell value to develop 
complementary cell suppression pattern targets large size cells. Complementary cell suppression 
pattern based on these functions has a tendency to produce wider protection intervals with flatter 
density functions. For this reason, these cost functions should be given a serious consideration. 
 
With new technical challenges arising from the easy access to interior point methods, NSOs might 
want to explore the possibility of switching form the complementary cell suppression methods to other 
tabular data protection methods.   
 
Emerging methods such as synthetic tabular data, which also is referred to as controlled tabular 
adjustment (CTA), offers sensitive tabular data required protection from disclosure without disclosing 
the solution space associated with the CTA pattern. The lack of complete information pertaining to the 
solution space associated with CTA pattern eliminates the possibility of the outside user deploying 
standardized external procedures to estimate true value for sensitive cells on a massive scale.  
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Table 3 
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