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Abstract. Reluctance of statistical agencies and other data owners to share their pos-
sibly confidential or proprietary data with others who own related databases is a serious
impediment to conducting mutually beneficial analyses. This paper reviews methods for
secure computation that potentially allow agencies to share data without compromising
data confidentiality. The methods discussed include secure summation protocols, secure
matrix product protocols, and synthetic data approaches.

1 Introduction

In many contexts, statistical agencies, survey organizations, businesses, and other
data owners (henceforth all called agencies, to save writing) with related databases
can benefit by integrating their data. For example, statistical models can be fit using
more records or more attributes when databases are combined than when databases
are analyzed separately. However, agencies may not be able or willing to combine
their databases because of concerns about data confidentiality. These concerns can
be present even when the agencies cooperate: all may wish to perform integrated
analyses, but no one wants to break the confidentiality of others’ data. In this
paper, we review some approaches to data integration that aim to limit the risks
of disclosures while maintaining the utility of the integrated data. In particular,
we review secure computation techniques and approaches based on synthetic, i.e.
simulated, data.

Data integration can be categorized into two general settings. Horizontally par-
titioned databases comprise the same attributes for disjoint sets of data subjects.
For example, several local educational agencies might want to combine their stu-
dents’ data to improve the precision of analyses of the general student population.
Vertically partitioned databases comprise the same data subjects, but each database
contains different sets of attributes. For example, one agency might have employ-
ment information, another health data, and a third information about education,



all for the same individuals. A statistical analysis predicting health status from all
three sources of attributes is more informative than, or at least complementary to,
separate analyses from each data source.

Various assumptions are possible about the participating agencies, for example,
whether they use “correct” values in the computations, follow computational proto-
cols, or collude against one another. We assume the agencies wish both to cooperate
and to preserve the privacy of their individual databases. We assume that the agen-
cies are “semi-honest:” each follows the agreed-on computational protocols properly,
but may retain the results of intermediate computations. The results of analyses of
horizontally or vertically partitioned data are to be shared among all participating
agencies and possibly disseminated to the broader public.

2 Horizontally partitioned data

Several algorithms have been developed for performing secure analyses of horizon-
tally partitioned data. Among them, Evfimievski et al. (2004) and Kantarcioglu
and Clifton (2002) present methods for data mining with association rules; Lin et
al. (2005) present methods for model based clustering; and, Karr et al. (2005b,c)
present methods for secure regression analyses, including model diagnostics. The lit-
erature on privacy-preserving data mining (Lindell and Pinkas, 2000; Agrawal and
Srikant, 2000) contains related results. Here we summarize the approach of Karr et
al. (2005b,c), who use the secure summation protocol (Benaloh 1987) to perform
regression and other analyses on horizontally partitioned databases.

2.1 Secure summation protocol

Consider K > 2 cooperating, semi-honest agencies, such that Agency j has a value
vj. The agencies wish to compute v = Z]K:1 v; so that each Agency j learns only
the minimum possible about the other agencies’ values, namely the value of v(_; =
> e2; Ve- The secure summation protocol (Benaloh 1987) can be used to effect this
computation.

Following the presentation in Karr et al. (2005b), let m be a very large number—
which is known to all the agencies—such that 0 < v < m. One agency is designated
the master agency and numbered 1. The remaining agencies are numbered 2, ..., K.
Agency 1 generates a random number R from [0,m). Agency 1 adds R to its local
value v; and sends the sum s; = (R + v;) mod m to Agency 2. Since the value R is
chosen randomly from [0, m), Agency 2 learns nothing about the actual value of v;.

For the remaining agencies j = 2,..., K — 1, the algorithm is as follows. Agency
J receives
j—1
sj-1=(R+>_vs) mod m,
s=1
from which it can learn nothing about the actual values of vy,...,v;_;. Agency j



then computes and passes on to Agency j + 1
J
sj = (sj—1 +v;) mod m = (R+ ) _v,) mod m.
s=1
Finally, agency K adds vg to sx_1(mod m), and sends the result sy to agency
1. Agency 1, which knows R, then calculates v by subtraction:

v = (sg — R) mod m

and shares this value with the other agencies.

For cooperating, semi-honest agencies, the use of arithmetic mod m may be
superfluous. It does, however, provide one layer of additional protection: without
it, a large value of sy would be informative to Agency 2 about the value of R.

This method for secure summation faces an obvious problem if some agencies
collude. For example, agencies j — 1 and j + 1 can together compare the values
they send and receive to determine the exact value for v;. Secure summation can
be extended to work for an honest majority. Each agency divides v; into shares.
The sum for each share is computed individually. However, the path used is altered
for each share so that no agency has the same neighbor twice. To compute v, the
neighbors of agency j from every iteration would have to collude.

2.2 Secure regression via secure summation

Suppose the agencies wish to combine their data to fit the usual linear regression
model:

Y =XB+e, (1)
where
1 11 ... T1p—1 n
X=]: : , Y = : (2)
R R Un
and
Bo €1
6;0—1 En

Under the condition that Cov(eg) = 021, the least squares estimate for 3 is of course
3= (XTX)1XTy.

When the data are horizontally partitioned across K agencies, each agency j has
its own share of data

J J
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Xi=| + -~ |, y=] . (4)



Here n; denotes the number of data records for agency j.
Using (4) and altering indices as appropriate, we can rewrite (2) in partitioned
form as

X! Y!
X=|: =1 : ()
XK Y&
and (3) as
Bo el
=1 e=| i | (6)
ﬁp—l 5K

Note that 3 does not change.

To compute ﬁ, it is necessary to compute X7X and X7Y. Because of the
partitioning in (5), this can be done locally and the results combined entry-wise
using secure summation. Specifically,

K
XTX =) (X)X (7)
j=1
Each agency j can compute locally its own (X7)7 X7, and the results can be added
entry-wise using secure summation to yield X7 X, which then can be shared among
all the agencies. Similarly, since

K
XYy =3 (x)"Y,
j=1
XTY can be computed by local computation of the (X7)TY7 and secure summation.
This provides all the pieces necessary for each agency to compute [3.
The least squares estimate of o2 also can be computed securely. Since
Y - Xp3)T(Y — Xp)

52: n_p ) (8)

and X7X and ﬁ have been computed securely, the only thing left is to compute
n and YTY, again using secure summation. The agencies then can compute the
estimated covariance matrix of the 3, which equals S?(X7X)~t.

It is also possible to share via secure summation statistics useful for model diag-
nostics, including correlations between predictors and the residuals, the coefficient
of determination R?, and the hat matrix X (X7X) 'X7. Values of residuals are
risky to share, since they reveal information about the dependent variable. Karr et
al. (2005b) describe an approach for simulating plots of residuals versus predictors
that mimic the real-data plots, based on the techniques of Reiter (2003a), which can
be used for model diagnostics without releasing genuine residuals.



3 Vertically partitioned data

For vertically partitioned data, secure analysis methods exist for association rule
mining (Vaidya and Clifton, 2002), K-means clustering (Vaidya and Clifton, 2003),
and linear discriminant analysis (Du et al., 2004). Du et al. (2004) and Sanil
et al. (2004) present approaches to computing regression coefficients in vertically
partitioned data, using methods that do not share the sample mean and covariance
matrix. Here we review the approach of Karr et al. (2005a), which assumes the
agencies are willing to share sample means and covariances of the integrated database
but not the raw data. For simplicity, we describe the secure computation protocol for
matrix products as a two-agency protocol. It is readily applicable to multi-agency
cases.

3.1 Secure matrix product protocol

Following Karr et al. (2005a), let Agency A possess p data vectors { X1, Xo,..., X, :
X; € R} and Agency B have ¢ vectors {Y1,Ys,...,Y, : Y, € R*}. Let X =
(X1, Xo,..., X, and Y = [Y1,Y5,...,Y,] denote the respective data matrices, and
assume p < q. We assume the matrices are of full rank; if not, the agencies remove
any linearly dependent columns. We also assume the attributes in X and Y are
disjoint; if not, the agencies coordinate so that any common attributes are included in
only one matrix. Lastly, we assume that X and Y have disjoint attributes (columns)
but the same data subjects (rows).

Agency A and Agency B wish to compute securely the (p x ¢) matrix X7Y and
share it. It is necessary for the participating agencies to align their common data
subjects in the same order. We assume each agency possesses a primary key, for
example social security numbers, that is shared to facilitate this ordering.

In the interest of fairness to each participating agency, and to encourage trust
among the agencies, we desire a protocol for secure matrix products that is sym-
metric in the amount of information exchanged. That is, the agencies should learn
roughly the same amount about each other’s data from the information shared in the
protocol. A protocol that accomplishes this approximately is described by following
procedure:

1. Agency A generates a set of g = [“5%] orthonormal vectors {Z1, Z,...,Z, :

Z; € R} such that ZI' X; = 0 for any 4,j. Agency A then sends the matrix
Z =1Zy,2,...,2Z, to Agency B.

2. Agency B computes W = (I — ZZ7)Y, where I is an identity matrix. Agency
B sends W to Agency A.

3. Agency A calculates X™W = XT(I — ZZ")Y = X"V since X Z; = 0 for any
1,7.



The vector dot-product protocol is a special case of the matrix product. A method
for generating Z is presented in Karr et al. (2005a).

It might appear that Agency B’s data can be learned exactly since Agency A
knows both W and Z. However, W has rank (n — g) = (n — 2p)/2, so that Agency
A cannot invert it to obtain Y.

Exact data values are not revealed in this protocol, but each agency can learn
about the others” data from the constraints on the data values imposed by the values
of the shared statistics. For any matrix product protocol where XY is learned by
all agencies, each agency knows at minimum pq constraints, i.e those implied by the
values of X7Y. In addition, Agency A knows the g dimensional subspace that the
Y; lie in (as given by W = (I — ZZT7)Y). Thus, Agency A has a total of g + pq
constraints on Y. Agency B knows the (n — g) dimensional subspace that the X
lie in (the subspace orthogonal to Z). Thus, Agency B has a total of n — g + pq
constraints on X.

In most settings involving vertically partitioned data, the n > pq, so that g ~ 7.
Hence, we can say that both agencies can place the other agencies’ data in an
approximately § subspace, so that the protocol is approximately symmetric in the
information shared.

The protocol is not immune to breaches of confidentiality if the agencies do not
cooperate in a semi-honest fashion. For example, suppose Agency A sends to Agency
B a Z such that (I — ZZ7) contains one column with all zeros except for a non-zero
constant in one row. Agency A then learns the value of Agency B’s data for the data
subject in that row through X771 . Other bogus Z could yield similar disclosures.

Even when the agencies are semi-honest, disclosures might be generated because
of the values of the attributes themselves. As a simple example, suppose X includes a
variable that equals zero for all but one of the data subjects. Even with a legitimate
Z, the XTY will reveal that subject’s value of Y. Similar problems could arise
when some X; contains non-zeros for only a small number of records, particularly
when reliable prior information on those records’ values of some Y; is known. For
example, suppose two firms are the only ones in a certain industry in a certain city,
with one being large and the other being small. Let X; be an indicator with ones
for those two firms and zeros for other firms. Let Y} be some sensitive attribute
positively correlated to the size of a firm. The X!Y; equals the sum of the two
firms’ values, but most of that sum is contributed by the large firm. Thus, XY
may be sufficiently close to the one firm’s value of Y; as to be a disclosure.

Disclosures resulting from subject matter considerations can be difficult to pre-
vent. If Agency B does not know that Agency A has a variable like the X; above,
there is almost no way for Agency B to prevent disclosing some values in the ma-
trix multiplications. A related problem occurs if one agency has attributes that
are nearly linear combinations of the other agency’s attributes. When this hap-
pens, accurate predictions of the data subjects’ values can be obtained from linear



regressions built from the securely computed matrix products.

3.2 Linear Regression with arbitrary subsets of attributes

In this section, we apply the secure matrix product protocol to conduct secure linear

regression analyses. Let the matrix of all variables in the possession of the agencies
be D = [Dy,---, D,], with

din

The data matrix D is distributed through K agencies: Aq, A, - - -, Ax. Each agency,
A;, possesses p; disjoint columns of D, where Y p; = p.

A regression model of some dependent variable, say D; C D, on a collection of
the other variables, say Dy C D — D;, is of the form

D; = DyBy + € (10)

where ¢g ~ N(0,02). Typically, the model includes an intercept term. This is
achieved by including a column of ones in Dy. Without loss of generality, we assume
that DI = (1,1,...,1) and that it is owned by Agency A;.

Our goal is to regress any D; on some arbitrary subset Dy using secure compu-
tations. It is well known that the maximum likelihood estimates of o2 and 3, as
well as the standard errors of the estimated coefficients, can be easily obtained from
the sample covariance matrix of D, for example using the sweep algorithm (Beaton,
1964). Hence, the agencies need only the elements of the sample covariance matrix
of D to perform the regression. Each agency computes and shares the block-diagonal
elements of the matrix corresponding to its variables, and the agencies use secure
matrix computations to compute the off-diagonal elements, thus completing the
sample covariance matrix.

The types of model diagnostic measures available in vertically partitioned data
settings depend on the amount of information the agencies are willing to share.
Diagnostics based on residuals require the predicted values, DoﬁAo- These can be
obtained using the secure matrix product protocol, since

DOBO == Do(DOTDo)_lDOTDZ‘. (11)

Alternatively, once the ﬁo is shared, each agency could compute the portion of Doﬁo
based on the variables in its possession, and the vectors can be summed across
agencies using the secure summation protocol outlined in Section 2.1.

Once the predicted values are known, the agency with the dependent variable D;
can calculate the residuals Fy = D; — DoﬁAo- If that agency is willing to share the



residuals with the other agencies, each agency can perform plots of residuals versus
its independent variables and report the nature of any lack of fit to the other agencies.
Sharing Fj also enables all agencies to obtain Cook’s distance measures, since these
are solely a function of Ey and the diagonal elements of H = DO(DOTDO)_lDOT,
which can be securely computed.

The agency with D; may be unwilling to share Fy with the other agencies, since
sharing essentially reveals the values of D;. In this case, one option is to compute the
correlations of the residuals with the independent variables using the secure matrix
product protocol. Additionally, the agency with D; can make a plot of Ey versus
Dy, and a normal quantile plot of Ej, and report any evidence of model violations
to the other agencies. The number of residuals exceeding certain thresholds, i.e.
outliers, also can be reported.

3.3 Synthetic data approach for vertically partitioned data

The secure matrix protocol requires that agencies pre-specify the regression analy-
ses of interest. In some settings this could be problematic. For example, it may be
necessary to transform some variables to obtain a regression that fits the data ap-
propriately. Agencies can apply the secure matrix protocol more than once, e.g. on
the original data to enable model checking and then on transformed data to improve
the model, but repeating the protocol generates additional constraints on X and Y
that reduce confidentiality protection.

To introduce flexibility of modeling, Kohnen and Reiter (2004) and Kohnen
(2005) propose that agencies share synthetic, i.e. simulated, data that mimic the
relationships in the real data. To motivate their idea, consider the case where Agency
A is willing to share its X with Agency B, but Agency B is not willing to share its
Y with Agency A. The approach proceeds as follows:

1. Agency A sends X to Agency B.

2. Agency B fits a model f(Y|X) that relates Y to X, based on the passed X
and its genuine Y.

3. Agency B simulates a new value of Y from the model f(Y|X) and passes
these simulated data to Agency A. Agency B repeats this M times, so that
M versions of the synthetic Y are passed to Agency A.

4. Agency A analyzes the M datasets formed by combining the X with each
version of Y using the methods for analyzing multiply-imputed, partially syn-
thetic datasets (Reiter, 2003b).

At stage 2, Agency B can either (i) send f(Y|X) and its parameters to Agency A, or
(ii) simulate new values of Y from the model f(Y|X) and pass these simulated values
to Agency A. The latter strategy is preferred when the model and its parameters



represent a disclosure risk (e.g., parameters in log-linear models for categorical data
correspond to cell counts in tables, which may be sensitive) or when the model is
too complicated to send (e.g., a semi-parametric model). We assume that Agency
B will generate and pass new values of Y.

The multiple versions of Y are needed to enable Agency A to estimate uncertain-
ties in parameter estimates correctly. One version of Y is insufficient, because the
process of drawing values of Y from a distribution introduces additional variability
into parameter estimates that is not easily estimated from one dataset. The pre-
scription for releasing multiple copies follows the rationale for generating multiply-
imputed, partially synthetic datasets (Reiter, 2003b, 2004).

As an extension to this case, the agencies may be willing to share X with each
other but not with the broader public. To release data to the public, Agency A can
simulate completely synthetic data (Raghunathan, Reiter, Rubin, 2003). That is,
it can simulate values of X and values of Y using its original values of X and the
simulated values of Y it received from Agency B. Methods for doing this, as well
as methods for obtaining inferences from such datasets, are described by Kohnen
(2005).

We next move to the more general case where Agency A is not be willing to
share X with Agency B. The key difference in the algorithm is in step 2, since X
cannot be passed without some way of protecting it. Kohnen (2005) proposes that
Agency A generate disguiser copies of X—that is, new values of X that mimic the
distribution of the genuine X—and send them to Agency B along with the genuine X.
Agency B then fits models for Y| X for each of the copies of X and sends simulated
values of Y back for each back to Agency A. Agency A discards all the simulated
Y except for the ones that correspond to the genuine X. With L perfect disguisers,
Agency B has a 1/L chance of guessing which of the L datasets contains the true
X. For sufficiently large L, this may provide adequate protection.

Obviously, the protection of X is compromised if Agency B can distinguish
the genuine X from the disguisers. This could be accomplished if Agency B knows
certain values of X and therefore can hunt for them in the passed copies. To prevent
this in a semi-honest setting, Agency B can tell Agency A which values it has, so
that these values can be included in all passed copies of X. Agency B also might
be able to determine the genuine X by looking for unusual results in the various
versions of f(Y|X). For example, it may be the case that the genuine X has the
strongest correlations with Y. Kohnen (2005) describes several such risks, as well
as some methods for reducing them.

Ideally, the disguiser X values are generated from f(X|Y). This is not easy
to do, since Agency A does not know Y. It may be possible to approximate this
distribution, perhaps using methods from standard disclosure limitation strategies.
Research on generating good disguisers is a high priority item for this approach.



4 Conclusion

In this paper, we summarized several approaches to secure data integration. These
approaches generate many practical challenges, which as of this writing have not
been fully met. Some of these include:

e How do we specify models without viewing the data, which is implicit in the
secure computation methods?

e How do we perform secure computation for models that don’t have sums and
products as sufficient statistics?

e How do we incorporate errors when matching records in vertically partitioned
data?

e How do we account for differences in data quality and definitions?
e How do we account for disclosure risks from models that fit too well?

Statisticians have only recently started investigating the data integration setting
(computer scientists have been active in this area for longer). It is an area that is
likely to grow in relevance, as data owners of all types seek to gain the benefits from
data integration. And, as the questions listed above indicate, it is an area rich in
topics for statistical research.
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