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Abstract. p-Sensitive k-anonymity is a sophistication of k-anonymity requiring that
there be at least p different values for each confidential attribute within the records shar-
ing a combination of key attributes. Like for k-anonymity, the computational approach
originally proposed to achieve this property is based on generalization and suppression;
this has several data utility problems, such as turning numerical key attributes into cate-
gorical, injecting new categories, injecting missing data, etc. We present and evaluate two
heuristics for p-sensitive k-anonymity which, being based on microaggregation, overcome
most of such drawbacks, while offering a smooth information loss increase as p and k grow.

1 Introduction

What is meant by database privacy largely depends on the context where this con-
cept is being used. In official statistics, it normally refers to the privacy of the
respondents to which the database records correspond (respondent privacy). In co-
operative market analysis, it is understood as keeping private the databases owned
by the various collaborating corporations (data owner privacy). In healthcare, both
respondent and owner privacy are implicitly required: patients must keep their pri-
vacy and the medical records should not be transferred from a hospital to, say, an
insurance company. In the context of dynamically queryable databases and, in par-
ticular, Internet search engines, the most rapidly growing concern is user privacy,
that is, the privacy of the queries submitted by users (especially after scandals like
the August 2006 disclosure of 658000 queries by the AOL search engine). Thus,
what makes the difference is whose privacy is being sought.

Statistical disclosure control (SDC, see Dalenius, 1974; Willenborg and De Waal,
2001; Hundepool et al., 2006) was born in the statistical community as a discipline
to achieve respondent privacy. Privacy-preserving data mining (PPDM) appeared
simultaneously in the database community (Agrawal and Srikant, 2000) and the
cryptographic community (Lindell and Pinkas, 2000) with the aim of offering owner
privacy: several database owners wish to compute queries across their databases in
such a way that only the results of the queries are revealed to each other, not the
contents of each other’s databases. Finally, private information retrieval (PIR; Chor
et al., 1995) originated in the cryptographic community as an attempt to guarantee
the privacy of user queries to databases.



Thus, the technologies to deal with the above three privacy dimensions (respon-
dent, owner and user) have evolved in a fairly independent way within research
communities with surprisingly little interaction. Fortunately, it turns out that some
developments are useful for more than one privacy dimension, even if all three dimen-
sions are independent (Domingo-Ferrer, 2007). Such is the case for k-anonymity and
p-sensitive k-anonymity, which are useful properties both for respondent and owner
privacy. Furthermore, in combination with private information retrieval, those two
properties make all three privacy dimensions compatible. Thus, presenting efficient
computational methods to meet those two properties is an especially relevant ob-
jective, which will be treated in this paper. Section 2 discusses k-anonymity for
respondent and owner privacy, and recalls how to achieve it using microaggregation.
Section 3 discusses p-sensitive k-anonymity and presents two heuristics to achieve
this property via microaggregation. Section 4 contains an empirical performance
evaluation of both heuristics. Conclusions are drawn in Section 5.

2 k-Anonymity for respondent and owner privacy

k-Anonymity is an interesting approach to face the conflict between information
loss and disclosure risk, suggested by Samarati and Sweeney (1998). To recall the
definition of k-anonymity, we need to enumerate the various (non-disjoint) types of
attributes that can appear in a microdata set X:

o [dentifiers. These are attributes that unambiguously identify the respondent.
Examples are passport number, social security number, full name, etc. Since
our objective is to prevent confidential information from being linked to specific
respondents, we will assume in what follows that, in a pre-processing step,
identifiers in X have been removed/encrypted.

e Key attributes. Borrowing the definition from Dalenius (1986), key attributes
are those in X that, in combination, can be linked with external information
to re-identify (some of) the respondents to whom (some of) the records in
X refer. Examples are job, address, age, gender, etc. Unlike identifiers, key
attributes cannot be removed from X, because any attribute is potentially a
key attribute.

e Confidential outcome attributes. These are attributes which contain sensitive
information on the respondent. Examples are salary, religion, political affilia-
tion, health condition, etc.

We now have:

Definition. A protected data set is said to satisfy k-anonymity for k > 1 if, for
each combination of key attributes, at least k records exist in the data set sharing
that combination.

If, for a given k, k-anonymity is assumed to be enough protection for respondents,
one can concentrate on minimizing information loss with the only constraint that
k-anonymity should be satisfied. This is a clean way of solving the tension between
data protection and data utility. The original computational approach in Samarati



and Sweeney (1998) to achieve k-anonymity relies on suppressions and generaliza-
tions, so that minimizing information loss translates to reducing the number and/or
the magnitude of suppressions.

The drawbacks of partially suppressed and coarsened data for analysis were high-
lighted in Domingo-Ferrer and Torra (2005):

1. Satisfying k-anonymity with minimum data modification using generalization
(recoding) and local suppression was shown to be NP-hard in Meyerson and
Williams (2004) and Aggarwal et al. (2004);

2. Using global recoding for generalization causes too much information loss,
and using local recoding complicates data analysis by causing old and new
categories to co-exist in the recoded file;

3. There is no standard way of using local suppression (at the tuple level, at the
attribute level, with blanking, with replacement by neutral values, etc.);

4. Analyzing partially suppressed data usually requires specific software (impu-
tation software, censored data analysis, etc.);

5. Last but not least, when numerical attributes are generalized, they become
non-numerical.

Joint multivariate microaggregation (in the way of Domingo-Ferrer and Mateo-
Sanz, 2002) of all key attributes with minimum group size k was proposed in
Domingo-Ferrer and Torra (2002) as an alternative to achieve k-anonymity; be-
sides being simpler, this alternative has the advantage of yielding complete data
without any coarsening (nor categorization in the case of numerical data). As a
reminder, microaggregation seeks to split a data set into groups of records such that
each group contains at least k records and groups are as homogeneous as possible;
then records within a group are replaced with the average of all records in the group.
Clearly, the higher the homogeneity of records in a group, the lower the informa-
tion loss caused by replacement of those records by their average. In the case of
the k-anonymity application, microaggregation is performed on the projection of
records on key attributes, rather than on the entire records. If the microaggregated
attributes are numerical, group homogeneity can be measured by the within-groups
sum of squares SSFE: the smaller SSFE, the more homogeneous are the groups.

In Aggarwal and Yu (2004), masking through condensation (actually a special
case of multivariate microaggregation) is proposed to achieve k-anonymity in the
context of privacy-preserving data mining, and thus with the aim of owner privacy.

3 p-Sensitive k-anonymity via microaggregation

k-Anonymity is able to prevent identity disclosure, i.e. a record in the k-anonymized
data set cannot be mapped back to the corresponding record in the original data
set. However, in general, it may fail to protect against attribute disclosure. In Truta
and Vinay (2006), an evolution of k-anonymity called p-sensitive k-anonymity was



presented. Its idea is that there be at least p different values for each confiden-
tial attribute within the records sharing a combination of key attributes. The fol-
lowing example illustrates a case where p-sensitive k-anonymity is useful because
k-anonymity alone does not offer enough protection.

Example. Imagine that an individual’s health record is k-anonymized into a
group of k patients with k-anonymized key attributes values Age = 730”7, Height
= 7180 cm” and Weight = 780 kg”. Now, if all k patients share the confidential
attribute value Disease = 7 AIDS”, k-anonymization is useless, because an intruder
who uses the key attributes (Age, Height, Weight) can link an external identified
record

(Name="John Smith”, Age="31", Height="179", Weight="81")

with the above group of k patients and infer that John Smith suffers from AIDS
(attribute disclosure).

Based on the above remarks, the following definition can be given

Definition. A data set is said to satisfy p-sensitive k-anonymity for k > 1
and p < k if it satisfies k-anonymity and, for each group of tuples with the same
combination of key attribute values that exists in the data set, the number of distinct
values for each confidential attribute is at least p within the same group.

The computational approach proposed in Truta and Vinay (2006) and Truta
et al. (2007) to achieve p-sensitive k-anonymity is an extension of the generaliza-
tion/suppression procedure proposed in the original k-anonymity papers. Therefore
it shares the same shortcomings pointed out in Domingo-Ferrer and Torra (2005)
and listed above.

Like we did for k-anonymity in Domingo-Ferrer and Torra (2005), in Domingo-
Ferrer (2006) we showed a way to achieve p-sensitive k-anonymity via microaggre-
gation.

The goal is to obtain p-sensitive k-anonymous data sets without coarsened nor
partially suppressed data. This makes their analysis and explotation easier, with
the additional advantage that numerical continuous attributes are not categorized.

Note. In addition to p-sensitive k-anonymity, a number of other sophistications
of k-anonymaity for protecting against attribute disclosure have recently been pro-
posed, such as l-diversity (Machanavagjhala, 2006), («, k)-anonymity (Wong et al.,
2006), t-closeness (Li et al., 2007) and m-confidentiality (Wong et al., 2007). All
of them rely on generalizations, so the microaggregation approach proposed in this
paper would be a novelty in all of them. For the sake of concreteness, we will focus
here on p-sensitive k-microaggregation.

We next present two different heuristics for microaggregation-based p-sensitive
k-anonymity. The first one starts by achieving k-anonymity and then achieves p-
sensitivity. The second one first achieves p-sensitivity and then k-anonymity.

3.1 k-Anonymity first

The heuristic in this section was described in Domingo-Ferrer (2006) without per-
formance analysis and is as follows:



Algorithm 1 (k-Anonymity first)

1. If p > k, signal an error ("p-sensitive k-anonymity infeasible”) and exit the
Algorithm.

2. If the number of distinct values for any confidential attribute in X s less than p
over the entire dataset, signal an error ("p-sensitive k-anonymity infeasible”)
and exit the Algorithm.

3. k-Anonymize X using the MDAV microaggregation algorithm described in Domingo-
Ferrer and Torra (2005). Let X' be the microaggregated, k-anonymized dataset.

4. Let k= k.
5. While p-sensitive k-anonymity does not hold for X' do:
(a) Let k :=k+1.

(b) /%—Anonymz’ze X using microaggregation. Let X' be the I%-anonymz’zed
dataset.

The above algorithm is based on the following facts:
e A k + l-anonymous dataset is also k-anonymous;

e By increasing the minimum group size, the number of distinct values for con-
fidential attributes hopefully increases (in the extreme case, if there is a single
group as large as the entire dataset, all distinct values for all attributes are in
the group).

3.2 p-Sensitivity first

The heuristic below first achieves p-sensitivity and then completes groups in order
for them to include k or more records.

Algorithm 2 (p-Sensitivity first)

1. Let x1,x9,...,x, be the records in the original data set X; let L be the set of
confidential attributes. Let Q) be the set of key attributes and let x;(Q)) be the
projection of record x; on its key attributes.

2. Let P be an wnitially empty partition.

3. While there are at least k records in X and such records contain at least p
different values for each attribute in L do:

(a) Compute the average record T(Q) of the projections x1(Q), ..., z,(Q).

(b) Consider record x, € X so that Fuclidean distance between z,.(Q) and
Z(Q) is mazximum.



(c) Create a new group C' that initially contains record x.,.
(d) While confidential attributes of the records in C' do not satisfy p-sensitivity:

i. Take x5 € X so that x4(Q) is the nearest record to x,.(Q) such that
xs(L) contributes to the compliance of p-sensitivity by C(L) (records
in C' projected on the confidential attributes in L ).

it. Add x4 to C' and remove it from X.
(e) While C' does not contain at least k records:

i. Take x5 € X so that the distance between x4(Q) and x,.(Q) is mini-
mum.

1. Add x4 to C' and remove it from X.
(f) Add C to P.

4. For each record x remaining in X:

e Add x to the group C' € P satisfying that the distance from z(Q) to
Centroid(C)(Q) (the centroid of the projections on Q of records in C') is
MANIMAUM.

5. Fori=1 ton:

o Let x, be x; with x;(Q) replaced by Centroid(C)(Q), where C' is the group
in P to which x; has been assigned.

6. The microaggregated, p-sensitive, k-anonymous data set X' is formed by records

/ /
x17...$n.

4 Empirical results

The test data set was generated from the “Census” data file, which was used in the

European CASC project (Brand et al., 2002) and in several papers in the microag-

gregation literature (Domingo-Ferrer et al., 2001; Dandekar et al., 2002; Yancey et

al., 2002; Laszlo and Mukherjee, 2005; Domingo-Ferrer and Torra, 2005; Domingo-

Ferrer et al., 2007). This data set contains 1080 records with 13 numerical attributes.
The following procedure was used to generate the test data set:

1. The first six attributes of “Census” were taken as key attributes. These at-
tributes were standardized by subtracting their mean and dividing by their
standard deviation.

2. Three categorical confidential attributes with 15 categories each were generated
from the next three continuous attributes from “Census”, respectively. To
generate a categorical attribute with 15 categories from a numerical attribute,
the range comprised between the minimum value and the maximum value of
the attribute is divided into 15 intervals of the same length. Continuous values
falling into the first interval are recoded into the first category, those falling
into the second interval are recoded into the second category, and so on.



Algorithms 1 and 2 were run for different values of k£ and p. Results are presented
in Tables 1 and 2, respectively.

Table 1: 100 x SSE/SST ratio of the p-sensitive k-anonymous microaggregations
yielded by Algorithm 1

3.69 | 44.96
6.20 | 44.96 | 58.85
7.93 | 44.96 | 58.85 | 71.67
10 | 9.71 | 44.96 | 58.85 | 71.67 | 100

| Oy W =

Table 2: 100 x SSE/SST ratio of the p-sensitive k-anonymous microaggregations
yielded by Algorithm 2

p
1 3 5}
3.69 | 23.13
6.20 | 23.28 | 47.15
7.93 | 22.31 | 47.15 | 57.63
10 | 9.71 | 23.13 | 47.15 | 57.63 | 100

| O W =

Some comments on Tables 1 and 2 follow:

For p = 1, Algorithm 1 is equivalent to the MDAV microaggregation algorithm
(Domingo-Ferrer and Torra, 2005). For p = 1, Algorithm 2 is equivalent
to Centroid-based fixed-size microaggregation (CBFS, Laszlo and Mukherjee,
2005), an algorithm very similar to MDAV. This similarity explains that for
p = 1 and all values of k reported in Tables 1 and 2, the same SSFE/SST ratio
is obtained.

However, for higher values of p, Algorithm 1 behaves clearly worse than Al-
gorithm 2, with higher SSE/SST ratios. The explanation is that the average
size of the computed groups is greater for Algorithm 1 than for Algorithm 2:
indeed, not caring about p-sensitivity from the start results in a penalty in
terms of group size and, consequently, of SSE/SST ratio.

The reason that Table 1 does not seem to reflect a dependency on k for p =
3,5,7,10 is that the actual minimum group size £ computed by Algorithm 1
turns out to be always greater than or equal to £ = 10.

In Table 2, such a lack of dependency on k seems to occur for p = 5,7,10
also for Algorithm 2: again the explanation is that, for those values of p, the
minimum group size if greater than or equal to 10.



e For p = 10, both algorithms yield an SSFE/SST ratio equal 100. This means
that they yield a partition with a single group. This is not really surprising,
because the categorical attributes in our data set have only 15 different cate-
gories, some of which are rare (e.g. those intervals corresponding to the tails
of the attribute range).

5 Concluding discussion

p-Sensitive k-anonymity is a sophistication of k-anonymity, whose idea is to avoid
that all records sharing a combination of key attributes in a k-anonymous data
set also share the values for one or more confidential attributes. The computational
approach originally proposed to achieve this new property is based on generalization
and suppression and has a number of data utility problems enumerated above.

We have proposed and evaluated two heuristics for p-sensitive k-anonymity which,
being based on microaggregation, preserve the numerical nature of key attributes, do
not introduce missing data and gracefully degrade data utility as p grows. The first
heuristic starts by ensuring k-anonymity and then seeks to achieve p-sensitivity.
The second heuristic proceeds the other way round: first p-sensitivity is satisfied
and then k-anonymity. This second strategy seems to be clearly better in terms of
within-groups homogeneity and, consequently, of data utility.
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