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1. Introduction 
 

In a recent paper, Muralidhar and Sarathy (2007a) showed that data shuffling and sufficiency-based linear models performed 

better than other techniques for masking numerical data. This conclusion was based on assessment of both data utility and 

disclosure risk. Specifically, in terms of data utility, data shuffling (Muralidhar and Sarathy 2006) was shown to: (a) maintain 

the marginal distribution of all the confidential variables to be the same after data masking, and (b) maintain monotonic 

relationships between the variables. The sufficiency-based linear models approach (Burridge 2003, Muralidhar and Sarathy 

2007b) was shown to maintain the mean vector and covariance matrix of the masked data to be identical to that of the 

original data. In terms of disclosure risk, both methods were shown to minimize disclosure by ensuring that, given the non-

confidential variables, the original and masked data were independent. 

 

In addition to the traditionally used measures for assessing data utility, one of the desirable properties of masking techniques 

is that they maintain the characteristics of the data not just in the overall data set, but also in sub-domains of data (Winkler 

2006). For numerical variables, it is possible to generate an infinite number of possible sub-groups and it becomes difficult to 

evaluate all possible sub-groups. However, categorical non-confidential variables usually result in a finite number of sub-

domains. Furthermore, data consisting of both categorical and numerical variables are very common in practice. Hence, we 

evaluate the performance of the two selected techniques (sufficiency-based linear models and data shuffling) on sub-domains. 

For each sub-domain, we evaluate the extent of information loss and disclosure risk resulting from the masked data.  

 

2. A Brief Introduction to Sufficiency-based Linear Models and Data Shuffling 

 

2.1. Sufficiency-based Linear Models 
Masking approaches based on linear models generate the perturbed values Y using some variation of the following model: 

 

 Y = β0 + β1S + β2X + ε,         (1) 

 

where S represents a set of (categorical and numerical) non-confidential variables, X represents a set of confidential 

variables, and e represents the noise term. Muralidhar et al. (1999) originally proposed a model of the form as shown in (1), 

but with the requirements that the covariance matrix of the released data (S and Y) be the same as that of (S and X). This 

specification imposes a specific structure on the covariance of ε. In order to improve the disclosure risk characteristics they 

proposed a modified model of the form 

 

 Y = β0 + β1S + ε.          (2) 

 

In equation (2), ,1
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SSΣ is the covariance of S, XSΣ is the covariance between (X and S), and eeΣ is the covariance of the noise term e. With 

these specifications, for large data sets, the mean vector and covariance matrix of the released data (S and Y) will be the same 

as that of the original data (S and X). However, there is some information loss in estimates of the covariance matrix, due to 

sampling error in smaller data sets.  Since Y is generated as a function of S and ε this procedure also minimizes the risk of 

both identity and value disclosure.  



 

An important variant of the linear model was suggested by Burridge (2003). In this approach, by appropriately generating the 

values of ε, it is possible to ensure that the mean vector and covariance matrix of the released data are identical to that of the 

original data. Hence, for all statistical analyses for which the mean vector and covariance matrix are sufficient statistics, the 

results of the analysis using the masked data will yield identical results to that using the original data. That is, the (statistical) 

information loss will be zero. Note that for most traditional statistical analyses (including, but not limited to, comparison of 

means, ANOVA, regression analysis, and even such multivariate procedures such as canonical correlation analysis), the mean 

vector and covariance matrix serve as sufficient statistics. Hence, if this procedure is employed to mask the data, a user who 

analyzes the masked data will get exactly the same results as using the original unmasked data. In addition, this procedure 

also minimizes disclosure risk.  

 

Muralidhar and Sarathy (2007) recently proposed a further modification of this linear model in equation (1) with the 

following restrictions: 
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With the above specifications and appropriately selecting the value of β2 it is possible to ensure that the masked data (Y and 

S) has exactly the same mean vector and covariance matrix as the original data (X and S). That is, this approach preserves 

sufficient statistics underlying linear relationships. Consequently, there is zero information loss in estimating any of the linear 

relationships among the different variables. When β2 is zero, this model reduces to that shown in equation (2). For non-zero 

β2 the resulting masked variables do not provide the lowest possible level of disclosure risk. However, these masked values 

may have greater acceptance among users who may have reservations using the more “synthetic” data generated from the 

model in equation (2). 

 

While the sufficiency-based linear models (SBLM) procedure provides significant advantages over other perturbation 

procedures, it is not without problems. First and foremost, this procedure results in information loss in the marginal 

distribution of the masked variable (Y). The exact form of the distribution of Y would depend on the selection of the 

distribution for the error term ε. However, unless X was normally distributed, the marginal distribution of Y will be different 

from that of X. One common problem that arises as a consequence is that the masked values may consist of negative values 

whereas the original data may be all positive. In addition, while this procedure maintains linear relationships among all 

variables, non-linear relationships are not preserved in the masked data. Thus, while this procedure is a complete solution to 

the masking problem when the joint distribution of (X and S) is multivariate normal, resulting in zero information loss and 

zero incremental disclosure risk, in other cases, it has some shortcomings. 

 

2.2. Data Shuffling 
Data shuffling is a new patented procedure (US Patent # 7200757) developed by Muralidhar and Sarathy (2006). It is a 

hybrid procedure where the original variables are first perturbed using the copula based perturbation approach (Sarathy et al. 

2002). The resulting perturbed values are then reverse-mapped on to the original values, resulting in the shuffled data set. 

Superficially, data shuffling can be considered to be a multivariate version of data swapping since it is performed on the 

entire data set rather than on a variable by variable basis.  

 

Data shuffling has the following desirable properties. First and foremost, the perturbed values are generated independent of X 

(given S) and hence have no incremental disclosure risk. Second, like data swapping, the shuffled values are actually the 

original values of the confidential variables assigned to a different observation. Hence, the marginal distribution of the 

masked data is identical to the marginal distribution of the original data. Third, the use of the copula-based perturbation 

approach enables data shuffling to maintain the rank order correlation of the masked data to be the same as that of the 

original data. This implies that data shuffling results in minimal information loss in linear and monotonic non-linear 

relationships among variables. It does not maintain non-monotonic non-linear relationships.  

 

 

 

 



3. Empirical Assessment 

 

We performed an empirical assessment of the two masking techniques using two data sets. The first masking technique used 

was data shuffling that does not require any parameter specifications. The second masking technique was the SBLM 

procedure with the requirement that β2 be a diagonal matrix with the value d (0 < d < 1) in the diagonal and 0 in the off-

diagonal terms. This simple specification implies that when d = 0, the resulting model is the one shown in equation (6) and 

when d = 1, the entire data set is released unmodified. Thus, the selection of d directly influences the extent to which the 

original values are used in the masking. Note that when d > 0, this method does not provide minimum security. 

 

3.1. Experimental Assessment Using Simulated Data Set 

The first data set was simulated and consisted of 50000 observations. The data consisted of 3 categorical non-confidential 

variables Gender (male or female), Marital Status (married or other), and Age group (1 to 6). The 3 confidential numerical 

variables (Home value, Mortgage balance, Total net value of assets) were generated using the NORTA approach for 

generating related multivariate non-normal variables. Of the three confidential variables, two (Home value and Mortgage 

balance) had non-normal marginal distributions, while the third had a normal distribution. The relationship between the last 

two variables was linear while the other relationships were non-linear. Twenty four sub-groups were formed as a combination 

of the Gender × Martial status × Age group. Data shuffling was applied to the entire data set. In addition, 3 different levels of 

masking were applied for linear model approach (d = 0.00, 0.50, 0.90). As indicated earlier, when d = 0.00, given the non-

confidential variables, the perturbed variables are independent of the original variables and are sometimes considered 

synthetic data.  

 

3.1.1. Assessment of Disclosure Risk.  As indicated earlier, the first step in the assessment of the masking techniques was to 

compute the risk of identity disclosure for each sub-domain. Table 1 provides the results of the identity disclosure (or re-

identification risk) assessment performed using the procedure suggested by Fuller (1993). There are many approaches for 

assessing identity disclosure and we could use any one of these procedures. However, the primary objective of this 

assessment is to compare the different methods rather than assess the extent of disclosure. While the specific results of using 

another procedure for assessing identity disclosure may be different, the relative performance of the different methods will be 

the same. Table 2 provides, for each sub-group defined by the categorical variables (a total of 24 sub-groups), the number of 

observations in each sub-group and the number of observations that were re-identified. As indicated earlier, when shuffling 

and perturbation with d = 0.00 are used to mask the variables, within a given sub-group, the original and masked variables are 

independent. Hence, the probability of re-identification within a sub-group is (1/nk) where nk is the size of the sub-group. The 

results in Table 2 clearly show that this is indeed the case. The probability of re-identification is much higher for the other 

perturbed values, with the higher re-identification occurring when d = 0.90. Thus, in terms of disclosure risk, it is easy to see 

that the data shuffling and perturbation with d = 0.00 provide the best results, with re-identification occurring by chance 

alone.  

 

It is also easy to assess the risk of value disclosure. As indicated earlier, for a given sub-domain, the shuffled data and 

perturbed data with d = 0.00 are independent of the original data. This implies that the covariance between the original and 

masked data are close to zero for shuffled data and exactly 0.00 for the perturbed data with d = 0.00. Hence, the correlation 

between the original and masked data for these two methods will be 0.00, resulting in no predictive ability. By contrast, for 

the other two approaches, the correlation between the original and masked variables will be d and the intruder would be able 

to explain d
2
 proportion of the variability in the values of the original variables using the masked variables.  

 

As an illustration, consider the sub-group Gender = 0, Marital = 0, and Age = 1. The mean and standard deviation of the 

Home value variable in this sub-group are 2.872 and 8.643, respectively. With only this information, for any observation in 

this sub-set, the best prediction of a 99% interval estimate of the true value of the Home value variable would have an 

interval of approximately (3 × 8.643). Now assume that the shuffled data is released. The correlation between the original and 

the shuffled home values is 0.03. Hence, if we perform regression analysis to predict the original value of the confidential 

variable using the shuffled values, the resulting R
2
 would be 0.0009 resulting in a standard error of 8.642. Using this 

information, a simple 99% confidence interval would have an interval of approximately (3 × 8.642), which for all practical 

purposes is almost exactly the same as the interval constructed without access to the masked data. In other words, releasing 

the shuffled data does not allow the intruder to estimate the value of the confidential variable with any greater level of 

security. Similar results will be observed for the perturbed data when d = 0.00. 

 



 
Table 1. Risk of Identity Disclosure (Simulated Data) 

 

The above result does not hold for the other two perturbation parameters (d = 0.50, 0.90). When d = 0.50, if we perform a 

regression analysis to predict the original Home value variable using the perturbed values, the resulting standard error is 

7.485. A 99% confidence interval estimate would have an interval of approximately (3 × 7.485). This implies that the 

intruder is able to gain a more accurate estimate compared to not having the perturbed values. When d = 0.90, the resulting 

standard error from the regression analysis is 3.767. If we construct a 99% confidence interval using this information, it 

results in an interval of approximately (3 × 3.767). Compared to the original interval, the width of this interval is less than 

50% of the original width. This allows the intruder to gain a far more accurate estimate of the value of the confidential 

variable.  

 

Thus, an intruder would have a much better estimate of the original values when the data is masked using the perturbation 

approach with d = 0.50 and 0.90. In conclusion, when considering disclosure risk, because of their inherent property of 

conditional independence, data shuffling and perturbation with d = 0.00 perform better than perturbation with d = 0.50 and 

0.90. If disclosure risk were the only criterion, data shuffling and perturbation with d = 0.00 would be the preferred methods.  

 

5.1.2. Assessment of Information Loss.  In assessing information loss, we focus our attention on sub-domain performance, 

rather than on the entire data set. We know that, for the entire data set, data shuffling maintains the marginal distribution of 

the masked variables to be exactly the same as that of the original variables. By contrast, the SBLM approach is capable of 

maintaining the marginal distribution of the variables only when the variable has a normal distribution.  

 

One of the attractive features of the data shuffling procedures is that the marginal distribution of the shuffled data within any 

sub-group defined by the non-confidential categorical variables is exactly the same as that of the original variable. The 

marginal distribution of the perturbed data are different from that of the original data for sub-groups. To illustrate this, 

consider the case for the sub-group where Gender = 0, Marital Status = 0, and Age = 1. Figure 1 provides the marginal 

distribution of the original and the 3 perturbed data sets for the Home value variable. We do not provide the shuffled data 

since it will coincide exactly with the original data.  
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Figure 1. Sub-domain Marginal Distribution of Home Value (Simulated Data) 

 

As can be seen from this example, the marginal distribution of the perturbed data differs considerably from the original data 

even when d = 0.90. Thus, the “addition of noise” results in a marginal distribution that is closer to normality than the 

original data. Note that, for the Net Assets variable, the marginal distribution of all the masked variables for all the sub-

groups will be similar since the original variable was normally distributed. As discussed earlier, one other attractive feature of 

all the methods considered in this study is that the mean and variance of all the variables in every sub-group defined by the 

non-confidential categorical variables will be exactly the same as that of the original data. Hence, we have not provided this 

data. However, in addition to maintaining the mean and variance, the shuffled data maintains all the univariate marginal 

characteristics of the masked data to be the same as that of the original data.  

 
To assess the extent to which the methods maintain relationships among variables, we computed the product moment 

correlation between the variables in each sub-group. The results of this analysis are provided in Table 2. As expected, the 

product moment correlations of the original data and those of the perturbed data are exactly the same for the data set as a 

whole and for every sub-group. The shuffled data does not provide exactly the same results, but the product moment 

correlations of the shuffled data and those of the original data are very similar for the data set as a whole and for every sub-

group. Thus, in terms of maintaining product moment correlation, the SBLM approach seems to perform better than the 

shuffling approach. This is expected since the SBLM approach is intended to maintain first and second order moments (and 

consequently correlation) among the variables. However, this does not necessarily mean that it is superior to data shuffling as 

the following discussion shows. 

 

Consider the relationship between the variables Mortgage balance and Net asset value. Figure 2.a provides a scatter plot of 

the original values with Net asset values on the X-axis and Mortgage balance on Y-axis. It is clear from this figure that the 

relationship between the two variables is non-linear. In cases where the relationship is non-linear, product moment 

correlation which measures only the linear relationship is not an appropriate measure. The product moment correlation for 

these two variables in the data set is 0.719 and all three perturbed values maintain this correlation. By contrast, the correlation 

between the corresponding shuffled variables slightly different (0.718). Now consider a plot of the perturbed values of 

Mortgage balance and Net asset values (with d = 0.00) overlaid on top of the original scatter plot (Figure 2.b). Figure 2.b 

clearly indicates that the perturbation approach has considerably modified the relationship between the variables; the original 

relationship was non-linear while the perturbed data is almost linear. A plot of the shuffled values of Mortgage balance and 

Net asset values overlaid on the original data is shown in Figure 2.c. This figure clearly indicates that the shuffled data 

maintains the (monotonic) non-linear relationship between the two variables better than the perturbed data. Thus, although 

the SBLM approach maintains the product moment correlation exactly, it does not necessarily maintain non-linear 

relationships between the variables. By contrast, while the shuffled data does not maintain the product moment correlation 

exactly, it is capable of maintaining monotonic non-linear correlations much better than the perturbed data. 



 
Table 2. Original and Masked Product Moment Correlation (Simulated Data) 
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Figure 2.a. Scatter Plot of Net 

Asset Value and Mortgage 

Balance (Original Data) 
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Figure 2.b. Scatter Plot of Net 

Asset Value and Mortgage 

Balance (Original and 

Perturbed) 
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Figure 2.c. Scatter Plot of Net 

Asset Value and Mortgage 

Balance (Original and 

Shuffled) 

In situations where the relationship is non-linear, in place of product moment correlation, rank order correlation is used to 

measure the strength of the relationship. The rank order correlation results, provided in Table 3, indicate that the shuffled data 

maintain rank order correlation better than the perturbed data. This is to be expected since the shuffling procedure attempts to 

maintain all monotonic relationships, while the SBLM approach only deals with linear relationships. Note that the shuffling 

procedure is able to maintain the rank order correlation of the masked data to be very close to that of the original data both at the 



overall and sub-group level. This is a significant advantage of the shuffling approach over the SBLM approach. It is also 

important to note that any approach based on linear models (simple additive noise, Kim’s method, multiple imputation, among 

others) are susceptible to the same “linearization” of non-linear relationships. Currently, only data shuffling offers the ability to 

maintain monotonic relationships among variables. 

 

 
Table 3. Original and Masked Rank Order Correlation (Simulated Data) 

 

5.2. Experimental Assessment Using Census Data 
In the previous example, we used a simulated data to highlight the strengths and weaknesses of the two procedures. In this 

section, we illustrate the applicability of the two procedures to any data set by considering the often used “Census Data”. The 

original Census Data consists of 13 variables and 1080 observations. Of the 13 variables, the variable called PEARNVAL 

(Total personal earnings) equals PTOTVAL (Personal total income) – POTHVAL (Total other person’s income). Hence, 

rather than using all 3 variables, we only used PEARNVAL in the analysis. Since all 13 of the variables were numerical, in 

order to illustrate the performance of these procedures for sub-groups, we converted 3 variables (AFLNWGT – Final weight, 

EMCOMTRB – Employer contribution, and PEARNVAL – Total personal earnings) to categorical variables. For each 

observation, if the value of each of these variables was less than the average for the entire data set, the value of the 

corresponding categorical variable was specified as 0 otherwise as 1. This resulted in a total of 8 possible combinations (sub-

groups). We used shuffling and perturbation (d = 0.00, 0.50, and 0.90) to mask the data.  

 

5.2.1. Assessment of Disclosure Risk.  As before, we assessed identity disclosure risk using the procedure described in 

Fuller (1993). The results of this assessment are provided in Table 4. As with the simulated data set, it is easy to see that the 

shuffled data and perturbed data (d = 0.00) provide the lowest risk of identity disclosure, with just one or two records being 



identified in each sub-group. The other two perturbed data sets do not fare quite as well. Using the perturbed data with d = 

0.50, an intruder could identify a greater proportion of individuals in each sub-group. With the perturbed data with d = 0.90, 

the level of identity disclosure is extremely high.  

 

 
Table 4. Risk of Identity Disclosure (Census Data) 

 

In terms of value disclosure, the width of the confidence interval estimate for the perturbed data with d = 0.00 is exactly 

100% of the original width. For the shuffled data, the width of the confidence interval is very close to 100% of the original 

data. For perturbed data with d = 0.50, the width of the confidence interval is 86.6% [(1 – 0.5
2
)
0.5
] of the width of the original 

interval. The width of the confidence interval for the perturbed data with d = 0.90 is only 43.6% [(1 – 0.9
2
)
0.5
] of the original 

width. Thus, the shuffled data and perturbed data with d = 0.00 minimize the risk of value disclosure. The perturbed data with 

d = 0.50 results in value disclosure which may be considered acceptable. The value disclosure risk resulting from the 

perturbed data with d = 0.90 is very high and allows the intruder to estimate the values of the confidential variables with 

much greater accuracy than without access to the data.  

 

5.2.2. Assessment of Information Loss. Figure 3 shows the marginal distribution of the original and perturbed data for the 

INTVAL variable for the first sub-group (when the value of all the categorical variables is zero). The marginal distribution of 

the perturbed values are very different from the original values. As with the previous example, there are many negative 

values while the original variable does not consist of any negative values. While we have limited our discussion to this 

particular variable for one sub-group, this behavior is observed for practically all variables in all sub-groups. In our opinion, 

this is a significant problem with the perturbation approach. We also experimented with using alternative distributions for the 

noise term. The results however are similar to those observed in these cases.  

 

One major advantage of the shuffling approach is that for all variables and all sub-groups, the shuffled data have exactly the 

same marginal distribution as the original variables. When the data is shuffled, users will be able to analyze individual 

variables within sub-groups without any information loss. SBLM at least maintains the mean and variance of the variables 

within the sub-groups. The other procedures (simple additive noise, Kim’s method, multiple imputation, micro-aggregation, 

and swapping) do not typically maintain even mean and variance. Thus, from the perspective of univariate analysis of the 

masked data for the complete data set and sub-groups, data shuffling provides the best alternative among existing procedures.  

 

As in the previous example, we analyzed both product moment and rank order correlation among the variables. In this case, 

with as many as 8 variables, there are a total of 21 different correlations to be considered for each of the 8 sub-groups and 4 

methods. For the sake of brevity, we did not reproduce the entire set of results. Instead, Table 5 provides the product moment 

correlation of FICA (Social security deduction) and WSALVAL (Annual total wage and salary). We selected this particular 

example because of the fact that in one of the sub-groups, the correlation among the two variables is exactly 1.0. The results 

in Table 5 are similar to those observed for the simulated data. The perturbed data maintains the product moment correlation 

to be exactly the same for the overall data set and for each sub-group. The product moment correlation of the shuffled data, 

while very close to the original data, is not exactly the same. As observed earlier however, we do not believe that the product 

moment correlation is the best method for assessing the relationship among these variables. Hence, we computed the rank 

order correlation among the variables as an additional measure of information loss. Hence we computed the rank order 

correlation which is provided in Table 5.  
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Figure 3. Marginal Distribution of INTVAL Variable for Sub-Domain 1 (Census Data) 

 

 
Table 5. Product Moment Correlation between FICA and WSALVAL (Census Data) 

 

The results in Table 7 clearly indicate that the shuffled data maintains the rank order correlation among these two variables 

better than the perturbed data for the overall data set as well as for practically every sub-group. Note that the data shuffling 

procedure is able to maintain the perfect correlation among the variables in sub-group 2 as does the perturbed data with d = 

0.00. Thus, in addition to maintaining linear correlation, data shuffling performs better in maintaining non-linear 

relationships among variables while the perturbed data do not.  

 

 
Table 6. Rank Order Correlation between FICA and WSALVAL (Census Data) 



 

4. Conclusions 

 

In summary, data shuffling offers the following advantages: (1) Disclosure risk is minimized for every sub-domain, (2) The 

marginal distribution of the shuffled data is exactly the same as that of the original data for the complete data set as well as 

for every sub-domain, and (3) The rank order correlation of the shuffled data is very similar to that of the original data for the 

complete data set as well as for every sub-domain. The SBLM approaches offers the following advantages: (1) Disclosure 

risk is minimized for every sub-domain for the perturbed data set when d = 0, but not in the other cases, (2) The mean vector 

and covariance matrix of the perturbed data is exactly the same as that of the original data for the complete data set as well as 

for every sub-domain. However, the marginal distribution of the perturbed data is different from that of the original data, and 

(3) The product moment correlation of the perturbed data is exactly the same as that of the original data for the complete data 

set as well as for every sub-domain. However, the rank order correlation of the perturbed data is very different from the 

original rank order correlation.  

 

The selection of the specific approach would depend on the characteristics of the data. If the numerical data does not deviate 

significantly from normality and/or we are only interested in estimating linear relationships among variables, then the SBLM 

perturbation approach may be preferred since it offers the advantage that the results of traditional statistical analyses 

conducted on the masked data would yield exactly the same results as those using the original data. However, if the data is 

known to be non-normal and/or we are interested in estimating non-linear monotonic relationships, then shuffling would be 

preferred since it maintains the marginal distribution exactly and is also capable of maintaining monotonic non-linear 

relationships among variables. In practice, since data sets that exhibit multivariate normality are not very common, data 

shuffling would generally be the preferred approach.  
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