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Abstract: The access of the scientific community to cross-section data in the field of economic
statistics in Germany has considerably improved over the last few years. The purpose of the new
project on “Business Panel data and de facto anonymisation” is to extend the data infrastructure in
Germany for longitudinal data on local units and on enterprises, so that economic statistical data can
be made available to empirical researchers. This paper gives an overview of the project, describes the
data sets and outlines the work done so far to assess the analysis potential and de facto anonymity of
the data. At the end of the paper, first results of the project are presented.

1. Introduction

The bases for anonymising economic microdata were developed in the project on
“De facto anonymisation of business microdata” (Lenz et al. 2006, Statistisches
Bundesamt 2005a). A major result of the project was that de facto anonymisation of
economic statistical data can be achieved on a cross-section basis. A new project on
“Business Panel data and de facto anonymisation” started at the beginning of 2006
and is intended to clearly improve both the data infrastructure in Germany regarding
longitudinal data on local units and enterprises and the access of the scientific
community to the panel data of economic statistics'. The project deals with an
improvement of the data supply by longitudinal linkage of statistics which so far
have been used mainly on a cross-section basis. The focus is on the cost structure
survey in manufacturing, the monthly reports in manufacturing, the survey of
investments, the industrial small units survey and the turnover tax statistics, which

' The project is carried out jointly by the Institute for Employment Research (IAB), the Institute for
Applied Economic Research (IAW), the Research Data Centre (FDZ) of the statistical offices of the
Lénder, and the Research Data Centre of the Federal Statistical Office.



are processed as longitudinal data sets as part of the project. The local units panel of
the Institute for Employment Research was selected for anonymisation by means of
multiple imputation method.

As another important element of the project, it is planned to complement the data
linked longitudinally by information from the official business register. The main
purpose of that work is to identify by means of the business register (cf. Sturm 2006)
reasons for missing data, specially demographic information about enterprises, in
longitudinal terms and thus to increase the analysis potential of the data. This will
permit, for example, to find out on the basis of the business register whether a
reporting unit has no longer been included in the survey because it changed to
another economic branch or because its number of employees decreased under the
cut-off limit. In these cases its ruled out that the enterprise has been shut down or has
merged with another enterprise. As regards turnover tax statistics, the turnover data
have already been complemented — on the basis of the business register — by
employees data for the years 2000 to 2004.

Longitudinal and panel data are demanded more and more often by scientific users
because only with such data is it possible to show the dynamics, changes and
processes over time. Another advantage of panel data is that unobservable
heterogeneity can be controlled, which can be taken account of in the analyses.
However, the positive aspects provided by longitudinal data for research evaluations
might also prove to be an additional challenge to anonymisation. This is because,
across several waves, a structure in the data may be detected which gives additional
knowledge to a potential data intruder that might be helpful in reidentification
attempts (cf. Lenz 2007).

With a view to maintaining the analysis potential of panel data it must be ensured
that developments over time can adequately be analysed also by means of
anonymised data and that panel-econometric methods continue to produce consistent
estimates (Biewen/Ronning/Rosemann 2007).

One of the questions to be answered by the project is the extent to which the
anonymisation methods developed for cross-section data must be further developed
for the anonymisation of panel data and what impact such methods have on data
protection and on the analysis potential of the panel data of economic statistics (Lenz
2006; Rosemann 2006).

2. The data sets of the project



For the longitudinal linkage and the subsequent anonymisation, economic data were
selected for which some experience is available regarding cross-section
anonymisation and which are demanded most often by researchers.

2.1 Monthly reports, survey on investments and annual report of small firms in
the German industry

Based on the local units as a unit of analysis, the monthly reports in manufacturing,
mining and quarrying are a longitudinal linkage of the years from 1995 to 2005.
They contain information on employees, wages and salaries, and turnover
(Statistisches Bundesamt 2007a). The survey of investments, however, provides
information different types of investments (Statistisches Bundesamt 2007c) and
basically contains the same local units as the monthly reports. The monthly reports
represent a complete elicitation of the local units with 20 or more employees.” The
range of data is complemented by the annual report of small industrial firms of the
years 1995 to 2002, which supplies information from local units with 19 or fewer
employees.

For the longitudinal data set, the individual data supplies have been aggregated to
form an annual data supply. The data contain information on employees, turnover
(domestic and foreign turnover), hours worked, wages and salaries, and investments
(Konold 2007). Wagner (2007) contains some examples of comments on the research
potential of the monthly reports.

2.2 Cost structure survey

The data of the cost structure survey in manufacturing, mining and quarrying are
designed as a longitudinal data set for the years from 1995 to 2005. The cost
structure survey is suited for manifold structural analyses (Fritsch et al. 2004) and
provides comprehensive information on output, the production factors used, and on
the value added of enterprises with at least 20 employees (cf. Statistisches
Bundesamt 2007d). The longitudinal data set contains a good 43,000 enterprises for
the years 1995 to 2005. The way of processing allows to perform analyses both on a
cross-section basis for the reference year and on a longitudinal basis. For the period
from 1995 to 2005, there are a good 2,000 enterprises which were questioned every
year. A large part of those enterprises come from areas fully covered (branches with
few cases, large enterprises). For the years 1999 to 2002, there are still just under
13,300 enterprises which were questioned every year, thus providing sufficient
potential for scientific analyses.

? In consequence of the project on “De facto anonymisation of microdata of economic statistics”,
further economic statistics such as the structure of earnings survey, could be anonymised (cf. Hafner
and Lenz 2007).

3 An exception is 14 economic branches with 10 or more employees (cf. Statistisches Bundesamt
2007b/c).



2.3 Turnover tax statistics

The longitudinal linkage of turnover tax statistics comprises a data set of a total of
some 4.3 million enterprises, about 1.8 million of which can be linked for the period
from 2000 to 2004 to form a real panel data set. In a first step, the panel data set for
2000-2004 was established for special analyses at the Federal Statistical Office and
for remote data purposes. For every case, the file contains a data set with a total of
156 variables for 5 reference years, with differing numbers of variables actually
occurring, depending on the existence of the enterprise in the relevant year. Turnover
tax statistics contains information on all taxable turnovers, turnover tax, prior tax,
and duration of tax liability (cf. Statistisches Bundesamt 2005b).

2.4 1AB panel of local units

The IAB panel of local units is a representative survey among employers on local
unit items influencing employment and covers a stratified sample of all local units
with at least one employee subject to social insurance contributions in Germany. The
panel contains information allowing to perform analyses of the development of
labour demand on the labour market in Germany. Items covered include information
on the employment trend, weekly hours worked, turnover, and export share,
investments and innovation in the local unit, public subsidies, staff structure,
vocational training and apprenticeship positions, staff recruited and staff leaving,
search for new staff, wages and salaries, hours worked in the local unit, advanced
training and continuing education. The local units panel has been produced every
year since 1993 in western Germany and since 1996 in eastern Germany by the IAB
research unit “Local units and employment”. The local units panel contains
information of the various waves on about 4,300 to a maximum of some 16,000 local
units (cf. Bellmann 2002).

3. Anonymisation Methods for Panel Data and the Analytical Validity
of anonymised Panel Data

In the last decade a broad variety of anonymisation methods is described in literature
(see for example Brand (2000), Hohne (2003), Statistisches Bundesamt (2005a) and
Rosemann (2006)). Anonymisation methods may be subdivided into two groups:
methods reducing the information, and more recent methods modifying the values of
numerical data (data perturbating methods). When an anonymisation concept for
business micro data is developed a mix of these two approaches often seems to be the
best solution. Information reducing methods such as the suppression of variables or
presenting key variables in broader categories should be preferred, provided that the
analyses of interest to the users can still be made. However, if it seems inevitable to
additionally apply anonymisation measures which modify the data, a method has to



be agreed upon and the parameters of that method need to be balanced appropriately
(Lenz et al. 20006).

In Statistisches Bundesamt (2005a) most known anonymisation procedures have
been rated both with regard to data protection and to informational content left after
perturbation. In particular micro aggregation or stochastic noise has been found
convenient for continuous variables whereas ”Post Randomization” (PRAM) can be
recommended with some reservations for discrete variables. Additionally, most
recently multiple imputation has been suggested by Rubin (1993) for data protection.

The basic idea of (deterministic) micro aggregation is to form groups of similar
objects and to substitute the original values by the arithmetic mean of this group
(Mateo-Sanz and Domingo-Ferrer 1998).* The variants of deterministic micro
aggregation principally differ with regard to the question whether the micro
aggregation is performed jointly for all numerical variables or separately for each
variable.” In the first case therefore the same groups are formed for different
variables when determining the averages. In the second case (individual ranking) the
groups are formed for the several variables separately.

In the case of panel data we have r variables, T periods and N observations. So we
can perform the micro aggregation (a) separately for all variables and all periods
(Individual Ranking), (b) separately for all variables but jointly for all periods, (c)
separately for all periods but jointly for all variables and (d) jointly for all periods
and all variables.

Micro aggregation preserves the expected values original but leads to a decreasing
variance. Therefore Hohne (2004a) develops a variant of individual ranking that
preserves the variances too. He builds up groups of size four. Then for two of these
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observations in group i anonymised values are given by “i.l/2 whereas

a v —
for the two other anonymised values Xiaa =%+ sd (%) is used where X is the

average of the variable x in group i and sd(xi) is the standard deviation of x in this
group.

The alternative approach of addition or multiplication of stochastic noise is one of
the most important data perturbating methods. In the additive case the noise variable
usually is assumed to be normally distributed with expectation zero. To increase the
data security one can use a mixture distribution of normal distributions where the
expectations of the underlying component distributions are unequal to zero. In the
case of anonymisation we can restrict ourselves to a mixture distribution of two

normal distributed components with expectations —p and p (Roque 2000, Yancey et
al. 2002, Hohne 2004b and Statistisches Bundesamt 2005a).

* For stochastic micro aggregation see Rosemann (2006).
> Also used are variants where the set of numerical variables is subdivided into groups first and where
the variables of a group are then micro aggregated jointly (Statistisches Bundesamt 2005a).



We achieve better protection for larger firms if we use multiplicative noise
(Statistisches Bundesamt 2005a). In this case the expectation of the noise variable
should be one and the values of the noise variable should be limited to the positive
band. Several distributions can be used, e.g. lognormal or uniform distribution. As an
alternative, also in the multiplicative case a mixture distribution of two normal
distributions is used, where the expectations are 1—f and 1+f. The parameter f as well
as the standard deviations of the two components (which equal each other) are
chosen in such a manner that the values of the noise variable remain positive.

A special variant of a mixture distribution was proposed by Hohne (2004b). The
main idea of this approach is that for one observed unit all values are scaled down or
scaled up. In other words, for every unit the probability to draw from a normal
distribution with expectation 1—f is 0.5 and corresponds to the probability to draw
from a normal distribution with expectation 1+f. If we adopt this anonymisation
method on the case of panel data we can distinguish several variants for the

multiplivative noise variable Wit of observation 1, variable j and period t.

wy =1+d; f+egy (3-1)
W, =1+d; f + & (3-2)
Wy, =1+d; f +g (3-3)
Wy =1+ dijt f+e& (3-4)
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In all cases we assume it and the variable d takes on +1 and —1 with

probability 0.5.

Another auspicious method to anonymise panel data is multiple imputation (Rubin
1993, Raghunathan et al. 2003). In 1993 Rubin suggested to generate fully synthetic
data sets to guarantee confidentiality. His idea was to treat all the observations from
the sampling frame that are not part of the sample as missing data and to impute
them according to the multiple imputation framework. Afterwards, several simple
random samples from these fully imputed datasets are released to the public.

However, the quality of this method strongly depends on the accuracy of the model
used to impute the “missing” values. If the model doesn’t include all the
relationships between the variables that are of interest to the analyst or if the joint
distribution of the variables is mis-specified, results from the synthetic data set can
be biased. Furthermore, specifying a model that considers all the skip pattern and
constraints between the variables can be cumbersome if not impossible



To overcome these problems, a related approach suggested by Little (1993) replaces
observed values with imputed values only for variables that are publicly available in
other databases or for variables that contain especially sensitive information leaving
most of the data unchanged. This approach has been adopted for some data sets in
the US. In our project both approaches are tested in time with data of the IAB
establishment panel (first results can be found in Drechsler et al. (2007) and Reiter
and Drechsler (2007)).

The methods described above should ensure confidentiality of panel data at the same
time the usefulness of data should be gained. The analytic potential is limited on the
one hand by the fact that certain analyses are excluded from the start by the
anonymisation procedures it selves because either the issue in question cannot be
analysed anymore or the method to be used and equivalent methods cannot be
applied anymore. This could be the main problem in the case of using methods
reducing the information. On the other, such limits result form anonymised data
producing results which differ from those based on the original data. When
anonymisation procedures are assessed which modify the data, the focus is on the
second aspect.

When we use data perturbating methods we have to ensure that distributional
properties of the data do not change too much. However, in the project “Business
Panel data and de facto anonymisation” the impacts of data perturbating methods on
analysis using special qualities of panel data are in focus. On the one hand the project
analyses the impacts of the described data perturbating methods on descriptive
distribution measures where cross-sectional measures are supplemented by special
aspects of panel data, for instance measures relating to the rates of change. On the
other hand we focus on the effects of these methods on the estimation of econometric
panel models, particularly if we use the within-estimator to control for individual
unobservable heterogeneity. These analyses include theoretical derivations as well as
simulation experiments and examples with data of official statistics. First results of
this work are available.

Biewen et al. (2007) show that the within estimator is consistent in the case of
anonymisation by individual ranking. These results correspond to the results of
Schmid (2006) for the OLS-estimator. Biewen (2007) derives a consistent within-
estimator in the case of anonymisation by multiplicative stochastic noise. The paper
focuses on the case of no autocorrelation as yet. Ronning (2007) deals with the
effects of stochastic noise using a mixture distribution, for instance the method
proposed by Hohne (2004b). In the case of panel data he focuses on the variant
described in formula (3-1). However such a distribution will imply correlation of
measurement errors. This is of special concern if linear (or nonlinear) models are
estimated from data anonymised in such a way. This case so far had not received
much attention since usually measurement errors are assumed to be independent
across variables. It can be shown that the measurement error of the dependent



variable in this case no longer can be considered as harmless to estimation. A
consistent fixed effects estimator using the method of Hohne can be found in
Ronning (2007) as well as in Biewen (2007).

4. Approaches to assessing de facto anonymity

In order to evaluate the degree of anonymity of previously anonymised micro data, it
was necessary to develop a technique for simulating data intrusion scenarios a
potentially attacking data intruder might apply. One important constellation is the so-
called database cross match scenario. In a database cross match scenario, an
attacking data intruder tries to assign as many external database units as possible
(additional knowledge) uniquely to units of an anonymised target database in order
to extend the external database by target database information.

In a first phase, the database cross match scenario was mathematically modelled as a
multicriteria assignment problem, which was then converted, by way of suitable
parameterisation, into an assignment problem with one target function to be
minimised. Then, the main concern was to choose the best-fitting coefficients of this
target function. Whereas in the past a distance measure, generated across all
matching variables of the two data sources (key variables and overlaps), proved to be
well suited for the examination of cross-sectional data (see Lenz 2006), it turned out
that the examination of panel data requires the use of additional, more elaborated
measures. As the information on variables, which in the case of panel data is
available to a potential data intruder, has been collected in several waves, it seems
obvious that this more complex structure should be reflected in the coefficients of the
linear program as well. With that goal in mind we have implemented and tested
several promising approaches. A more detailed description of these approaches can
be found in Lenz (2007).

4.1 Conventional distance based approach

For every numerical key variable vi and every pair of records (a,b) in the two data
sources, the standardised square deviation is calculated. Afterwards, these
component deviations are summed up. It may be advisable in some cases to assign
additional weights to the various deviations on variable level. However, a weakness
of that measure becomes apparent in cases where the definition of some key variable
slightly differs between the two data sources, for example, if a variable such as
“number of employees" relates to the number of all employees in absolute terms in
one data set, whereas that number is converted into full-time workers in the other
data set.

4.2 Correlation-based approach



Let V... , V¥ and VY4,..., Vi be ordinal key variables of the external and target data,
respectively. We define v* and V' as variables from which k realisations have been
drawn and calculate the empirical correlation corr(v; V') using Spearman's
coefficient. The less this coefficient deviates from 1 the more likely the record pair
(a,b) belongs to the same individual. Note that this coefficient can be applied either
in case of numerical (and hence also ordinal) variables or in case of categorical
variables, whose range forms a well-ordered set.

4.3 Distribution based approach

In a panel data situation we can take it for granted that an attacking data intruder will
have information over several years for every key variable, for example, total
turnover of an enterprise from 1999 to 2002. In general, we can assume the existence
of a bias between the two sources of data in these variables. In order to counteract
this problem, we consider the annual changes of a key variable and treat them like a
frequency distribution of a discrete variable. Hence, we can apply statistical methods
in order to measure the “similarity”" of the frequency distributions on either side,
external and target data.

4.4 Collinearity approach

A data intruder might have information on two key variables over a period of n years
in both sources of data, e.g., “total turnover" (uUs, ... , Un) and “number of employees"
(b, ..., by) of an enterprise. If we interpret the pairs of values (u;,b;) as realisations of
two random variables, those units that belong together in the different data sources
can be expected to reveal empirical correlation cofficients that are ’similar’. It
should, however, be considered that what is measured by correlation is just the linear
interrelation of two variables. In special cases the two estimated correlation
coefficients can diverge from each other very clearly, even if the variables are linked
by a direct functional relationship.

4.5 Combination of approaches

Because of the mentioned weaknesses of the various measures described above they
are combined in a suitable way. Here we distinguish between two types of
combination, hybrid and composite matching, see Lenz (2007). Once the coeffcients
d(ai,b;) are calculated, one can solve the linear assignment problem using classical
established methods such as the simplex method. For larger data blocks (typically
generated when dealing with tax statistics) it is recommendable for reasons of
efficiency that approximation heuristics should be used. Fortunately, the usage of
appropriate heuristics yields results near the optimum solution of the assignment
problem, see Lenz (2003).



5. Outlook

Already within the scope of the project on “Business Panel data and de facto
anonymisation”, some longitudinal data sets were supplied. They are already used in
some scientific research projects. The cost structure survey for the years 1995 to
2005, the monthly reports from 1995 to 2005, the survey of investments from 1995
to 2005 and the survey of small units for the years 1995 to 2002 in manufacturing as
well as the data of the turnover tax statistics for 2000 to 2004 are available through
remote data access and by using safe scientific workstations at the statistical offices.
The data access is also possible for foreign researchers who are interested in the data.
The scientists can use the data by remote data access or they can work at the
scientific workstations in Germany.

First Scientific Use Files for data utilisation on one’s own workstation will
presumably be made available at the beginning of 2009. The project should permit to
automate the processing and anonymisation of other economic statistics over time.
Also, the experience thus acquired will be used for further projects such as the
integration of economic data from various surveys and years.
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Abstract: The access of the scientific community to cross-section data in the field of economic
statistics in Germany has considerably improved over the last few years. The purpose of the new
project on “Business Panel data and de facto anonymisation” is to extend the data infrastructure in
Germany for longitudinal data on local units and on enterprises, so that economic statistical data can
be made available to empirical researchers. This paper gives an overview of the project, describes the
data sets and outlines the work done so far to assess the analysis potential and de facto anonymity of
the data. At the end of the paper, first results of the project are presented.

1. Introduction

The bases for anonymising economic microdata were developed in the project on
“De facto anonymisation of business microdata” (Lenz et al. 2006, Statistisches
Bundesamt 2005a). A major result of the project was that de facto anonymisation of
economic statistical data can be achieved on a cross-section basis. A new project on
“Business Panel data and de facto anonymisation” started at the beginning of 2006
and is intended to clearly improve both the data infrastructure in Germany regarding
longitudinal data on local units and enterprises and the access of the scientific
community to the panel data of economic statistics'. The project deals with an
improvement of the data supply by longitudinal linkage of statistics which so far
have been used mainly on a cross-section basis. The focus is on the cost structure
survey in manufacturing, the monthly reports in manufacturing, the survey of
investments, the industrial small units survey and the turnover tax statistics, which

' The project is carried out jointly by the Institute for Employment Research (IAB), the Institute for
Applied Economic Research (IAW), the Research Data Centre (FDZ) of the statistical offices of the
Lénder, and the Research Data Centre of the Federal Statistical Office.



are processed as longitudinal data sets as part of the project. The local units panel of
the Institute for Employment Research was selected for anonymisation by means of
multiple imputation method.

As another important element of the project, it is planned to complement the data
linked longitudinally by information from the official business register. The main
purpose of that work is to identify by means of the business register (cf. Sturm 2006)
reasons for missing data, specially demographic information about enterprises, in
longitudinal terms and thus to increase the analysis potential of the data. This will
permit, for example, to find out on the basis of the business register whether a
reporting unit has no longer been included in the survey because it changed to
another economic branch or because its number of employees decreased under the
cut-off limit. In these cases its ruled out that the enterprise has been shut down or has
merged with another enterprise. As regards turnover tax statistics, the turnover data
have already been complemented — on the basis of the business register — by
employees data for the years 2000 to 2004.

Longitudinal and panel data are demanded more and more often by scientific users
because only with such data is it possible to show the dynamics, changes and
processes over time. Another advantage of panel data is that unobservable
heterogeneity can be controlled, which can be taken account of in the analyses.
However, the positive aspects provided by longitudinal data for research evaluations
might also prove to be an additional challenge to anonymisation. This is because,
across several waves, a structure in the data may be detected which gives additional
knowledge to a potential data intruder that might be helpful in reidentification
attempts (cf. Lenz 2007).

With a view to maintaining the analysis potential of panel data it must be ensured
that developments over time can adequately be analysed also by means of
anonymised data and that panel-econometric methods continue to produce consistent
estimates (Biewen/Ronning/Rosemann 2007).

One of the questions to be answered by the project is the extent to which the
anonymisation methods developed for cross-section data must be further developed
for the anonymisation of panel data and what impact such methods have on data
protection and on the analysis potential of the panel data of economic statistics (Lenz
2006; Rosemann 2006).

2. The data sets of the project



For the longitudinal linkage and the subsequent anonymisation, economic data were
selected for which some experience is available regarding cross-section
anonymisation and which are demanded most often by researchers.

2.1 Monthly reports, survey on investments and annual report of small firms in
the German industry

Based on the local units as a unit of analysis, the monthly reports in manufacturing,
mining and quarrying are a longitudinal linkage of the years from 1995 to 2005.
They contain information on employees, wages and salaries, and turnover
(Statistisches Bundesamt 2007a). The survey of investments, however, provides
information different types of investments (Statistisches Bundesamt 2007c) and
basically contains the same local units as the monthly reports. The monthly reports
represent a complete elicitation of the local units with 20 or more employees.” The
range of data is complemented by the annual report of small industrial firms of the
years 1995 to 2002, which supplies information from local units with 19 or fewer
employees.

For the longitudinal data set, the individual data supplies have been aggregated to
form an annual data supply. The data contain information on employees, turnover
(domestic and foreign turnover), hours worked, wages and salaries, and investments
(Konold 2007). Wagner (2007) contains some examples of comments on the research
potential of the monthly reports.

2.2 Cost structure survey

The data of the cost structure survey in manufacturing, mining and quarrying are
designed as a longitudinal data set for the years from 1995 to 2005. The cost
structure survey is suited for manifold structural analyses (Fritsch et al. 2004) and
provides comprehensive information on output, the production factors used, and on
the value added of enterprises with at least 20 employees (cf. Statistisches
Bundesamt 2007d). The longitudinal data set contains a good 43,000 enterprises for
the years 1995 to 2005. The way of processing allows to perform analyses both on a
cross-section basis for the reference year and on a longitudinal basis. For the period
from 1995 to 2005, there are a good 2,000 enterprises which were questioned every
year. A large part of those enterprises come from areas fully covered (branches with
few cases, large enterprises). For the years 1999 to 2002, there are still just under
13,300 enterprises which were questioned every year, thus providing sufficient
potential for scientific analyses.

? In consequence of the project on “De facto anonymisation of microdata of economic statistics”,
further economic statistics such as the structure of earnings survey, could be anonymised (cf. Hafner
and Lenz 2007).

3 An exception is 14 economic branches with 10 or more employees (cf. Statistisches Bundesamt
2007b/c).



2.3 Turnover tax statistics

The longitudinal linkage of turnover tax statistics comprises a data set of a total of
some 4.3 million enterprises, about 1.8 million of which can be linked for the period
from 2000 to 2004 to form a real panel data set. In a first step, the panel data set for
2000-2004 was established for special analyses at the Federal Statistical Office and
for remote data purposes. For every case, the file contains a data set with a total of
156 variables for 5 reference years, with differing numbers of variables actually
occurring, depending on the existence of the enterprise in the relevant year. Turnover
tax statistics contains information on all taxable turnovers, turnover tax, prior tax,
and duration of tax liability (cf. Statistisches Bundesamt 2005b).

2.4 1AB panel of local units

The IAB panel of local units is a representative survey among employers on local
unit items influencing employment and covers a stratified sample of all local units
with at least one employee subject to social insurance contributions in Germany. The
panel contains information allowing to perform analyses of the development of
labour demand on the labour market in Germany. Items covered include information
on the employment trend, weekly hours worked, turnover, and export share,
investments and innovation in the local unit, public subsidies, staff structure,
vocational training and apprenticeship positions, staff recruited and staff leaving,
search for new staff, wages and salaries, hours worked in the local unit, advanced
training and continuing education. The local units panel has been produced every
year since 1993 in western Germany and since 1996 in eastern Germany by the IAB
research unit “Local units and employment”. The local units panel contains
information of the various waves on about 4,300 to a maximum of some 16,000 local
units (cf. Bellmann 2002).

3. Anonymisation Methods for Panel Data and the Analytical Validity
of anonymised Panel Data

In the last decade a broad variety of anonymisation methods is described in literature
(see for example Brand (2000), Hohne (2003), Statistisches Bundesamt (2005a) and
Rosemann (2006)). Anonymisation methods may be subdivided into two groups:
methods reducing the information, and more recent methods modifying the values of
numerical data (data perturbating methods). When an anonymisation concept for
business micro data is developed a mix of these two approaches often seems to be the
best solution. Information reducing methods such as the suppression of variables or
presenting key variables in broader categories should be preferred, provided that the
analyses of interest to the users can still be made. However, if it seems inevitable to
additionally apply anonymisation measures which modify the data, a method has to



be agreed upon and the parameters of that method need to be balanced appropriately
(Lenz et al. 20006).

In Statistisches Bundesamt (2005a) most known anonymisation procedures have
been rated both with regard to data protection and to informational content left after
perturbation. In particular micro aggregation or stochastic noise has been found
convenient for continuous variables whereas ”Post Randomization” (PRAM) can be
recommended with some reservations for discrete variables. Additionally, most
recently multiple imputation has been suggested by Rubin (1993) for data protection.

The basic idea of (deterministic) micro aggregation is to form groups of similar
objects and to substitute the original values by the arithmetic mean of this group
(Mateo-Sanz and Domingo-Ferrer 1998).* The variants of deterministic micro
aggregation principally differ with regard to the question whether the micro
aggregation is performed jointly for all numerical variables or separately for each
variable.” In the first case therefore the same groups are formed for different
variables when determining the averages. In the second case (individual ranking) the
groups are formed for the several variables separately.

In the case of panel data we have r variables, T periods and N observations. So we
can perform the micro aggregation (a) separately for all variables and all periods
(Individual Ranking), (b) separately for all variables but jointly for all periods, (c)
separately for all periods but jointly for all variables and (d) jointly for all periods
and all variables.

Micro aggregation preserves the expected values original but leads to a decreasing
variance. Therefore Hohne (2004a) develops a variant of individual ranking that
preserves the variances too. He builds up groups of size four. Then for two of these

=X, —sd(x;)

a
. . . . . X
observations in group i anonymised values are given by “i.l/2 whereas

a v —
for the two other anonymised values Xiaa =%+ sd (%) is used where X is the

average of the variable x in group i and sd(xi) is the standard deviation of x in this
group.

The alternative approach of addition or multiplication of stochastic noise is one of
the most important data perturbating methods. In the additive case the noise variable
usually is assumed to be normally distributed with expectation zero. To increase the
data security one can use a mixture distribution of normal distributions where the
expectations of the underlying component distributions are unequal to zero. In the
case of anonymisation we can restrict ourselves to a mixture distribution of two

normal distributed components with expectations —p and p (Roque 2000, Yancey et
al. 2002, Hohne 2004b and Statistisches Bundesamt 2005a).

* For stochastic micro aggregation see Rosemann (2006).
> Also used are variants where the set of numerical variables is subdivided into groups first and where
the variables of a group are then micro aggregated jointly (Statistisches Bundesamt 2005a).



We achieve better protection for larger firms if we use multiplicative noise
(Statistisches Bundesamt 2005a). In this case the expectation of the noise variable
should be one and the values of the noise variable should be limited to the positive
band. Several distributions can be used, e.g. lognormal or uniform distribution. As an
alternative, also in the multiplicative case a mixture distribution of two normal
distributions is used, where the expectations are 1—f and 1+f. The parameter f as well
as the standard deviations of the two components (which equal each other) are
chosen in such a manner that the values of the noise variable remain positive.

A special variant of a mixture distribution was proposed by Hohne (2004b). The
main idea of this approach is that for one observed unit all values are scaled down or
scaled up. In other words, for every unit the probability to draw from a normal
distribution with expectation 1—f is 0.5 and corresponds to the probability to draw
from a normal distribution with expectation 1+f. If we adopt this anonymisation
method on the case of panel data we can distinguish several variants for the

multiplivative noise variable Wit of observation 1, variable j and period t.

wy =1+d; f+egy (3-1)
W, =1+d; f + & (3-2)
Wy, =1+d; f +g (3-3)
Wy =1+ dijt f+e& (3-4)
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In all cases we assume it and the variable d takes on +1 and —1 with

probability 0.5.

Another auspicious method to anonymise panel data is multiple imputation (Rubin
1993, Raghunathan et al. 2003). In 1993 Rubin suggested to generate fully synthetic
data sets to guarantee confidentiality. His idea was to treat all the observations from
the sampling frame that are not part of the sample as missing data and to impute
them according to the multiple imputation framework. Afterwards, several simple
random samples from these fully imputed datasets are released to the public.

However, the quality of this method strongly depends on the accuracy of the model
used to impute the “missing” values. If the model doesn’t include all the
relationships between the variables that are of interest to the analyst or if the joint
distribution of the variables is mis-specified, results from the synthetic data set can
be biased. Furthermore, specifying a model that considers all the skip pattern and
constraints between the variables can be cumbersome if not impossible



To overcome these problems, a related approach suggested by Little (1993) replaces
observed values with imputed values only for variables that are publicly available in
other databases or for variables that contain especially sensitive information leaving
most of the data unchanged. This approach has been adopted for some data sets in
the US. In our project both approaches are tested in time with data of the IAB
establishment panel (first results can be found in Drechsler et al. (2007) and Reiter
and Drechsler (2007)).

The methods described above should ensure confidentiality of panel data at the same
time the usefulness of data should be gained. The analytic potential is limited on the
one hand by the fact that certain analyses are excluded from the start by the
anonymisation procedures it selves because either the issue in question cannot be
analysed anymore or the method to be used and equivalent methods cannot be
applied anymore. This could be the main problem in the case of using methods
reducing the information. On the other, such limits result form anonymised data
producing results which differ from those based on the original data. When
anonymisation procedures are assessed which modify the data, the focus is on the
second aspect.

When we use data perturbating methods we have to ensure that distributional
properties of the data do not change too much. However, in the project “Business
Panel data and de facto anonymisation” the impacts of data perturbating methods on
analysis using special qualities of panel data are in focus. On the one hand the project
analyses the impacts of the described data perturbating methods on descriptive
distribution measures where cross-sectional measures are supplemented by special
aspects of panel data, for instance measures relating to the rates of change. On the
other hand we focus on the effects of these methods on the estimation of econometric
panel models, particularly if we use the within-estimator to control for individual
unobservable heterogeneity. These analyses include theoretical derivations as well as
simulation experiments and examples with data of official statistics. First results of
this work are available.

Biewen et al. (2007) show that the within estimator is consistent in the case of
anonymisation by individual ranking. These results correspond to the results of
Schmid (2006) for the OLS-estimator. Biewen (2007) derives a consistent within-
estimator in the case of anonymisation by multiplicative stochastic noise. The paper
focuses on the case of no autocorrelation as yet. Ronning (2007) deals with the
effects of stochastic noise using a mixture distribution, for instance the method
proposed by Hohne (2004b). In the case of panel data he focuses on the variant
described in formula (3-1). However such a distribution will imply correlation of
measurement errors. This is of special concern if linear (or nonlinear) models are
estimated from data anonymised in such a way. This case so far had not received
much attention since usually measurement errors are assumed to be independent
across variables. It can be shown that the measurement error of the dependent



variable in this case no longer can be considered as harmless to estimation. A
consistent fixed effects estimator using the method of Hohne can be found in
Ronning (2007) as well as in Biewen (2007).

4. Approaches to assessing de facto anonymity

In order to evaluate the degree of anonymity of previously anonymised micro data, it
was necessary to develop a technique for simulating data intrusion scenarios a
potentially attacking data intruder might apply. One important constellation is the so-
called database cross match scenario. In a database cross match scenario, an
attacking data intruder tries to assign as many external database units as possible
(additional knowledge) uniquely to units of an anonymised target database in order
to extend the external database by target database information.

In a first phase, the database cross match scenario was mathematically modelled as a
multicriteria assignment problem, which was then converted, by way of suitable
parameterisation, into an assignment problem with one target function to be
minimised. Then, the main concern was to choose the best-fitting coefficients of this
target function. Whereas in the past a distance measure, generated across all
matching variables of the two data sources (key variables and overlaps), proved to be
well suited for the examination of cross-sectional data (see Lenz 2006), it turned out
that the examination of panel data requires the use of additional, more elaborated
measures. As the information on variables, which in the case of panel data is
available to a potential data intruder, has been collected in several waves, it seems
obvious that this more complex structure should be reflected in the coefficients of the
linear program as well. With that goal in mind we have implemented and tested
several promising approaches. A more detailed description of these approaches can
be found in Lenz (2007).

4.1 Conventional distance based approach

For every numerical key variable vi and every pair of records (a,b) in the two data
sources, the standardised square deviation is calculated. Afterwards, these
component deviations are summed up. It may be advisable in some cases to assign
additional weights to the various deviations on variable level. However, a weakness
of that measure becomes apparent in cases where the definition of some key variable
slightly differs between the two data sources, for example, if a variable such as
“number of employees" relates to the number of all employees in absolute terms in
one data set, whereas that number is converted into full-time workers in the other
data set.

4.2 Correlation-based approach



Let V... , V¥ and VY4,..., Vi be ordinal key variables of the external and target data,
respectively. We define v* and V' as variables from which k realisations have been
drawn and calculate the empirical correlation corr(v; V') using Spearman's
coefficient. The less this coefficient deviates from 1 the more likely the record pair
(a,b) belongs to the same individual. Note that this coefficient can be applied either
in case of numerical (and hence also ordinal) variables or in case of categorical
variables, whose range forms a well-ordered set.

4.3 Distribution based approach

In a panel data situation we can take it for granted that an attacking data intruder will
have information over several years for every key variable, for example, total
turnover of an enterprise from 1999 to 2002. In general, we can assume the existence
of a bias between the two sources of data in these variables. In order to counteract
this problem, we consider the annual changes of a key variable and treat them like a
frequency distribution of a discrete variable. Hence, we can apply statistical methods
in order to measure the “similarity”" of the frequency distributions on either side,
external and target data.

4.4 Collinearity approach

A data intruder might have information on two key variables over a period of n years
in both sources of data, e.g., “total turnover" (uUs, ... , Un) and “number of employees"
(b, ..., by) of an enterprise. If we interpret the pairs of values (u;,b;) as realisations of
two random variables, those units that belong together in the different data sources
can be expected to reveal empirical correlation cofficients that are ’similar’. It
should, however, be considered that what is measured by correlation is just the linear
interrelation of two variables. In special cases the two estimated correlation
coefficients can diverge from each other very clearly, even if the variables are linked
by a direct functional relationship.

4.5 Combination of approaches

Because of the mentioned weaknesses of the various measures described above they
are combined in a suitable way. Here we distinguish between two types of
combination, hybrid and composite matching, see Lenz (2007). Once the coeffcients
d(ai,b;) are calculated, one can solve the linear assignment problem using classical
established methods such as the simplex method. For larger data blocks (typically
generated when dealing with tax statistics) it is recommendable for reasons of
efficiency that approximation heuristics should be used. Fortunately, the usage of
appropriate heuristics yields results near the optimum solution of the assignment
problem, see Lenz (2003).



5. Outlook

Already within the scope of the project on “Business Panel data and de facto
anonymisation”, some longitudinal data sets were supplied. They are already used in
some scientific research projects. The cost structure survey for the years 1995 to
2005, the monthly reports from 1995 to 2005, the survey of investments from 1995
to 2005 and the survey of small units for the years 1995 to 2002 in manufacturing as
well as the data of the turnover tax statistics for 2000 to 2004 are available through
remote data access and by using safe scientific workstations at the statistical offices.
The data access is also possible for foreign researchers who are interested in the data.
The scientists can use the data by remote data access or they can work at the
scientific workstations in Germany.

First Scientific Use Files for data utilisation on one’s own workstation will
presumably be made available at the beginning of 2009. The project should permit to
automate the processing and anonymisation of other economic statistics over time.
Also, the experience thus acquired will be used for further projects such as the
integration of economic data from various surveys and years.
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