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Summary. The paper describes a new method for assessidgslise risk for tables of counts; thgbtraction -
attribution probability (SAP) method. The SAP score is the probabilityaof intruder recovering a ‘risky’
subpopulation table given a quantity of informatetvout the individuals in a population table. Thetmod can
be applied to exact or perturbed individual talzled sets of tables. The method can also be usemiipare the
risk impact of different disclosure control regimes

1 | ntroduction

Releases of population data can be used by sadaddi@ intruders to glean sensitive
information about individuals in the population. is€losure occurs when a data
intruder makes reliable inferences (i.e., with ghhilegree of confidence) about one
or more population units. Statistical agenciesdneguard against disclosure in
order to meet their legal obligations to safeguaspondent confidentiality and to
maintain public trust. Lack of trust can resulindividuals refusing to complete, for
example, census forms or returning forms with falsenissing information. Most
statistical agencies are mainly concerned withrible of an intruder identifying a
population unit, although this is not a requiremfentdisclosure of information about
the individual concerned.

The need for appropriate measures of disclosukehas been well discussed. Many
authors have indicated that such measures shoufdrass possible take a data
intruder’s perspective of the risk (see e.g. Pa888, Mokken et al 1992, Elliot and

Dale 1999). Although intruder-based measures hbheen established for

identification risk (Skinner and Elliot 2002), lét progress has been made with
generating appropriate risk metrics for the actliatlosure of information about

members of the population in the absence of ideatibn. This paper describes the
“subtraction - attribution probability” (SAP) mettiavhich attempts to fill this gap.

2 Disclosure Risk

Understanding of disclosure risk has evolved olierlast twenty years and there is
still no unequivocal definition of the term. Hovery definitions of disclosure
generally involve one or both ddlentification (A one to one association between a
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data unit and a target.) arattribution (The association of one or more variable
values with a target).

Herein, a data unit is an individual or organisaticontained in microdata or
tabulated data that is available to a so-called adtuder; a target is an individual or
organisation about which a data intruder is tryimgliscover information.

In some cases it is possible for an intruder tdgper identification or attribution
with absolute certainty. In these cases the ifleation or attribution is termed
exact. Otherwise, identification or attribution iermed approximate. Strictly
speaking there will almost always be a degree ofertainty regarding the
correctness of the data, so all inferences areoappate. However, this source of
uncertainty is generally ignored for disclosurek rsssessment purposes, and we
follow this practice here.

In this paper we address the risk of exact attidiout Previous papers have tended to
concentrate on attribution stemming from identifima. Fellegi (1972) considers
disclosure in terms of “sufficiently narrowly deéid” populations, and goes on to
state that such a population may “contain only aentifiable respondent or, at
least, information can be deduced from the pubtiststimates that can be related to
a particular identifiable respondent”. He then gyoa to illustrate how disclosure
can occur from the conditioning on known informatabout a target, the conditional
frequency table containing only the target indidtu Clearly, if an intruder can
achieve this by conditioning on a subset of theakées in the tabulation, then the
levels of all the remaining variables can be disted. If the levels of the
discovered variables were previously unknown toittteuder, then disclosure has
taken place. Fellegi also considers that condiigprio a (sub-) population of size
two can result in similar disclosure if the intruds the other member of the
conditional population. A U.S. Department of Comoeereport (1978) expands this
idea by considering “coalitions” of individuals Wwih a data set who might cooperate
in order to discover new information about targetedividuals. The report also
considers how disclosure can take place withoutrélggiirement for identification.
Their examples are reproduced below.

Race
County White Black Other Total
A 15 20 5 40
B 0 30 0 30

Table 2.1. Number of beneficiaries by count and race.
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In Table 2.1 conditioning on a target being a ressicdbf County B implies that the
target is black. A risk of such exact disclosusasts if a marginal total (in
dimension n-1) equals one of its detail cells me&hsion n). This contrasts with the
example given by Fellegi which required also that detail cell count be 1.

The U.S. Department of Commerce report contrasssvilth the case when the sum
of a proper subset of detail cells equals the totahe relevant margin (Table 2.2).

The report does not define the implication thaarget in County B is either Black or

Other as disclosure, because the subset of Bla€ktaer is not as narrowly defined

as possible. Similarly, the report authors dogurtsider exact inferences regarding
age as disclosive unless age is revealed to wdtisingle year.

Race
County White Black Other Total
A 15 20 5 40
B 0 28 2 30

Table 2.2. Number of beneficiaries by count and race.

We consider this distinction to be fairly arbitraag ethnicity can be broken down
into more detailed classifications than those ef ¢ikample, and any categorisation
of a continuous variable such as age will involaages that are not as narrowly
defined as possible. One approach would be tocedeosensitivities with any
set/range of variable levels and consider disckosior have taken place if the
sensitivity of the discovered information exceedsme predefined threshold.
However, data is often collected with an unqualifessurance of confidentiality, so
that it is arguable that all data should be regh@ake sufficiently sensitive to warrant
protection. Therefore, for the purposes of thisgpape will simply consider that
disclosure takes place when an intruder, by whatexaans, is able to condition to a
population table which contains one or more zerbisis definition encompasses the
two cases illustrated above, and the additionad edsere an intruder can infer that a
particular combination of attribute levels does apply to a target. For example,
simply conditioning on a target being a memberhef population in Table 2 allows
the intruder to infer that the target is not Whated residing in County B (although
either are individually possible). So in this cfrsense, we consider a risk of
disclosure to be present if a population table @ioistone or more zeros.

Skinner (1992) defines disclosure in the sense @fe§i’'s example (requiring
identification and attribution) as identificationsdiosure, whereas disclosure that
does not require identification is prediction dostire. He considers approximate
disclosure in sample tables and develops an argutin@nidentification disclosure is
a necessary and sufficient condition for predictiisclosure. In this paper we are
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concerned only with the risk of exact disclosurgaopulation tables. Under these
circumstances it is clear that identification igtimer necessary nor sufficient for
attribution (prediction disclosure).

2.1 Attribution risk from low population counts

Heretofore, we have only considered the risks tfbation as they stem from
conditioning on known information relating to sonergeted individual. It is
implicit that the intruder is also conditioning @ntarget being a member of the
population. But conditioning on known variable éés/ (or known absence of
variable levels) is not the only way an intrudeghtiattempt to condition down to a
smaller, more disclosive population. The U.S. Depant of Commerce report
describes the possibility of disclosure stemmirggrfrcoalitions, the main questions
arising regarding the likely size of coalition, atite distribution of the coalition
within the population. However, we note that thipet of disclosure that can arise
from coalitions does not require their existenttes possible for an intruder to hold
information on a number of population units, withdleir explicit cooperation. If
they can be identified within the population, ttikeir records can be removed from
the data set, facilitating inferences regardingrésdual subpopulation. Removal of
a unique clearly leads to the presence of a zewb aarisk of attribution. Of course,
records of known individuals may be removed withmi@ntification, and partially
known individuals might be ‘removed’ from the redex margins, placing constraints
on the counts in the full cross-classificationtté tesidual population. In essence, an
intruder can use arbitrary known information abthé population units in order to
try to facilitate attribution. Lower counts repeas a greater risk of the recovery of
zeros by subtraction of known individuals.

The above requires information that can be consilexternal to the data set in
guestion, and as such might not be considered arridng issue. However, any
inferences regarding a population unit require sutiormation. Both exact

identification and exact attribution require extrimformation; at the very least an
intruder must be able to condition on a target gpe@nmember of the relevant
population.

2.2 Protection against attribution

Statistical agencies tend to guard against disotoby suppressing (withholding)
data or disguising the true counts by deterministictochastic perturbations; (see
Duncan et al (2001) for a review). For examplee aeterministic method is
conventional rounding. A suitable non-negative audger is chosen as base, and
each count in the cross-classification is roundethé closest multiple of the base.
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Figure 2 contains the conventionally rounded, tsebd@, cross-classifications
corresponding to the exact cross-classificatioRigure 1.

VAR2
D|E|F
A1, 30 4
VAR1 B 4|00 4
c 3/2 0 5
8 50 13

Fig 2.1. A 2-way cross-classification with margins.

VAR2
D|E|F
A0 3 0 3
VAR1 B/ 3|00 3
c 3/3 0 6
9 6 0 12

Fig 2.2 Conventionally rounded cross-classification.

An intruder (with knowledge of the rounding scheroai easily generate bounds on
the counts in the exact 2-way cross-classificatgven the corresponding rounded
cross-classification. We term thesévial bounds as they are based solely on the
rounding scheme.
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VAR?2
D E | F
A 0|2 0
VAR1 2,00
cl 2]2|0

Fig 2.3 Trivial lower bounds of figure 2.2.

VAR?2
D E | F
Al1]4 1

VAR1 B 4 1 1
C 4 41

Fig 2.4 Trivial upper bounds of figure 2.2.

Here the rounding has managed to disguise the esaddoe of all counts. But
subtraction of a known individual in cell (A,D) wiolrecover a zero.

It is not unusual for statistical agencies releggperturbed cross-classifications to
also release perturbed, or occasionally exact, imardables. The presence of
marginal counts places a system of linear congtran the counts in the full (in this
case 2-way) cross-classification. Solving the eysof constraints via integer linear
programming methods can lead to tighter bounds thase derived solely from a
full rounded cross-classification. Dobra (2002yeleps a method for solving cell
bounds given marginal cell counts. Although hgoathm is designed to deal with
exact cross-classifications it is relatively easktended for dealing with perturbed
counts (Smith and Elliot, 2003). The release btha rounded cross-classifications
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(including both 1-way margins and rounded total) Rigure 2.2 results in the
following lower and upper bounds.

VAR?2
D E | F
A 0|2 0
VAR1 3,00
cC/  3/2]|0

Fig 2.5 Non-trivial lower bounds of figure 2.2.

VAR?2
D E | F
A1 .3 0
VAR1 B 4 1 0
C| 4 3|0

Fig 2.6 Non-trivial upper bounds of figure 2.2.

Three of the four zeros have been recovered. Sthims from the fact that the trivial
lower bounds for the VAR2 margin sum to 13, whishthe trivial upper bound for

the rounded total. Thus the total and VAR2 maimia recovered exactly. So the
perturbation of the data has done little to remibnerisk of attribution. Subtraction

of individuals could increase the risk still furthe

2.3 A measureof attribution risk

A risk of attribution exists if, and only if, one more zeros exist in some population
cross-classification. The population cross-classifon in question need not
necessarily have been released. In fact, it isiplesto construct examples where the
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exact counts in a 3-way cross-classification camelmevered from its three distinct
2-way margins. In any case, a set of populati@ssclassifications can be used to
place bounds on any cross-classification from whiedy could be derived. It is
enough to consider only the ‘base’ cross-clasgibioawith axes corresponding to the
union of the variables in the released cross-dlaaibns. Any cross-classifications
over a superset of the variables in the base @lassification contain (recovered)
zeros if, and only if, the base cross-classifigatontains (recovered) zeros. Bounds
on smaller margins can be solved, but again thisnisecessary, as any zero in a
margin implies zeros in the full cross-classifioati

Given the questionable distinction between infeesnmon the basis of the
‘narrowness of definition’ we propose a measureetbasmply on the presence of
zeros in the full population cross-classificatioBensitivities are not considered for
the reason given earlier, although we note thatnle¢hodology can be applied to
conditional tables as easily as marginal tablesyhith case we could assess risk for
given population units or population cells givenamsumed set ¢y variables. We
also wish to take into account the additional sgmming from intruder knowledge
of the population, and to be able to apply the mesaio relatively arbitrary releases
of exact and / or perturbed cross-classificatioBpecifically, our chosen measure is
the ‘probability of recovering one or more zeroghe full cross-classification given
the subtraction of a random sample rofpopulation units’. We term this the
subtraction attribution probability (SAP).

Assume we have a base table of counts of arbithangnsion with cell counts, i =

1 tom. Assume that an arbitrary set of perturbed maigables is published, each
perturbed using some independent rounding scherae gach cell is perturbed
independently of the others). Then each publisbednt, x, implies a pair of
constraints of the form,< c, c <u, wherel andu are the trivial bounds implied by
the rounding scheme amdlis the total of some set of cells in the baseetabl
Dependencies between bounds might imply that tbeig tighter bounds than the
trivial bounds. These may be found by integerdmprogramming methods. The
recovery of a zero by subtraction of a known sanoplihe population occurs if, and
only if, the sample implies that =c, =u’, wheres is the corresponding known
sample count andl’ is the table of the tightest upper bounds on tasebtable
implied by the set of all linear constraints.

The probability of recovering at least one zero ome assumed level of intruder
knowledge, equivalent to a random sample of BjZe

> PsIp)(Xs =ni00u -9
e)- > P(s| p) (ZS. =n) !

sas
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whereS is the set of all possible sample tabless the population table (known to
the data holder), sampling is simple random sargphmthout replacement,
subtraction of tables is pointwise, altd is the indicator function.

For a data release comprising of a single roundeleé twve have a pair of constraints,
I, <c, ¢ <u for each cell. The mutual orthogonality of these pairs of coaiats

in R" ensures that the trivial bounds are the tightestnds. For a sample with
corresponding sample counss,i = 1 tom, the SAP measure for a given sample size,
n, can be calculated as follows.

23.1 Singlerounded table

The marginal probability of recovering zeros in @ey of cells with totak is simply
the following Hypergeometric probability,

N —X
n-x
N
X
Applying the inclusion / exclusion principle it #mple to derive an expression for

the probability that at least one cell is zero gierandom sample @f population
units.

where N is the cross-classification todad;.

Let Z denote the set of all subsets of cell indicesaktputhe union of the sets of
subsetsZ(0), ...,Z(m). i.e.Z(0) =0, zZ(1) = {{1}, ..., {m}}, Z(2) = {{1,2}, {1,3},
o {m,my L, Z(n) = {1, ..., mi}

Let e.g.c1 + c; be denoted by 2.

Then,

In practice many of the terms in the above summawdl be equal to zero. For
exact tables we have =c, =u, for all i, and all cell counts represent some risk of
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recovering a zero, although for a given level skrn, we need only consides s.t.
¢, <n. Forrounded tables we need only cons@ett. c, = ZUi <n.
i0z

2.3.2 Singlerounded table and rounded total

In this case we have an additional pair of constsal, < >"c, > ¢ <u,, whereu
i i

denotes the trivial upper bound for the table toédle also have the obvious risk of
subtraction where the sum of the sample couEs, =u,, and this only occurs
i

existing constraints, and the trivial upper boundght not be the tightest possible
bounds. In this particular case the tightest fbdssipper bounds on any base table

cellj is, U] :min(uj,ut —Zlij.

iZ]

when ZSI = ZCi =u,. But this new constraint is not mutually orthogbio the
i

Lemma

If s =u, foranysdSand anyi, thens <u; for anyu’ <u.. In other words, if there

is any risk for the release without rounded tdtan the release of the rounded total
results in no increased risk.

Pr oof

It would be sufficient to show that, —ZIi >c; for anyj. Minimum upper bounds
i%]

occur whenu, = Zci . So assuming the tightest possible ‘new’ bound$ave,

Z‘Ci -l >c,

i£]j

Z(Ci _Ii)>Cj _lj

So the lemma is proved true apart from the caseevbe=1I, Ui # j, where we
have equality.

In this case we have,

10
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The existence of a risk (without rounded total) liepthatu, =c, for at least one;.
So, either,

1. u; =c; =u] and there is no increased risk (the bound is @yré&ght), or

2. I, =c =u, for somei# j, and we have a rounding scheme that doesn’t
round all counts.

The Lemma is proved for all independent roundinigestes that perturb all base
table counts!

Corollary 1

If u, > Zci , then the risk with rounded table is exactly thme as the risk without

rounded table.

Corollary 2

If a rounded table represents zero risk, then tlatian of a rounded total represents
a risk if, and only if,u, = ZCi . This risk pertains only to knowledge of the full

table, unless exactly one cell count, says not equal to its trivial lower bound. In
that case all tables s4; =c; represent a risk.

So if s =u, for anyslS or u, >Zci , then we can use the algorithm for single

rounded tables.

Otherwise, the above results lead to the follovatggprithm.

11
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1. Construct a list containing the trivial lower bosnidr the rounded base table

counts (i.e. based solely on the rounding scheme).

Construct a corresponding list of counts for thaatxross-classification.

Find the sum, S, of those counts in the list ofdowounds that are equal to

the corresponding count in the list of exact counts

4. For all n in the range 0 to (T — S — 1) (where T is the exaoss-
classification total) the SAP measure is zero.

wn

S
, n-T+S
5. For eacm in the range (T — S) to T the SAP measure eqtials——=

T
n
2.3.3 General tablereeases

It is hoped that the existing results can be furtipeneralised to provide efficient
means for calculating SAP measures for more genabd releases. The current
approach is to use an extended version of Dobifadtle algorithm to solve the
initial bounds problem and then recursively gereerat tables with non-zero risk
(Smith and Elliot, 2003). Randomly sampling tabilesn alternative approach for
generating approximate SAP measures.

24 A comparison of rounding schemes

For contractual reasons we are, at present, urtabjgublish an extensive SAP
analysis that we have conducted on the UK Neightmad Statistics. But Table 3
contains some results for an analysis of a seR00Xandomly generated 2x6 cross-
classifications. The cross-classification countsrevgenerated from a Poisson
distribution with mean 2. Each cross-classificatisas conventionally rounded to
base 5, and the exact total was conventionally dedn(to base 5) to produce a
rounded total. SAP measures for each cross-cleatdn were generated fae=0 to
24. Table 1 contains the numbers of cross-classifins that had SAP scores in
various ranges. SAP scores that were exactly Oare lontained in the second left
and rightmost columns respectively.

Fornin {0,1} the SAP measure is necessarily 0 forcaliss-classifications, due to
the nature of the rounding scheme. ReR the SAP measure could be as high as 1,
given a cross-classification total of 2.

The SAP measure for any individual cross-clasdificaand value oh must be at
least that fon-1, so there tends to be a migration of SAP meaduoen O to 1 as is

12
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increased. But for cross-classifications with nkevant cells, the SAP measure is
zero for alln.

0- 0.1- | 02- | 03- [ 04- | 05- |06- | 0.7- | 0.8- | 0.9-
SAP | =0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 =1
n=0 1200 O 0 0 0 0 0 0 0 0 0 0
1 1200| O 0 0 0 0 0 0 0 0 0 0
2 26 1173] 1 0 0 0 0 0 0 0 0 0
3 26 1137] 36 0 0 1 0 0 0 0 0 0
4 25 869 275 28 2 0 0 0 1 0 0 0
5 25 460 497 160 40 16 1 0 0 0 0 1
6 25 234 471 267 127 48 20 6 1 0 0 1
7 23 108 332 365 169 113 59 13 14 2 0 2
8 23 60 226 266 292 115 117 50 28 17 4 2
9 23 33 144 201 254 212 11§ 102 64 3] 1 4
10 23 14 93 146 188 203] 22( 93 10p 79 3 10
11 23 9 58 110 158 150 205 17¢ 126 9§ 73 19
12 22 4 42 63 108 149 186 154 188 113 138 3B
13 22 4 21 51 84 126 126 169 211 148 186 5P
14 22 3 12 37 57 104 111 139 157 234 244 81
15 22 3 8 33 32 65 104 124 154 21y 303 130
16 22 3 2 18 32 46 80 108 127 199 379 184
17 22 3 0 12 30 31 46 101 118 182 395 260
18 21 4 0 7 16 28 39 73 93 144 44p 333
19 20 5 0 2 13 26 25 45 84 143 409 428
20 20 5 0 0 9 12 29 40 54 104 428 508
21 20 4 1 0 7 9 26 18 43 104 364 60B
22 20 3 1 0 2 10 9 27 35 74 314 701
23 20 3 1 0 0 10 16 26 42 29 78b
24 19 3 1 1 0 6 10 26 33 234 861

Table 2.3. Simulation results showing for 1200 randomly gater tables the
banded probabilities of producing a table contgnit least one zero, given
subtraction oh randomly selected units from the tables.

Table 2.3 demonstrates how the risk of recoverimptentially attribute-disclosive
cross-classification tends to increase with greatgruder knowledge of the
population. Of course, this depends on the sizeéhef cross-classifications, the
distribution of counts and the rounding scheme. tBat pattern of results shown in
Table 2.3 is reasonably close to that which théast have found with real-world
data sets. Analyses such as this can be usedpalbghe threshold values farfor
which a non-zero (or value greater than anothesstiold) SAP measure can be
considered to constitute too great a risk for de&imilarly, analyses can be used to
investigate the protection afforded by alternagpesgturbation schemes. Of course,

13
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any comprehensive analysis of perturbation schemoesd also consider the effect
of perturbation on data quality.

3 Summary

The SAP method provides an integrated approaclagsessing attribute disclosure
risk for any given release of cross-classificatiotisincorporates the notion of
intruder knowledge and allows the same metric tqimeluced for single released
cross-classifications and multiple released crdassdications, whether perturbed or
unperturbed. Computational constraints mean thatpcehensive analyses of large
cross-classification releases can be time consunmAtthough the computational
burden can be ameliorated through sampling to deapproximate SAP measures,
further work is needed on producing exact measutas more efficient algorithms
have been found for certain special cases. Thasescwere chosen for no other
reason than the fact that they are common formselefase from the Office for
National Statistics; in fact, there are obviouseastions to other cases that are not
detailed here. Nevertheless the SAP method prevadesk measure for attribute
disclosure. Most existing risk measures only caomcedentification risk.
Concentrating on identification risk, at the expemd attribution risk, raises the
possibility of real disclosure occurring as a resafl the release of data that is
considered ‘safe’ by current risk measures.
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