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Tabular Data Protection Methods™

e Classical LP Based Cell Suppression

* Network Flow Based Cell Suppression
(USBC)

e LP Based Synthetic Tabular Data/CTA
(Dandekar 2001)

e Micro Data Level Noise Addition (USBC)
P =10 % Rule Used

* Uses Proprietary Research Tools
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Two Three Dimensional
HYPOTHETICAL T ables
Linked in Four Dimensional Space

1st Table: “Vvolumes by Grade, Sales Type, PAD

District, and State” |,

and
2nd Table: “Volumes by Formulation, Sales Type, PAD

District, and State”
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First Table

PAD DISTRICT, AND STATE

SALES TYPE,

VOLUMES BY GRADE

TABLE 1:

Premium

Mid-grade
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Second Table

PAD DISTRICT, AND STATE

SALES TYPE,

VOLUMES BY FORMULATION,

TABLE 2:

All Formulations|

Reformulated

Oxygenated

Conventional

XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX XXX

XXX

United States
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15t Table 2nd Table

Grades Formulations
e Regular e Conventional

e Midgrade  Oxygenated

e Premium e Reformulated

 Total All Grades e Total All Formulations
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Guidance Matrix Components
for 2-D Table
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1st Table By Grades Total

Four Layers: 1) DTW 2) Rack 3) Bulk 4) Total
Corresponding to each PAD, State and US Level Cell

Manchester, United Kingdom



1,000 Synthetic Micro Data Records
Containing Six Variables

Four Categorical Variables

e 51 States

e 3 Grade Types

e 3 Sale Types

e 3 Formulation Types

One Magnitude Variable
One Sample Weight Variable
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Classical

ILP—Based Cell Suppresion vs CTA
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DiAna Cell Supprression Pattern
wvs Noise Addition
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Comparative Evaluation of Cell
Suppression Methods

Classical Cell Network Flow
Suppression Method

e 294 Suppressions e« 479 Suppressions

o Sensitive Cells o Sensitive Cells
Fully Protected Fully Protected

e 3 exact Disclosures
of non-sensitive
cells
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CTAvs NOISE - TABULAR DATA

QUALITY
CTA frequency Distribution Noise Frequency Distribution
%z From % To Non-Sensitive Sensitive % From = To Nonsensitive Sensitive
00 - .10 ‘ 0 00- .10 96 1
10 - .50 1 10- .50 212 I\ 0
50 - 1.00 0/ 1432 0 50- 1.00 265 / 63 ¢
1.00 - 1.50 15 0 1.00- 1.50 2 0
1.50 - 2,00 13 1 1.50- 2.00 164 0
2.00 - 5.00 15 50 2.00- 5.00 439 2
5.00 - 10.00 3 26 5.00- 10.00 27 51
10.00 - 15.00 0 0 10.00- 15.00 0 24
15.00 - 30.00 0 0 15.00- 30.00 0 0
30.00 -100.00 0 0 30.00-100.00 0 0
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change in cell value
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Noise - Sensitive Cells
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THANK YOU!

ADDITIONAL INFORMATION FROM
http://mysite.verizon.net/vze7/w8vk/
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