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1 This paper describes the various issues and approaches the U.S. Census Bureau has considered
to ensure that research microdata are both protected and made available for public policy use. Thereis
no single issue to address or single gpproach that works for al research uses. Rather, the Census
Bureau gpplies a data stewardship mode! that strives to achieve mission objectives while mesting legal
and ethical condraints. The god is to ensure data quality and maximize use while protecting privacy and
confidentiality of respondents. Within this context, the Census Bureau strives to provide data users with
options that meet specific research needs while protecting againgt confidentiadity breaches and improper
use of the identifiable records.

l. PUBLIC USE MICRODATA: IMPORTANCE, LIMITATIONS, AND THREATS

2. To conduct public policy analysis and research, federa, state, and loca policy makers—and
researchers from many disciplines—rely heavily on the Census Bureau to provide high qudity
information on the population and the economy of the U.S. The Census Bureau makes these data
available to externa usersin the form of tables or public use microdata files that have been “ disclosure
proofed” to protect the identity and privacy of respondents.

! Prepared by Gerald Gates, Patricia Doyle, Sam Hawala, Arnold Reznek and Shelly Wilkie Martinez.

2This paper reports on results of research and analysis undertaken by Census Bureau staff. It has undergone amore
limited Census Bureau review than official Census Bureau publications. The report is released to inform parties of
research and to encourage discussion on work in progress.
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3. A recent book and conference on confidentiaity and data access brought home the Census
Bureau' s growing chalenge to maintain its historical commitment to respondent confidentidity and ill
meet the American public's growing dataneeds (Doyle et d., 2001). The latest research suggests
severd reasons we will have a problem maintaining confidentiaity (as defined by current legidation) in
the future if we continue with our current disclosure and data dissemination methods:

Thereisagrowing wedth of individud- and business-leve information avalable in the public
domain.

Datafrom other agencies that do not follow drict disclosure guidelines are publicly available.
Technology to mine public information isincreasng in sophistication.

The genera public has increasing concerns over privacy.

4, To mest critically important public policy and research needs, the entire federd Satisticd system
facesincreasing demands for more, better, and more recent data. The Census Bureau is responding to
this stuation with improved disclosure techniques, but the methods that reduce disclosure risk dso
reduce the level of detail and the quality of the data disseminated publicly. To remain the preeminent
provider of datafor public policy and research, the Census Bureau must be proactive in addressing the
challenges posed by the Smultaneous increase in Siress on our system of maintaining confidentiaity and
increase in demand for our data.

5. A change from our current gpproaches to disclosure and dissemination would involve
recognizing that disclosure risk is composed of both opportunity and incentive. Our disclosure practices
to date have focused on minimizing opportunity, Snce we have had little control over incentive.
However, to make substantia strides toward making public data more usable, without disclosure risk,
we need to extend our focus to address the incentives users have for attempting to identify individudsin
public use microdata.  Activities needed to minimize both opportunity and incentive involve
technological advances, legd dtrategies, policy enhancements, interagency coordination, new disclosure
techniques, and privacy research.

6. Technical advances are those that alow methods like remote access to be more ussful
subgtitutes for public use microdatafiles. These aso include new techniques to reduce opportunities for
disclosure. Legd srategies are those that would provide shared data protection respongbility with the
user or would severdly pendize anyone conducting data linkages to identify individuds in Census
Bureau data. Policy enhancements consist of forma guidelines related to confidentiaity and privacy
aspects of collecting data, controlling accessto data, linking data, and providing data for research uses.

Interagency coordination takes a Government system-wide view of disclosure risk, since the biggest
threat to public use microdata tends to come from adminigrative data maintained by other government
agencies. Findly, we need to pursue research in how to improve communication of our confidentiaity
procedures in away that bolsters the confidence of our respondents (rather than calsther attention to
an unredigtic potential for misuse of the data). While we consider how best to pursue each of these
areas, we cannot |ose momentum in the core gpproaches that depend on disclosure avoidance
techniques.
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. DISCLOSURE AVOIDANCE TECHNIQUES: OVERCOMING NEW THREATS

7. The usud review and gpprova of arelease of new microdata sets requires judgments by
reviewers based on, among other things:

the sze of the geographic entity—either directly identified by the Census Bureau or indirectly
identified by contextud variables (such as sampling informetion, area mean income, population
dengty, or percent minority population);

the proportion of the study population included in the sample;

the sengitivity of individud dataitems,

the age of the data.

8. Notwithstanding the fact that released data contain no direct identifiers (such as name, address,
telephone number, socia security number), statistica disclosure limitation (SDL) experts recognize that
the release of “truly safe’” microdata (or raw individua data records) is extremely difficult. Datareleases
do not preclude, by dl means, the disclosure of the individua respondent’ sidentity. However, data are
released in such away that attempts at re-identification would require investments in manpower, time,
and other costs that would be unreasonably high. In light of rapid changesin the technologica and data
environment, there may be an increased risk that a data user could match microdata records to another
file containing identifiable information with reasonable accuracy—Ieading to the discovery of identities or
of sengtive information. To better understand these types of elevated risks of disclosure, the Census
Bureau conducts re-identification experiments to attempt matching files with overlgoping information.

9. Re-identification experiments can shed additiond light on the particularities of a microdata set.
Hence, before the Census Bureau releases a microdata set, the Disclosure Review Board may decide
to consder some additional information on the nature of the datafile. Theinformation includes:

the number and distribution of unique records;

the amount of error in the data;

the availability of externd files with comparable data content?;

the resources that may be needed by an “attacker” to identify individud units.

10.  Experiencein re-identifying respondents from de-identified microdata sets show that the
experiments should be run on a periodic bassto continually update SDL dtrategies. Thisis especidly
true for microdata sets published from recurrent large-scale sample surveys. Re-identification research
isonly one of the research areas the Census Bureau relies on to update SDL strategies. Research areas
a0 target other aspects of dedling with disclosure risk such as measuring the risk, modifying of the
data, and releasing synthetic (not observed) data.

11.  Messuring disclosure risk for a microdata set usudly entails the sudy of unique combinations of
vauesin the data, and an assessment of whether an intruder can infer whether given sample unique

3 All forms of public or proprietary external files are considered: other microdata files, macrodata files (or tabular data),
and databases allowing queries of microdata records.
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records are a so population unique (Bethlehem, Keller, and Pannekoek, 1990; Feinberg and Makov
1998; Skinner and Elliot, 2002; Skinner and Holmes, 1998; Zayatz, 1991). Most work in thisarea
assumes that there are no measurement errors in the data and that sub-sampling and other aspects of
data releases are often not sufficient to protect against disclosure. Once records at risk of disclosure
areidentified, or ameasure of disclosurerisk for the entirefile is caculated, traditional SDL Strategies
center on reducing the amount of information released. The Census Bureau condders Satistica data as
apublic good and, therefore, does not want to rely on this as the best response to disclosure risk.

12.  Methods of modifying the data include data swapping (Willenberg and de Wad, 2001) and
adding noise (Kim, 1986). Records or blocks of records that are unique in their geographic areaare
sometimes swapped with partnered records or blocks of records that have identical characteristics but
arein different geographic locations. The proportion of records that are swapped has adirect affect on
the quality of the data. The Census Bureau modifies quantitetive data—such as dollar amounts, travel
time and dates—by adding smdl random quantities or noise, without affecting certain characteristics of
the digtributions of the origind data. However, it is not possible to guarantee that the results of al
analyses that can be done using the original data are reproducible using the perturbed data.

13.  Andternativeto rdeasng confidentia observed datais the release of fabricated or synthetic
data (Raghunathan, Reiter, Rubin, 2003, and Abowd, Woodcock in Doyle et.d 2001). The obvious
advantage of this method isthat releasing entirely smulated data guarantees protection of respondents
confidentidity. One drawback isthat the qudity of inferences from the synthetic data depends on the
imputation models. The research in thisareafollows earlier, related but different, research effortson
measking microdata (Cox, 1994) to preserve confidentiality.

[Il.  RESTRICTED ACCESS: THE CENSUSBUREAU'SCENTER FOR ECONOMIC
STUDIESAND ITSRESEARCH DATA CENTERS'

14.  Severd modes exigt for providing restricted access to confidentid data while limiting the risk of
their disclosure. The Census Bureau has adopted (and pioneered) Research Data Centers (RDCs).
RDCs permit restricted use of confidentia files at secure Sites under Census Bureau control, usng
limited access to dedicated computing equipment and enhanced physical and computer security.

15.  Protecting the confidentiaity of the data and ensuring their gppropriate use are paramount in
establishing and operating RDCs. To accomplish this requires severd activities: providing physicaly
secure offices and secure computer systems; selecting projects that use the data appropriately, benefit
Census Bureau programs (as required by law), and present low disclosure risks; imparting to
researchers a the RDC the Census Bureau “ culture of confidentidity;” putting in place policies and
procedures that protect confidentidity in the RDC office; and releasing only research output that is
within the scope of gpproved projects and that does not reveal confidentia information.

* This section is adapted from portions of areport from the Confidentiality and Data Access Committee of the Federal
Committee on Statistical Methodology. A copy of that report, Restricted Access Procedures, is available on the
Internet at this address: <http://www.fcsm.gov/committees/cdac/cdacra9.pdf>.
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16.  Each RDC has a security plan developed and approved according to established Census
Bureau procedures. The RDC office isin arestricted access environment with locks and key cards that
meet Census Bureau specifications. 1n response to increasing concerns about security (and to promote
efficiency), the Census Bureau RDC system is now completing conversion from secure local RDC
networks of PCs and Unix workgtations to a centrdized “thin client” environment. Under this
arrangement, data are stored on secure servers at the Census Bureau headquarters. The RDCs are
connected to the servers via dedicated T-1 lines. From the RDC offices, researchers use X-terminds
(“thin clients”) to access the data authorized for their projects. No confidentia data are stored at the
RDCs. Researchers are accountable for their computer use, through the use of passwords and system
logs. Researchers have no access to any non-Census Bureau network (including the Internet) from
within the RDC facility. They may not bring laptop computers or other portable mass storage devices
into the RDC facility.

17.  Accessto an RDC facility is given only to Census Bureau employees or other persons with
specia sworn status (SSS) who are approved to use the facility—including researchers carrying out
active, gpproved projects at the RDC. To be granted SSS, any researcher must have an gpproved
project, must obtain a security clearance, and must sgn the Census Bureau' s stlandard sworn agreement
to preserve the confidentiaity of the data. Researchers are given access only to the confidentid data
needed for their approved projects. Persons with SSS are subject to the same lega penalties for
reveding confidentid information as are regular Census Bureau employees—up to a $250,000 fine or
fiveyearsin prison. Another equaly important legal requirement for SSSisthat the researcher’s
project must benefit the Census Bureau' s data programs. The Center for Economic Studies and its
RDC partners have set up aforma project selection processto ensure that all approved projects satisfy
these requirements.”

18.  The Census Bureau stations a Center for Economic Studies employee (the RDC administrator)
a each RDC. Among the adminigtrator’s most important duties are to ingtill the Census Bureau's
“culture of confidentidity” into the researchers and to train the researchers regarding the security and
confidentidity redtrictions. The administrator aso examines any research output a researcher wishesto
remove from the secure facilities— to ensure that the output is covered under the approved project and
to prevent the release of confidential data. This examination of research output is called disclosure
andysds. In carrying out disclosure andysis, the adminigtrators use disclosure avoidance techniques.

V. PERCEPTIONSOF CONFIDENTIALITY: THE LURKING THREAT TO
MICRODATA

19.  Beyond the quantifiable threats to microdata from intruder attacks and security breachesliesthe
little understood—but no less important—field of public perception (see Gates, 2001). Data collectors
must not only be confident in their ability to protect data from determined intruders, but must dso be
confident that the public believes the collectors have taken al necessary precautions. In the past, the
public (in its role as survey participant) was mostly unaware of who used the survey results and how
they used them. Today, with our ability to make data easily accessible to the masses through the

® For more details on the project selection process, see the CES Web site: <http://www.ces.census.gov>.



CES/2003/33
page 6

Internet, the survey participant has become the survey user. That fact, combined with advancesin data
mining and data fuson methodology, creates ared risk that the public will not support the data access
approaches that have served so well in the past. Our chalengeisto ensure that the data we release are
clearly labded for what they are and what they are not.

20.  Asareault of declining mail response in the 1990 census, the U.S. Census Bureau has been
concerned that individuas concerns for privacy may be playing an increasing role in their decison to
provide information in our census and surveys. Census Bureau surveys of public attitudes have
attempted to measure what the public knows and thinks about our legal requirements and our practices.
We have found that the mgority of the U.S. population does not beieve we keep their persond
information confidentia—even though we have legd requirements to do so and strongly convey this
messageto dl potentia survey participants (Gates and Bolton, 1998). The extent to which attitudes will
ultimatdly influence an individud’ s decison to participate in a survey is not well understood.
Nevertheless, just as we cannot take arisk that our data products are vulnerable to attack, we cannot
take the risk that misunderstandings about data access and protection procedures will cause
respondents and potentia respondents not to respond to our survey.

21.  Some examples of possible misperceptions that could result from new access tools and
methodologies include:

"finding onesdf" on a public use microdatafile (ardatively easy metter);

questioning the occurrence of a cell of Sze one or two on a table where data may have been
swapped or perturbed;

being able to use published data to isolate and profile sendtive population groups,

learning that data miners can combine data from diverse sources with new technology and
methodologicd tooals,

questioning the agency’ s commitment to confidentiaity when researchers are permitted access
under specid agreements.

22.  These examples can potentidly lead to negative reactions and sgnd the need to better
understand how activities that seem 0 reasonable and gppropriate may create misunderstandings.
Once we understand these concerns, we need to devel op education and awareness programs to
addressthem. Fortunately, we have new avenuesto interact with the public. In the past, our only
contact came at the time of interview. We have dways provided our respondents with basic
information on our authority to collect the data, the purpose and uses for the information, and our
pledge to keep the information confidentid. Today, we have reestablished contact with the respondent
in hisnew role as datauser. That fact creates both the problem and the solution.

23. By way of the Census Bureau's Internet dissemination tool, the American FactFinder, we reach
millions of novice data users who now can access the entire decennid census data files and request
tables of their choosing. The processisfag, easy, and free. Our challenge is to take this opportunity to
reinforce the messages we provided at the time of collection and to address any misperceptions that
may arise. With this technology, we can target the messages to specific users and their specific
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concerns by providing generd information (at first) and progressing to more specific details (if desired).

24.  Thechalengeisnot so much in how to deliver the message, but rather in what messagesto
convey. The Census Bureau has gpproached thisin two ways: public opinion surveys and cognitive
research. Through public opinion surveys, we have learned what relevant beliefs about privacy and
confidentidity are most widely held. Since attitudes are affected by persond experiences and societd
events, it is not sufficient to measure attitudes at only one point intime. Surveys need to be conducted
periodicaly and trends monitored. Results will identify key areas of concern that may trandate into
changesin behavior (for example, reluctance to participate in surveys).

25.  Armed with thisinformation, we are able to develop and cognitively test messages thet are
clear, understandable and reevant. As research has shown, what may be intuitively appropriate is not
aways the best option. For instance, work done by Singer shows that overemphasizing the
confidentiaity promise a the time of data collection can have the unintended consequence of railsing
concernsthat were previoudy not expressed (Singer, Hippler, Swartz, 1993). Cognitive interviewing
and focus groups will offer ingghts into where these perceptions lie and how to best dleviate them.

V. DATA STEWARDSHIP APPROACHESTO CONFIDENTIALITY AND DATA
ACCESS

26. Inthelast few years, the Census Bureau has introduced a data stewardship approach to making
decisons about how to collect and provide useful data: balancing data quality and access on one sde of
the scdle and privacy and confidentidity on the other. The concept of “stewardship” is borrowed from

environmentalists, the objective being to create a sustainable baance that supports one' s needs over the

long term.

27.  InJune 2001, the Census Bureau established the Data Stewardship Executive Policy (DSEP)
Committee. The DSEP Committee is composed of top agency executives who are charged with
identifying and developing policies related to data Sewardship. This executive decision-making body is
daffed by the Policy Office and supported by the anayses and recommendations of four staff
committees, including the Disclosure Review Board (Potok and Gates, forthcoming).

28.  Onegod of the DSEP Committee isto ensure that strategic gods, corporate ethics, policies,
controls, and operationa practices are integrated and consstent. This meansthat strategic goals are
shaped by corporate ethics and drive policies. Policiesin turn drive the crestion of organizationd
controls, and these controls incorporate practices that ensure compliance,

29.  The Census Bureau has consdered anumber of sourcesfor guidance in strengthening its data
stewardship approach. We conducted a benchmarking exercise, aliterature review, and an evauation
of the DSEP gtructure; and we drew on a U.S. Generd Accounting Office report published in 2001.
From these sources, we gained an understanding of four pillars needed to strengthen our data
sewardship program:
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culture and tradition;

awareness and outreach;

an integrating authority, such asa Chief Privacy Officer;
technica and administrative tools.

30.  Thefind item includes providing safe settings (such as RDCs), rdeasing safe data (by applying
disclosure avoidance methodol ogies), as well as introducing automated tools that restrict access and
limit uses within the organization. Findly, it includes ongoing research to ensure that these tools remain
up-to-date.

31.  Atthiswriting, the Census Bureau is deliberately working toward full implementation of an
enhanced data stewardship framework, based on the four pillars listed above. In so doing, the Census
Bureau is aso responding to new U. S. Office Management and Budget requirements for privacy
impact assessments. These requirements offer an opportunity to integrate principles and policiesinto
ongoing reviews throughout the lifecycle of data collections and supporting sysems—allowing proactive
planning to minimize risks (including those that are disclosure related). A key component for these
assessments will be to build on aset of four privacy principles and sub principles that the Census
Bureau identified as the ethical basis for the data sewardship structure. The principles cover misson
necessity, informed consent, protection from unwarranted intrusion and confidentidity.

32.  Itisimportant to note that developing and maintaining a viable data sewardship structure
requires a sgnificant commitment and investment of resources from an agency. Nevertheless, thismore
structured approach to data stewardship isintegra to striking a baance between the tensonsinherent in
meeting data user needs and honoring the privacy and confidentiaity commitments to its respondents.

In the end, privacy and confidentidity—which are typicaly percelved as business condraints—can
actualy enable an agency’ s mission and business objectives by establishing the public’ strust and
cooperation as respondents.
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