UNITED E

NATIONS

Economic and Social Distr
f ‘i'r"‘ﬁ\ Council GENERAL

CES/2003/12
7 April 2003

ORIGINAL: ENGLISH

STATISTICAL COMMISSION and ECONOMIC COMMISSION FOR EUROPE
CONFERENCE OF EUROPEAN STATISTICIANS

Fifty-first plenary sesson
(Geneva, 10-12 June 2003)

ACCESSTO MICRODATA —ISSUES, ORGANISATION AND APPROACHES
Paper submitted by Australian Bureau of Statistics (ABS)*
l. BACKGROUND

1 Ensuring confidentidity is not only important for legd and ethica reasons, but to maintain public
trust. The increasing demand for detailed data, combined with the increasing power and capability of
technology, and the availability of potentidly matchable data sets, makes the chalenge of maintaining the
confidentidity of microdata more difficult. It isvirtualy impossible to release microdata which contains
useful information that is unlikely to be unidentifiable. Longitudina data sets increase the problem. We
can no longer rely solely on different forms of data amendments to manage disclosure risks.

2. On the other hand, there isincreasing demand for access to microdata to support arange of
research and secondary dataanadlyss. Increased computing power increases the capability of
researchers to undertake these types of anayss.

3. There are severad motivations for addressing the issue on how to best provide researcher access
to microdata.

Vauable (and high quadlity) datais underutilised.

Researchers may try to collect subgtitute data sets in order to obtain microdata, whichisa
waste of public resources (to obtain what is probably lower quality deta).

! Prepared by Dennis Trewin.
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Government agencies may look to use dternative data providers to obtain survey data for
research and analys's purposes, resulting in lower quaity data that may not contribute to
nationd gatigtics.

4, There is another important element that we need to consder - the incredible potentidly vauable
andytica power of linked data sets; including links with ABS data sets.

5. Thisrange of factors has led usto rethink how we provide accessto microdata. Thisistrue for
many other NSOs, many of whom are in the process of changing their practices. The stepswe have
taken, or plan to take, are described in this paper. Different strategies may be required for household
and business based surveys. This paper only attempts to describe the ABS Situation but hopefully this
will be rlevant to the Stuation many other NSOs face.

6. Before moving on, it is worth emphasising that whatever is done must be both lega and publicly
acceptable. The law could be changed but thisis not aquick or raightforward process and may raise
unnecessary concerns. Conseguently our gpproach isto work within existing law.

. A BRIEF DESCRIPTION OF DEMAND
7. Idedlly users would like:

the ability to work interactively with the deta;

access to ABS experts and good documentation to describe the data;

an increasing number of data sets available;

good quality datafor populations and variables of interest and some information about the
sources of error;

timely releases, and

increesingly, access to linked data set (including data linked over time).

8. There has been a cons stent message from researchers that we have taken too conservative an
approach to the release of microdata. As aresult, arecent focus has been to consider how we can
increase access to microdata, while maintaining our high reputation for safeguarding privacy (and staying
within the law) which is so important for maintaining a high level of cooperation in our surveys.

9. The use of linked data sets raises the possibility of ABS acting as a custodian of non-ABS data
sets to ensure that there is gppropriate confidentiaity protection. Whilethisis entirely consstent with
Nationa Statistical Service objectives, gppropriate policies and operationa procedures need to be
developed. Thisisdiscussed further in paragraphs 24-28.

(1. MEANSOF SATISFYING THE DEMAND
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10.  Therearearange of options or dissemination streams, which vary in terms of their "safety” from
confidentidity breaches. Thefirg listed options tend to rely more on safe data whereas the last listed
rely more on a safe environment, including reliance on legaly binding undertakings with strong sanctions
for breaches.

11.  Theaccesshility and convenience to researchers will also vary by option.

12. Release of microdata, which is the specific subject of this sesson, isakey dement of providing
access for research purposes. Statistics legidation alows us to release microdata but only "in a manner
that is not likdly to enable the identification of the particular person or organisation to which it relates’.
Undertakings are also required. Nevertheless, there are several ways of accessing microdata whilst
complying with thislega condraint. These are explained below and summarised in Table 1.

13. A Microdata Review Pand has been established to help us assess whether the disclosurerisk is
acceptably low (ie "not likely to enable the identification of ") for those dissemination streams that
involve microdata. They look at two key risk aress.

prevention of spontaneous identification; and
prevention of matching risk.

14. Legd adviceisthat alegd undertaking preventing certain actions is congstent with "in a manner
not likely to" and should be taken into consideration when making these judgements.

15.  Theadvantages and disadvantages of each stream will be further developed in the following
sections.
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Table 1: Dissemination Streamsto Support Research

Dissemination
Stream

Notes

. Standard Statistical Outputs
. Datacubes
. Special Data Services

. Confidentialised Unit Record Files

(CURFs)

. Remote Access Data Laboratory

(RADL)

. ABS Site Data Laboratory
. Collaboration

. Inhouse Analysis

Usually in the form of tables. Restricts the
type of analysis that users can undertake.
Provide more detail and the flexibility of
researchers to generate their own tables.

At the request of researchers, usually at
marginal cost.

Data is unidentifiable. Release is on CD ROM.
Equivalent to what are generally termed
microdata releases.

Access to CURFs but more detailed release
may be possible because of the greater control
over prevention of matching with external
databases.

Still only provides access to unidentifiable
data.

Means working through an ABS officer rather
than accessing microdata directly.

In effect, working as an ABS officer working on
ABS premises. This is only possible if the
researcher is assisting the ABS with its
functions.

16.

Standard Statistical Outputs

What doesit involve? - The reease of datistical outputs, usudly in the form of tables, in printed

and/or dectronic form.

Confidentidity Protection - Thisisasafe data. Standard ABS Confidentidity Practices are

applied.

Advantages - Convenient and cheap. Provides agood indication of full range of data
Increasing availability of eectronic datain downloadable form improves convenience of use for
further analyss. Easily accessible to arange of researchers. Low cost to the ABS.

Disadvantages - Limitsthe types of andyssthat can be undertaken. Not possible to undertake

andysis that relies on microdata
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Current State of Play - Increasing the availability of datain thisform on the web site. Improving
the avallability of supporting metadata.

When to use? - Should not be underestimated as a convenient means of supporting research.
Should be akey consideration of the dissemination Strategy for dl satistical outputs.

Datacubes

What doesit involve? - The release of detailed satistical matrices that have aready been
confidentialised. It isamore gppropriate form of release when confidentidity protection can be
automated, particularly for smdl cells (eg population census). Specid confidentidity provisons
for trade data aso dlow data to be released in this form.

Confidentidity Protection - Thisissafe data. Standard ABS Confidentidity practices apply
(unless there are specid provisions which exist for some data eg trade).

Advantages - Reasonably convenient access to more detailed data than standard statitical
outputs.

Disadvantages - Same asfor Standard Statistical Outputs. Also, design of good datacubesis
not straightforward. Some researchers aso find it difficult to use datacubes. Will not be
possible to produce confidentialised datacubes for many satistical outputs.

Current State of Play - We are dowly increasing the avallability of datacubes. Increasng the
knowhow of the designers of datacubes.

When to use? - Will generdly be more useful for persona data than business data. For some
datistical outputs, should be consdered as part of the dissemination strategy.

Specid Data Services

What does it involve? - The release of datistical outputs, not necessarily tables, at the request of
researchers.

Confidentidity Protection - Thisissafe data It will not be provided to the researcher unless
confidentidity is dready protected.

Advantages - The data and form of ddlivery can be tailored to the researchers need.
Disadvantages - Will be expensive to some researchers (and for the ABS to service). Andyds

limited by inability to work interactively. Researcher cannot gpply own adjustments (eg for
outliers) to the microdata. Turnaround to different runs of the data analyss might be dow.
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19.

20.

Current State of Play - Offered as a service but demand is not great. Not trying to develop,
except for key clients and selected areas (eg regiona statistics).

When to use? - Usudly for tabular outputs when not provided through standard outputs and
accessto microdatais not possible. Other forms of andysis are more likely to berun asa
collaborative arrangement (see below).

Confidentialised Unit Record Files (CURFS)

What does it involve? - The release of microdatafileson aCD ROM which have been
amended o that the identification of an individua person or organisation is unlikely.

Confidentidity Protection - A Microdata Review Pand advises on the adjusments that are
required to protect the confidentidity of the data. This may involve data amendment techniques
such as deletion of some variables, reducing the detail available in some varigbles (particularly
geography), ddeting some highly identifiable individuds, and random perturbation. The
confidentidity is further protected by requiring alega undertaking from al researchers accessing
the microdata. In cases of breaches sanctions will be gpplied (including the withdrawal of the
microdata service) to the researcher and possibly their indtitution. Lega recourse may also be
sought.

Advantages - Gredt flexibility and convenience to the researcher.

Disadvantages - Not al the detail being sought is avalable. Generdly CURFs are not available
for data about businesses. There have been a small number of breaches of the Undertaking
(but not identification of individua records).

Current State of Play - Will remain asgnificant dissemination stream for supporting ressarch
and secondary dataandyss. Demand ishigh. We are trying to improve the timeliness of our
releases.

When to use? - Isregarded as one of standard outputs from household surveys. Used
sectively for other surveys where dataiis till ussful for research purposes after confidentiaity
protection has been applied.

Remote Access Data Laboratory (RADL)

What does it involve? - Running jobs submitted by authorised users viathe internet againgst
CURFs hdld a the ABS, and returning andysis results after largely automated confidentidity
checks. Similar to CURFs except it should be possible to provide access to more detailed data
becauise matching risk can be controlled as data does not leave the ABS. Limited to range of
andydss software provided through RADL (eg SAS, SPSS). Outputs will be manually
ingpected before onward release.
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Confidentidity Protection - Advice of Microdata Review Panel. Manua inspection of outputs
enhanced by automatic triggers to identify output that may require rigorous inspection. Audit
trails and records kept. Legd undertakings will need to be made. Sanctions againgt offenders.

Advantages - Access to more detailed data. Access to analyss software that might not be
available to the researcher. Free processing facilities.

Disadvantages - Inconvenience compared with CURFs. Some delays in the release of outputs.
More expengve for the ABSto adminigter.

Current State of Play - Was launched in April 2003. Will be modified in light of user reaction.
The number of data sets avallable through this facility will increase, over time.

When to use? - Will use rather than CURF service when data matching risk of CURF istoo
great, and reliance on undertaking/sanctionsis risky. For example, it may be used for linked
datafiles paticularly if one of the linked filesis avallable externdly.

ABS Site Data L aboratory

What doesit involve? - Smilar to RADL except that no downloading of unit record datais
avallable (thisispossblein RADL for up to 30 records to support outlier detection, etc). Note
that it is different to Stuation in many other countries where a declaration of secrecy enables on
Ste access to unconfidentialised unit record files. We cannot do this unless the researcher is
genuindy assgting the statigtician to perform his functions and his employment status means that
the researcher can be deemed an ABS officer. Thiswould mean payment for services.

Confidentiality Protection - Smilar to RADL except that there is more control on output; no
unit record data can leave the ABS.

Advantages - Access to data that may not be possible through CURFs or RADL (eg
longitudinal datafiles). More direct accessto ABS experts.

Disadvantages - Inconvenience of working on ABS premises. Expendve for ABS gaff to
manage, particularly across nine offices.

Current State of Play - Isavailable now. Main use has been for longitudina data files,
particularly where the sample unit or some of the data has been derived from the adminigtrative
system of another agency.

When to use? - Only when CURF or RADL service is deemed inappropriate for a data set or
the researcher prefers this form of working and ABS is prepared to support.
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Coallaboration

What does it involve? - Working collaboratively with aresearcher to produce an output (often
a published output) of relevance to the ABS. May or may not be agatistica output released
by the ABS. The arrangements generdly do not prevent researchers publishing or presenting
the results of thiswork esawhere, including in scientific journds.

Confidentidity Protection - The research collaborator does not directly access unit record data.
Thisis done by the ABS gtaff member working with them.

Advantages - Mutud benefits from collaboretive effort. Genuine knowledge trandfer.
Researcher could mostly work away from the ABS office. May result in funding being made
available to the researcher to assst with research. Costs to researcher will generdly be lower.
Potential access to Australian Research Council grants.

Disadvantages - No direct accessto data. Limited to collaborative projects of interest to ABS.

Current State of Play - Policy on collaborative arrangements has been put in place. Andyss
Branch has been established and has been in operation for four years with about 30 staff
members. This has provided ared focus for collaborative effort with the research community.
Previoudy, arrangements were ad hoc.

When to use? - In cases where collaboration will result in outputs of mutud benefit. For some
higher priority projects, the ABS may seek collaborators. Aswell as confidentidity, principles
that should govern collaborative work are consistency with government purchasing principles,

deriving statigtical vaue, evenhandedness and transparency, and protecting the ABS reputation.

In-House Andyss

What doesit involve? - The ABS can engage persons as "officers’ if they are undertaking
functions to support the ABSin its activities. In these Stuations they can access unit record
data athough subject to the same secrecy provisons of other ABS officers. Thismay be
appropriate when the ABS wishes to produce an output where the researcher can cover an
identified gap in expertise. Generdly, arrangements can be made to dlow researchersto
publish aspects of their work elsawhere with permission.

Confidentidity Protection - Secrecy provisons gpply asthey are ABS officers. Liableto
severe pendties for breaches.

Advantages - Provides researcher access to unit record data. Mutua benefit from
collaborative work.
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Disadvantages - Much of the work will need to be done on ABS premises. Limited to subjects
of direct relevance to the ABS. Some redtrictions on research outputs. May not aways be
possible to employ as an ABS officer.

Current State of Play - This provision has been rarely used. Recent changesto public service
arangements make it easer to implement.

Where to use? - When the ABS takes the initiative to engage a researcher to assst it with its
datidticd activities. (There till may be mutua benefits of course)

V. LINKED DATA SETS

24, Linked data sets are a specia case of amicrodata set that users may want to access. Herel
am taking about using data matching techniques to bring together unit records to form a set of
composite records. The composite record may be based on a hard match using identifiersor a
datisticd match usng a combination of variables (eg geography, age, sex, household characteristics).
Both are of concern from the point of view of confidentidity. Hard matches are clearly of greater
concern but research we have undertaken indicates a surprising high proportion of exact matches when
undertaking statistical matches, particularly for files that include the household structure.

25. Linked data sets may comprise:

@ matching ABS data sts;
(b) matching an ABS and non-ABS data set; or
(© meatching non-ABS data sets.

In (a) and (b), the ABS must be the custodian and access has to be through the dissemination streams
discussed in this paper. Itisnot necessary for the ABS to be custodian for (c) but there are
advantages. We have legidation which could underpin the arrangements for accessing these data sets
and protect their confidentidity. Furthermore, our reputation is such that there is strong public
confidence that we will be atrusted custodian. We aso have the tools and systems to support access.

26. A linked data sat can have consderable andlytica power asillugtrated by the following
examples

sudying the interactions of a person with different ingtitutions - by say linking together the
records of hedlth services provided by medicd practitioners, hospitals, nursing homes and the
like;

sudying the relationships between inputs, outputs and outcomes by drawing together
information on policing, courts and prisons; and

studying through time patterns by assembling alongitudina database.
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27.

Some additiond principles are needed for creating/working with these data sets. The core

principleswill be as follows.

28.
area.

V.

29.

Conggtency with the ABS mission to use gatistica information to better support informed
decision making, research and discussion.

A demongrable Satistical benefit.
Integrity and openness about gpplications.
Publication of adatistica output from each linked data st.

Maintaining public trust by ensuring ABS legidation, privacy legidation and other relevant
legidation is followed.

We are congdering the establishment of an Ethics Committee to help uswith decisonsin this

WHAT ARE OUR PLANS?

Until recently, the Stuation for each of the dissemination streams, to support externd

researchers, was as set out below.

Standard Statistical Outputs - A standard service was available for dl fields of gatigtics.

Datacubes - Under development but available for some Statistical series (eg demography,
labour force).

Specid Data Services - Avallable but only used occasondly. Usudly for production of
detailed tables.

CURFs- A regular output from household surveys, occasiondly for business surveys, but
needing to curtail detail released because of increasing matching risks. Also needing to
strengthen the legdl undertakings that are necessary for release.

RADL - Service not available.

ABS Site Data L aboratory - Used occasiondly but not promoted.

Collaboration - Used only occasondly in the past but over the last year or so, about forty

collaborative arrangements have been established. Thisincludes 12 collaborative arrangements
asareault of the Audrdian Census Andytical Program.
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Inhouse Analysis - Used rarely.

30. In the future, dl eight streams will be used to support externd researchers. Because of their
expense, we will try to limit specia data services (stream 3) to key clients. Because of the increased
matching risk, there will be some contraction of the detal available on CURFs. Neverthdessthey will
remain akey means of researcher access to microdata.

31.  Thekey areas of development will be Standard Statistical Outputs (Stream 1), RADL (Stream
5) and Collaboration (Stream 7). We expect that more Datacubes (Stream 2) will be released but,
redidicdly, it isonly asuitable form of output for alimited range of Satidtica series.

32.  Our objective under "Standard Statistica Outputs’ will be to increase the amount of data that
will be avallable in this form through our specia web based services (eg AUSSTATS). All datidticd
areas Will be asked to review their dissemination strategies with the view to reducing reliance on paper
publications and increasing output available eectronicdly.

33. RADL isanew service which will have just commenced operation by the time of the CES
meeting. We seethisas an area of further developmert in light of experience with the first verson. It
will be especidly targeted at:

providing microdata access to more detailed data sets; and
providing access to linked data sets, especiadly where one of the data sets are held externdly.

34.  Weare purauing "collaboration” more actively now that we have afully effective and highly
respected Andysis Branch. We will attempt to initiate collaboration in these areas of greater interest to
us, particularly when anew datistica output might result. Of specid interest is adding vaue to existing
data sets through analytical techniques. In practice, some researchers will gpproach usin the first
ingtance. We will assess whether there are likely to be mutua benefits from collaborative arrangements.

Dissemination Stream 8 may be appropriate for some collaborative projects but it is an gpproach we
would use selectively.

VI.  ORGANISATIONAL ARRANGEMENTS

35.  Theleadership for these arangements must come from the ABS Executive especidly whilst
they are going through a period of subgtantial change. Communication is important, both internaly and
externdly. We are supported by the ABS Branch responsible for policy and coordination.

36.  Theactud management and adminigtration of the arrangements lies with our Information
Sarvices Divison. Within this Divison, they have a unit responsible for the adminigtration and
digtribution of CURFs, RADL and the ABS Site Data Laboratories. They are also responsible for
promoting these services and managing the relaionship with dlients.
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37.  Access methods are il under development in many respects. To strengthen our research
capabiilities, including research done elsewhere, and to provide more focus, we have crested a Data
Access and Confidentiaity Methods Unit within Methodology Divison. Thisis headed by a senior
methodologist.

38. A specid project team (oversighted by a Project Board) was established to support the
development of RADL. The ongoing responsibility for maintenance of these systems has been
trandferred to Information Services Division.

39.  AndyssBranchisrespongble for the setting up and managing most of the collaborative
arrangement that rely on access to microdata. Some may be managed through the statistical areas but
thiswill be an exception. We are using Anadyss Branch to ensure greater consistency of approach.
Furthermore, they have the technica knowhow to work most effectively with research collaborators. A
Project Board of our most senior subject matter statisticians oversights this work.

40. Finaly, the satistical areas need to be closdly involved. They are responsible for providing the
underlying data setsfor dl the dissemination streams.  Furthermore, researchers will need to cdl on their
subject matter expertise from timeto time.

VIl.  KEY ISSUES

41. It is becoming more and more difficult to provide truly "safe datd’ so it isinevitable that we will
need to rely more on "safe settings', including legd arrangements, to support secondary data andysis.
Thisis more labour intensive - requiring additiona resource commitments when NSOs are often under
resource pressure. Still, we believeit is an gppropriate redllocation of resourcesif our datais being
used effectively.

42. Researcher acceptance of these arrangements may be anissue. From their point of view, they
may provide unnecessary congtraints or inconveniences. They ask why can't we trust them to do the
right thing? The communication Srategy isvitd. We not only need to inform the researchers of these
new arrangements but why the condraints are necessary. They are much more likely to work within the
system if they understand the rationde.

43.  Weareredly moving from a paradigm of risk avoidance to risk management. There are greater
risks of aloss of public confidence in the degree to which we protect the confidentidity of their data.
The risks may be smal, and judtified by the value being added to our Satistica data, but they il exist.
The vdue system of researchersis different to that of officid Satidticians. The research imperative
dominates and researchers can be frustrated by what they see as unnecessary impediments and
bureaucracy. Itisinevitable that somewill "step acrosstheling”. It isunlikely that aresearcher will try
to identify an individud - that is not the mativation. Rather, from our experience, they are more likely to
bend the rules to advance their research agenda (eg we have found cases of our microdata being o+
sold to support further research abeit with added vaue). It isimportant that we act in these cases.



CES/2003/12
page 13

Legd sanctions may be appropriate in some cases. These can be difficult and drawn out. Withdrawal
of sarvice, including from the host indtitution, is easy to goply and very effective particulaly if the
message gets around the research community that the ABS is prepared to undertake this step.

44, Findly, thereisalot of internationa collaboration among the research community. They will
point out what they can do in country A compared with country B. We know from persond
experience. There would be consderable benefitsif there was a greater degree of uniformity in our
gpproaches. We have agreed on a Fundamentd Principles of Officid Statistics - why not fundamental
principles for use of microdata by external researchers? | eaborate on thisin the next section.

VIIl. CONCLUSIONS

45.  Supporting externd research use of our Satistical datais an important way of getting more vaue
out of our Satigtical activities. We regard this support as an important ABS objective. Furthermore,
our legidation provides us with the authority to support this type of activity.

46. In the past, we have interpreted this legidation in a conservative way - focussng on approaches
that result in safe data. The increasing sophigtication of technology, and the availability of externd
databases make it more difficult to release truly "safe" microdata (or safe datacubes for that matter).
Theincreasing prevaence of private sector databases may be the biggest concern asthere is generdly
less regulation about their use or misuse.

47.  Consequently, there is aneed to move towards dissemination approaches that rely on a"'safe
environment”. We have been asssted in this respect by confirmation that legdly binding undertakings
sgned by researchers can be taken into consderation when assessing whether we are complying with
our enabling legidation. That is, we don't need to rely on safe data aone.

48.  Wewill continue to take a somewhat conservative gpproach to interpreting our legidative
authority for releasing microdata, although not as conservative as previoudy wasthe case. Thisis
because of our concern that one significant incident could create severe damage to our reputation and
our ahility to maintain public confidence in the degree to which we protect the confidentidity of their
data Thiswill affect response ratesin our collections and the qudity of statistics we produce.

49.  Themost promising new gpproach to providing microdata accessis RADL. Itsuse asameans
of increasing access to linked data setsis of particular interest.

50. Like many dtatistical endeavours there is great scope to learn off each other - both good and
bad experiences. Microdata access may be an area of activity on which we may want to agree on
some core principles. The research communities work across countries and make comparisons. In
fact, there are dready arrangements (eg Luxembourg Income Study) where microdata from severd
countries are brought together for convenient research access.
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51. Legd and adminidrative arrangements will vary from country to country of course. But there
ill may be some core principles on which we agree. To start the debate, | suggest the following.

It is appropriate for microdata collected for official statistica purposes to be used to support
research and secondary data andlysis under prescribed conditions that prevent misuse.

The use of microdata to support external use for other than research and satistical purposesis
not supported.

There should be alegd or other arrangement to support use of microdatain order to increase
public confidencein its appropriate use.

The uses of microdata should be transparent, and publicly available, again to increase public
confidence that microdata is being used gppropriatdly.

Externd researchers should not be engaged by the NSO as an employee unless they are
contributing to work which will lead to an NSW outpt.

The arrangements for microdata access should be cleared with the privacy authorities of the
country.



