Slide 1
Protection of Critical Infrastructure, in special “EUKRITIS —
Mutability of Protection Structures and Assessment
of Consequences for Prevention, Defense of Disaster
and Accomplishment of Disaster Consequences”

Mrs. Silke Sielaff

Ministry of Interior of Land Brandenburg, Germany
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Instructions
e Critical cases infrastructure presentation and connections

¢ "Infrastructure protection for critical cases" (KRITIS) project goals
e Working results to date
¢ "EUKRITIS" EU project
e Conclusions
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Critical cases infrastructure
o Definition: "What is meant by critical cases infrastructure is key state organisations
and institutions which, if they collapse or operate at a limited range, can cause long lasting
limitations in supplies, huge jeopardy of public safety, or other dramatic effects".
(Critical cases infrastructure definition by AK KRITIS, of 17 October 2003)
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Infrastructure risks for critical cases
In the past:
e Clear cutrules
e  Strategies
e Plans
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Infrastructure risks for critical cases
Heute:Today:
e  Privatised
e Variety of tasks
e Ambiguous risks and hazards
¢ Risk area: the entire world
e Haste
e Impossible to make plans
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Critical cases infrastructure
Problems:
e Large number of participants
e The nature of hazards has changed in recent years
e Strong tendency to defects because of IT and telecommunications, strong dependence
e Globalisation
e Increase in complex and sensitive systems
e Easy access to know—how over the Internet
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Critical cases infrastructure
e State and private sectors must co-operate
¢ National and international information exchange between state and private sectors is indispensable
e Confidentiality and trust must be guaranteed
e Balance between safety and efficiency ought to be found
Questions to be applied:
e Responsibility/guarantee
e Assistance costs
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Critical cases infrastructure connections — power as an example

Power
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Gas/ oil supply
IT/Telephones
Food/ water
Administration
Banks/ finances
Emergency services
Transportation

Critical cases infrastructure connections — power as an example

Power
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Gas/ oil supply
IT/Telephones
Food/ water
Administration
Banks/ finances
Emergency services
Transportation

Research institutions --->
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Cultural heritage

Radio

Health services

Emergency services

Water supply, waste disposal
Transportation, communications, logistics, postal services
Food supply

IT and communications

Power supply (electricity, mineral oil, gas)
Finances and insurance

Hazardous substances

Government, offices

Critical cases infrastructure sectors -1 -
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Power supply (electricity, mineral oil, gas)
IT and communications infrastructure
Transportation, communications
Finances and insurance

Health services

Critical cases infrastructure sectors -l -
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The state and its administration (including the police, customs, and army)

Water and food supply (foodstuffs, water and waste disposal) , waste disposal

Culture, media, research (research institutes, as well as outstanding or symbolic buildings, cultural
heritage)

Critical cases infrastructure presentation and connections
"Infrastructure protection for critical cases” (KRITIS) project goals
Working results to date

"EUKRITIS" EU project

Conclusions

KRITIS project goals
Crucial goals:

Critical cases infrastructure unreliability due to
*  The elements and natural disasters
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*  Technical defects/ human error
*  Criminal activities
»  Terrorist attacks
What should be reduced
¢ Negative consequences for people, objects, and functioning of the state, society, and economy
should be reduced to a minimum level.
¢ Human life protection in view of negative effects on infrastructure for critical cases is high.
e Basic supplies for the general public are guaranteed.
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KRITIS project goals
Specific goals:
e Unbroken co-operation of all involved areas is implemented on the basis of a uniform prevention,
information and action plan.
e Organisational structures shall guarantee long-term continuity of national plans, and their
adjustment to future requirements.
e Trans-border co-operation is integrated with everyday work; appropriate legal grounds have been
developed, and agreements signed.
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Disposition

e  Critical cases infrastructure presentation and connections
e "Infrastructure protection for critical cases" (KRITIS) project goals
e  Working results to date
e "EUKRITIS" EU project
¢ Conclusions
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Working results -1
e Establishing and securing continuity of a list of definitions in order for it to be shared by all involved
organisations
e Developing a far-reaching industries and offices information network in order to protect critical
cases infrastructure data
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Working results -l-
Making an expert interview within industries and offices, primarily stressing the following:
¢ Defining a review on "Main points of critical cases infrastructure "
e  Stock-taking of analysis procedures
Stock-taking of existing analysis procedures in "critical cases infrastructure protection" and "defences
against disasters" in other industries and offices
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Working results -lllI-
e Developing a coherent analysis procedure in order to identify critical cases infrastructure
e What is necessary is organising a "KRITIS" co-ordination spot at the Ministry of the Interior
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Working results -IV-
Matrix:
Sub sector (industry, services)
Components
Significance(a structure significant for the state idea of community)
e general public supply;
e state and its institutions survival
e cascade and domino effects: areas of economy significant for functioning of the state idea
of community
Burden of consequences
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Working results -V-
Matrix:
e  Magnitude/ Uniqueness/ availability of alternatives
e People involved: general public, inhabitants, those co-operating with the infrastructure institution/
qualified staff
Regions, districts, Lands involved, state border, (dispersed effects)
Duration of break or recovery in supplies
Supplies for the general public
Ecological effects
Potential losses/ human losses/ health and psychological damages
Political capability of a Land government
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e Public safety (ability to act within state bodies: police, law upkeeping institutions, fire brigades,
emergency services, courts of law, etc)
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Disposition

e Critical cases infrastructure presentation and connections
e "Infrastructure protection for critical cases" (KRITIS) project goals
e  Working results to date
e "EUKRITIS" EU project
e Conclusions
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UE "EUKRITIS" EU Project
EUKRITIS — Changing protection structures and assessment leading to better prevention
Project partners:
e Land of Brandenburg Ministry of the Interior
e University of Postdam — IT and e-Government Chair
e BASF Schwarzheide
e Myslibérz Region Fire Brigades

Slide 24
EUKRITIS
Project goals
e Method of establishing of replacement of protection systems
e  Effect assessment procedures
e Familiarity with protection systems and proven practices
e Development and amendment of relationships between administration and private sector
e IT contact networks between offices
e Trust and collaboration culture care
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EUKRITIS
e Checking the established procedures in practice, in the OSL district, on 10 June 2009
e Expertinterview has been planned in Poland
e Presentation of provisional results in September 2009, at the international ,Disaster Management
2009” conference in Wessex (UK)
e  Carrying out transfer workshops in Land Brandenburg and in Poland
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Disposition
. Critical cases infrastructure presentation and connections
e "Infrastructure protection for critical cases" (KRITIS) project goals
e  Working results to date
e "EUKRITIS" EU project
e Conclusions
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Conclusions
e KRITIS Project:
e  Setting up prevention project/plan
e  Setting up IT project
e  Setting up action project/plan - standards
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Conclusions
Project discussion
e  With all plants
e  With appropriate specialist sectors
e  With the Interior sector
o  With districts and communities
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Conclusions
+KRITIS* co-ordinating spot
Tasks:
e Creating and securing continuity for KRITIS project (prevention, information and action project for
critical cases)
¢ Information management and offices and industries co-ordination regarding solutions, aimed
at infrastructure protection in critical cases in EU and Germany
e Clarification and assessment of basic queries for critical cases infrastructure protection
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e Analysis and identification of critical cases for Land Brandenburg
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Conclusions
e Hazard and risks analysis, as well as critical analyses for critical cases , in collaboration
with private and state institutions
e Construction and development of networks, on the basis of inter-regional structures, including
private users of infrastructutral institutions (joining knowledge, setting up protective measures,
participants’ acceptance); Using IT platforms (administration, economy, research)
e Developing industrial users’ awareness of risks
e Analysing research programmes (IT platform, searching partners, support and participation of EU
and the German government in research programmes in order to protect infrastructure in critical
cases)
Slide 31
Critical cases infrastructure
Thank you for your attention

ver. EN- 19
Silke Sielaff
Ministry of Interior of Land Brandenburg, Germany




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


