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L. KAPITSA

PRESENTATION
1. Member-countries of the UNECE region are among the forerunners and today’s leaders in the level of Internet development in terms of both, innovation and penetration.  In many respects, this success has been predetermined by several factors:

· high density of and constantly modernizing ICT infrastructure

· on-going liberalization of ICT markets

· accumulation of significant capital stocks, both tangible and intangible, including highly developed human resources 

· high adaptability and flexibility of institutions

· efficient corporate sector

· political commitment to and public support of the innovation process 

Since 2000, there has been a dramatic acceleration of the accumulation and/or build-up process of all the necessary components constituting the foundation of knowledge economy in the UNECE region.   Even the poorest countries of the region have undertaken remarkable efforts to catch up with leading countries at least in some areas vital for the development of a knowledge economy
Over the period of 2000-2005 practically all the member countries of the UNECE have achieved progress albeit to a different degree in advancing national capacities and capabilities necessary for participation in emerging global knowledge economy.  
However, the speed of progress has been uneven across the countries.  According to a joint ITU/UN report presenting the ICT Opportunity Index (ICT OI), a newly developed measurement of the digital divide, some countries were able to jump over 6-7 or even 10 ranks in the regional ranking by the ICT OI, for example, Israel, the United Kingdom, Latvia and Luxembourg.  Some other, on the contrary, have slowed down their pace like, for instance, Canada and Austria.

At the sub-regional level, the digital divide also exists. Thus, for example, in the CIS, the gap between Russia (the top sub-regional performer) and Tajikistan remained practically unchanged (1:3), as well as between Russia and the rest of the CIS.  This suggests that the countries of the sub-region have been advancing at the same speed.

There have been marked differences in the countries’ performance.  For example, Tajikistan, one of the poorest countries of the region, practically doubled its ICT Opportunity Index score, increasing it by 92 percentage points.

In Eastern and Central Europe, the situation appears similar to that in the CIS, although this sub-regional grouping is more advanced on the average than the CIS. In 2001 the digital gap between Slovenia (the top sub-regional performer) and Albania (the bottom sub-regional performer) was 1:3. 
It has not changed since then, although in 2005 the top sub-regional performer became Estonia. 
Estonia and Slovenia continue outperforming the rest of the countries of the sub-region.  Estonia moved 5 ranks up, reaching the 18th position in the UNECE regional ranking outpacing Slovenia.  Latvia is another showcase of the sub-region.  It was the only one of the 27 countries with the ICT OI score below the 2001 regional average, which made to the upper performers’ group.  Lithuania has also accelerated its pace climbing 5 ranks up in the UNECE member-states’ ranking, and Romania gained 86 percentage points in its score and moved 3 ranks up.

2.  A more detail analysis of the UNECE member-states’ ICT OI allows to identify factors, which are responsible for differences in performance among the countries of the region.

Highly developed ICT networks (in terms of fixed and mobile telephony and international internet bandwidth penetration) have been one of the key factors behind a rapid evolvement of a knowledge economy in Western European countries, USA, Canada, but also in Estonia, Lithuania and Israel.

While educational achievements of population (adult literacy rates and primary, secondary and tertiary gross enrolment rates) constitute an important precondition for development of a knowledge economy, they may remain largely underutilized, if the ICT infrastructure is not sufficiently developed, thus, constraining the access to and use of information and knowledge by population.  This seems to be the case in the majority of the CIS and in some Balkans countries.

Other components of the ICT OP, particularly, the uptake and intensity sub-indexes, bring to light other aspects of the digital divide in the UNECE region.  There is a large gap between the UNECE member-states in terms of Internet usage, computer and TV availability (the uptake sub-index).  
Taking into consideration existing disparities in the size of and the level of development of the ICT infrastructure, it is not surprising to find such significant differences in the intensity of ICT use (the intensity sub-index) as well.   The latter sub-index consists of two indicators: total broadband internet subscribers per 100 inhabitants and international ongoing telephone traffic (minutes) per capita.

It is worth noting that in some countries with a low uptake index, the use of information flows has been relatively high, for example, in Tajikistan, Uzbekistan, Turkmenistan, Kyrgyzstan and Albania.  This could be explained by two factors: a recent leap in mobile telephony penetration and a large outflow of temporary migrants to neighboring countries.

In more advanced countries, high intensity of information usage could be attributed to the effect of latest technological advancements, particularly, to diffusion of broadband Internet.

3. The digital divide within UNECE member-states, including some of the most advanced ones, has also not vanished and continues to endure, although it has been gradually shrinking due to efforts, undertaking both by Governments and civil society groups.  
The digital divide, according to various definitions, has several dimensions: social (gender, age, health status, ethnicity, education level), economic (income, employment, size of business), geographic (rural vs. urban, territorial location). 
According to the EUROSTAT, among the EU member-states, the proportion of households with Internet access in 2006 ranged from 23% in Greece to 80% in the Netherlands, the proportion of individuals using Internet at least once a week – from  23% in Greece to 84 % in Iceland. 

Only few countries reached the point of closing the gender digital gap:  Iceland - with a proportion of Internet users among males and women, respectively, 86% and 82%, Denmark, correspondingly, - 80% and 76%, Sweden - 84% and 76%, and Norway - 80% and 73%.  

The age digital gap is rather pronounced in all the EU member-countries.  The highest incidence of Internet use is among the youth (16-24 years old), and the lowest among the age group of 55-74 years old.  However, the situation differs from country to country. Iceland achieved outstanding results in narrowing the digital age gap. The incidence of Internet use in each of the age groups was, respectively, 96%, 90% and 59%.
Impressive progress was also made in this respect by Denmark with corresponding results, 94%, 86%, 56%, and Sweden – 94%, 89%, 56%. 
Greece, Cyprus and Italy have been significantly lagging behind the rest of the EU25, including new member-countries (Hungary, Slovenia, Slovakia, Latvia, Estonia, Poland and Lithuania).

The rural-urban digital divide is also considerable in some of the EU member-states.  As on the 1st of January 2005, broadband, for example, was available to more than 90% of EU 15/EEA-urban population but only to 62 % of its rural population.  Only in few countries, Belgium, Denmark, Luxembourg and the Netherlands, the Digital Subscriber Line (DSL) coverage of rural and urban population was equal - 100% in 2005.

The patterns of digital division are practically the same throughout the entire UNECE region.  However, the corresponding digital divides and gaps in most of the CIS are wider and deeper due to the overall shortage of and/or aging of the ICT infrastructure.
Vast territory, disperse population settlement and low population density in some countries (Russian Federation, Kazakhstan and Turkmenistan, for example) in combination with a relatively lower than in most European countries per capita income and average wages further constrain the evolution of knowledge economy in this sub-region.  This is especially true with regards to the Russian Federation.
Apart from geographic location and nationality/ethnicity, gender, age and/or social status also play an important role in shaping the profile of the digital divide in Russia and other CIS.  Available data suggest that the gender and age digital divides are much more prominent in the CIS than in the EU member-states.
According to recently published study, in 2005, the average price of a basic computer in Russia was €420 (or 14,420 roubles), or about 17.25% of the average salary.
  In Ukraine, the cost of a PC was two time the average monthly salary.  
On the whole, according to ITU data, Internet and PC penetration rates are comparatively lower in most of the CIS than in the majority of the EU member-states.
	PCs per 100 inhabitants
	2005

	Armenia
	9.85

	Azerbaijan
	3.31

	Georgia
	4.70

	Kyrgyzstan
	1.90

	Tajikistan
	1.30

	Turkmenistan
	7.20

	Uzbekistan
	2.82

	Belarus
	0.81

	Moldova
	8.28

	Russia
	12.13

	Ukraine
	3.89


THE CIS: Internet Penetration

	
	A. Internet users per 100 inhabitants
	B. Total Internet users

(thousands)



	 
	 2005
	 2001
	2005 

	Armenia
	5.34
	50
	161

	Azerbaijan
	8.07
	25
	678.8

	Georgia
	6.07
	25
	271.4

	Kyrgyzstan
	5.32
	100
	609.2

	Tajikistan
	0.30
	51.6
	280

	Turkmenistan
	1.00
	3.2
	19.5

	Uzbekistan
	3.31
	8
	48.3

	Republic of Belarus
	34.80
	150
	880

	Republic of Moldova
	13.02
	422.2
	3394.4

	The Russian Federation
	15.19
	60
	550

	Ukraine
	9.81
	4300
	21800

	Kazakhstan
	4.11
	600
	4560


The EU ICT frontrunners and laggards

	Laggard CEEC
	Latvia
	Lithuania
	Hungary
	Poland
	Slovakia
	Bulgaria
	Romania

	Frontrunners

CEEC
	Czech Rep.
	Estonia
	Slovenia
	
	
	
	

	Laggard EU15
	Greece
	Spain
	France
	Italy
	Portugal
	
	

	Follower EU15
	Belgium
	Germany
	Ireland
	Luxembourg
	Austria
	
	

	Frontrunner EU 15
	Denmark
	Netherlands
	Finland
	Sweden
	UK
	
	


4. Underlying causes of the digital divide: 

1. Global and regional levels: unevenness of the global development process; differences in the level of economic development; differences in the human resources development; differences in the adopted development model; differences in the political regime, differences in culture, and etc.
2. Macro (national) level: monopolization of the ICT market and, consequent lack of competition; inefficient and/or weak institutions; lack of financial resource; lack of or underdevelopment of the ICT infrastructure; sizable poverty and pronounce income inequality (affordability issues); lack of relative skills among the labor force; lack of the key stakeholders’ awareness; lack of government commitment to ICT development; systemic corruption; ineffective public policies, and etc.

3. Micro level (enterprises, NGOs, individuals): constrained access to the ICT market due to either monopolization of the market and/or corruption; absence of ICT services provision in the geographic area (connectivity and access issues); lack of knowledge and understanding of the potential benefits of using ICTs among individuals and SMEs; lack of ICT skills; high costs associated with acquisition of computer skills, PC and equipment, and with the usage of the Internet (affordability issues); risks associated with the use of the Internet (security issues); unclear regulatory environment with regards to access to information, privacy, dispute settlement, web content, IPRs and other; specific barriers to the usage of the Internet being faced by disabled, elderly, and some other social groups (accessibility issues), and etc. 

Therefore, the diffusion of new technologies and, particularly, of ICT could be impeded by various factors: economic, social, cultural, political, as well as geographic.  
5. The ICT infrastructure is an essential prerequisite for benefiting from Internet. Despite of continuous introduction of new technologies fixed lines remain an important means of accessing Internet in the region, although their growth has been somewhat stagnant over the past decade in most countries of the region. 

Since 2001 the growth of main lines has been negative in 25 of the 49 countries. However, in 17 countries, mostly CIS and some Balkan states, there was an impressive upsurge in the main telephone lines deployment, therefore, resulting in a teledensity increase. Albania, for example, augmented its main telephone lines by 8 times the level of 1995 and, consequently, teledensity – by 11 times. In the majority of the countries presented in the table the teledensity remained either at the same level or even declined.

In a number of countries of the region, stagnation in the main line segment of the communication sector was partly due to saturation.  In Western European countries, for example, the overall fixed penetration rate reached over 50% with most households owning a telephone line (over 90 % in France, Netherlands, Spain, Belgium, Finland and United Kingdom, for example)
Fierce competition from mobile telephony and alternative (cable) providers was another factor behind a growth contraction in the main line segment. A rapid proliferation of affordable mobile telephony causing a fixed to mobile substitution (FMS) in many countries of the region has been among the factors constraining further expansion of the main line infrastructure.  

This was an especially noticeable phenomenon in Eastern and Central Europe and in some countries of the CIS, where, on the one hand, the shortage of funding undermined the ability of national telecoms to extend their traditional services to the country regions with a low telephony penetration, and, on the other hand, the aging and a relatively low quality of the fixed line infrastructure prevented them from producing and diversifying their services that could meet consumers’ expectations.
Responding to a competition pressure fixed line operators, particularly in Central and Eastern European countries have embarked on modernization in attempt to improve the quality of and the bundle mix of communication services. A strategy adopted by most of the telecoms in the sub-region has been as follows: 1) upgrading and extending basic infrastructure; 2) introduction of new technologies, which could improve the quality, volume and diversity of services, such as broadband, wireless and digitization; 3) integrating various services; and 4) widening a consumer choice by offering a variety of packages of services.

These efforts have been translated into growing digitization of the fixed line infrastructure, as well as wireless and broadband connectivity. Consequently, there was an increase in the Digital Subscriber Line (DSL) coverage throughout the region. By the end of 2006 in 15 of the 27 EU member-states, including Estonia, the DSL coverage rate reached above 90%. This also allowed Telecoms in many Central and Eastern European countries and in the CIS to ensure the provision of a relatively low-cost, but significantly enhanced, access to Internet.

In some of the CIS member-states, with a comparatively low teledensity and significant rural-urban and geographical divides, telecoms have undertaken efforts to upgrade and extend their basic infrastructures by deploying fiber optic lines and New Generation Networks (Russia, Kazakhstan).

Telecoms in many EU countries are now moving beyond voice and data and entering the world of interactive video and digital TV (see box 3).  At present, they are investing in Asymmetric Digital Subscriber Lines (ADSL), a technology, which is viewed as a means of reducing fixed to mobile substitution and as a channel through which future converged services can be or already are being offered. As a result, ADSL networks have been steadily growing throughout the UNECE region. 

6. The UNECE region is also among the world leaders in terms of mobile penetration.  In many countries, it has reached the penetration rate of 90-100 per 100 inhabitants.  In 20 of the 40 countries more than 80 % of population own one or more mobile contracts. In Portugal and Italy – 90 percent of population own a mobile contract.  However, in Uzbekistan, Kazakhstan and Moldova, this indicator is significantly lower with, respectively, only 13%, 16% and 19% of the population owning a mobile contract.

At the same time, the mobile telephony market appears having crossed over and/or approaching a theoretical saturation point in most countries of the region. In 14 of the 49 countries the penetration rate was far above 100% in 2005. Mobile network has overtaken fixed lines in a number of the region’s countries, including the Russian Federation, Kazakhstan and Azerbaijan
	
	Table 5. Percentage of population who owns one or more mobile contracts
	Penetration rate  (%)
	Date Compiled

	
	Country
	
	

	1
	Albania
	39
	2005

	2
	Andorra
	85
	2005

	3
	Austria
	86
	2005

	4
	Belarus
	82
	2005

	5
	Belgium
	86
	2005

	6
	Bosnia and Herzegovina
	32
	2005

	7
	Bulgaria
	70
	2005

	8
	Croatia
	62
	2005

	9
	Czech Republic
	87
	2005

	10
	Denmark
	76
	2005

	11
	Estonia
	83
	2005

	12
	Finland
	85
	2005

	13
	France
	82
	2006

	14
	Germany
	88
	2006

	15
	Greece
	80
	2005

	16
	Hungary
	78
	2005

	17
	Iceland
	78
	2005

	18
	Ireland
	77
	2005

	19
	Italy
	91
	2006

	20
	Kazakhstan
	16
	2005

	21
	Latvia
	67
	2005

	22
	Lithuania
	82
	2005

	23
	Luxembourg
	86
	2005

	24
	Malta
	71
	2005

	25
	Moldova
	19
	2005

	26
	Netherlands
	89
	2006

	27
	Norway
	84
	2005

	28
	Poland
	62
	2005

	29
	Portugal
	90
	2006

	30
	Romania
	69
	2006

	31
	Russia
	78
	2006

	32
	Slovak Republic
	67
	2006

	33
	Slovenia
	83
	2006

	34
	Spain
	86
	2006

	35
	Sweden
	85
	2005

	36
	Switzerland
	78
	2005

	37
	Turkey
	62
	2006

	38
	Ukraine
	67
	2006

	39
	United Kingdom
	85
	2006

	40
	Uzbekistan
	13
	2005


In order to stay on the market mobile providers have been forced to constantly search for new business and technology solutions.  Apart from mobile voice services they are now focusing on data transmission, particularly on mobile Internet, and various media, such as: audio, video, mobile TV, games and etc.  SMS/MMS messaging still accounts for the largest share of mobile data revenues due to a several advantages (affordability, accessibility, practicality and easy access).  
With introduction of new technologies/applications (new platforms, mobile Public Key Infrastructure (PKI), mobile digital broadcasting (DVB-H), third generation handsets and etc.), mobile network virtual operators have been slowly gaining a market share in the Internet services provision.

Despite some concerns associated with the saturation of the mobile telephony market, it is precisely mobility and portability that makes this mode of interconnection so attractive and effective especially in such areas as: e-Government, e-services (e-health, e-education, e-advertising, e-commerce) and e-business.  It is not surprising that such impressive growth of the mobile segment raised ideas that one of the possible dimensions of the Information Society may be a mobility dimension.

6. Cable networks have been an important alternative to fixed lines in providing a modem access to Internet.
  New technologies, such as: broadband, digital and wireless, have enabled cable providers to diversify and enhance their services, including data transmission.
  As a result, total number of cable modem subscribers in 27 EU member-states increased from 3.8 million to 10.2 million.

The average cable modem coverage grew from 23 % in 2002 to 35% of inhabitants in 2005, and the average penetration rate – from 1.2 % to 2.8 %, respectively (see figure 36 and 37).  The highest cable penetration rate in the EU in 2005 was in the Netherlands (9.6%) followed by Denmark (8.6 %) and Belgium (6.8 %).  

In Eastern and Central Europe, Estonia (3.7 % penetration rate) and Slovenia (3.2%) were ahead of the rest of the countries of the sub-region
In the CIS, according to available information, in 2005 the cable penetration rate was the highest in Moldova followed by Ukraine

	 
	Cable penetration rate (percentage of households)

	Russia
	8

	Ukraine
	12

	Azerbaijan
	5.1

	Belarus
	5

	Georgia
	11

	Moldova
	27.6


At present, the cable network sub-sector is undergoing a digital revolution led by the United Kingdom, Norway, Ireland and Sweden. About 20% of EU homes now have digital TV, including 11% in Germany and 57% in Britain, while 24% have broadband internet, including 23% in Britain and 44% in the Netherlands.
Wireless networks have been proliferating at the highest speed in the UNECE region, especially in some of the CIS countries

Satellite communications have not been widely used in Europe and CIS in providing Internet access services due to a number of economic and technical reasons. This situation seems slowly changing driven by political commitments to provide a high speed access to Internet for all targeting the households and businesses located in remote and/or underdeveloped areas.

Wireless networks Wi-Fi and WiMAX have been playing an increasingly important role in the countries and/or country regions experiencing a deficit of basic terrestrial ICT infrastructure and/or where economic costs of extending fixed lines are too high due to remote location and/or sparse population settlement.  In most instances, however, they have been used to fill the connection gap bridging local networks.

Wi-Fi technology has been challenged by WiMax in the CIS.  This technology could be employed by both fixed line and mobile telephony providers, but it also can be used for setting up an independent WiMax network.

Differences in the physical Internet backbone infrastructure coupled with differences in per capita income between and within the UNECE member-states have been translated into disparities in terms of connection to and usage of the Internet. 

Connection to the Internet in the UNECE region has been provided from different platforms.   Available ITU data suggest that the most widespread type of access to the Internet in the EU member-states has been a wired access and, first of all, an Internet access via DSL.
The CIS and Eastern and Central European sub-regions have been lagging behind the EU most advanced countries in terms of the Internet connection, including broadband, although the situation has been rapidly changing as a result of national efforts and foreign capital penetration.

Apart from DSL providers, other operators also supply a broadband access to Internet, including via cable modem, Wi-Fi and/or WiMax.   On the whole, total number of subscribers to broadband Internet connection has been growing at the amazing speed, especially in Central and Eastern European countries and in some of the CIS

The impressive growth of the broadband Internet subscription in the UNECE region hides, however, the sharp unevenness of the broadband Internet penetration throughout the region.  Secondly, the gap between and within sub-regions in terms of the household connection to the Internet and PC penetration remains significant
Some researchers also noted that  extremely high costs of the Internet connection and services (in terms of per capita income or average monthly wage) in some CIS and Easter and Central European countries has been hindering the Internet subscription and usage growth. Thus, for example, in Kazakhstan, the unlimited dial-up Internet connection package offered by Kazakhtelecom cost about 86 euros per month , the unlimited ADSL connection – from 102.45 euros (at 64 Kbps) to 3278.57 euros (at 2048 Kbps) per month, and the unlimited cable Internet connection – from 9163.09 euros (at 3Mbps) to 24432 euros (at 10 Mbps) per month.  Taking into consideration that the average monthly salary in Kazakhstan was 292 euros (as of January 2007), it is not surprising that most of Internet users have been accessing the Internet at their work places

There were more than 50 million of the Internet hosts in the EU in 2006.  In terms of total Internet host number, Germany was ahead of the rest with almost 12 million of hosts.  The Netherlands and the United Kingdom occupied respectively the second (8 million) and the third places (6 millions).
  In Central and Eastern Europe, Czech Republic was the leader with more than 1.2 million of the Internet hosts (see table 13).  Among the CIS, Russia had the largest number of the Internet hosts, almost 2 million

Two trends dominate the present development stage of the ICT sector in the UNECE region:

1) a growing network interconnection, and

2) a convergence of different means of transmission of data and voice.

Both trends have been heavily intertwined as ICT producers, network operators and service providers have had to cope with growing competition, on the one hand, including from Asian NICs, and with the saturation of domestic consumer electronics market.  
Connectivity within the Internet
The ceaseless operation and growth of the Internet in the UNECE region is now critically dependable on the effectiveness and cohesion of policies relating to the interconnection of the component networks both within national and region administrative domains and between the world regions on the global scale

Moreover, as total number of networks within Administrative Domains (AD) and total number of ADs themselves increases, and the risk of destabilization grows, the issue of sustaining the stability of the Internet and its ability to provide reliant and ubiquitous interconnection becomes crucial and needs to be addressed collectively

Since 2005, the ASN consumption has been the largest in the RIPE area.  The ASN consumption growth has been driven by Russia, where total number of participating ASs/ISPs reached 672 in 2006 surpassing the UK (565) and Germany (529).
  On the whole, over the period of 1999-2007, the RIRs assigned total 33758 ASNs.

The UNECE member-states are among the leaders in terms of the base of domain name registrations.  According to the VeriSign Report, there were more than 240 ccTLDs in the world with total base registrations of 51.5 million by August 2007.  Of these 66 % were contributed by the top ten ccTLDs , including .de (Germany), .uk (United Kingdom), .nl (Netherlands), .eu (European Union), .it (Italy), .ch (Switzerland).
  In terms of absolute volume growth, ccTLDs of Germany, UK and the Nethrelands surpassed all the ccTLDs of Europe and Central Asia, but in terms of growth rate, it was .ru (the Russian Federation) that outstripped the rest of the region’s ccTLDs and reached a double-digit rate (see figure 49).  The German and the UK ccTLDs remain the largest, both at the world and regional levels.  Their combined share was 33% of all the world ccTLD base registrations in August 2007. 

One of the major challenges facing national domain administrations is cybesquatting, a phenomenon of storing domain names in order to profit by re-selling them later on at the prices higher than the prices at which they were initially bought. According to the U.S. federal law known as the Anti-Cybersquatting Consumer Protection Act of 1999, cybersquatting is registering, trafficking in, or using a domain name with bad-faith intent to profit from the goodwill of a trademark belonging to someone else.

IP addresses are another critical resource of the Internet.  Currently there are two types of Internet Protocol (IP) addresses in active use: IP version 4 (IPv4) and IP version 6 (IPv6), although routing over the Internet is done via IPv4 addressing scheme. 

Since 1999, the RIPE has made 18.6 IPv4 and 653 IPv6 address space allocations.  Its share in the cumulative total IPv4 and IPv6 address allocations made by all the RIRs was the largest, respectively, 33% and 49%.  In 2006, the RIPE allocated 60 million IPv4 addresses (an increase of 5.4 % over the year 2005) and 86 IPv6 allocations, less than in 2005.
  The largest number of the IPv4 addresses was received by France (21%) and Germany (18%).  Of the Eastern and Central Europe and CIS, Russia (5%), Poland (4%) and the Czech Republic (2%) acquired relatively large number of IPv4 addresses. 

With regards to IPv6 address allocations, the UK and Germany acquired the largest address spaces in 2006, respectively, 16% and 14% of total allocations made by the RIPE.  Of the countries of Eastern and Central Europe, Estonia and Poland were most active.  Their respective shares in total allocations of IPv6 were 4% and 3%

The RIPE member-countries have been ahead of other regions in adopting IPv6 with the UK and Germany leading the adoption process (see box 11). 

However, only few countries of the UNECE region have initiated the transition toward IPv6.

Internationalised Domain Names
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Since 2001 the deployment of IDN ccTLDs, as well as second level domain names within ccTLDs, has intensified.  In Europe and Central Asia the domain names and web sites in the following languages and corresponding scripts were found to be deployed, namely, Russian (Cyrillic) and Israeli (Hebrew).
PROBLEMS

The economic damage of the online violation of public norms born by the end-users is enormous.  Thus, according to the 2007 Consumer Reports, the likelihood and impact of 4 leading online hazards in the USA are the following
:

	
	SPAM
	VIRUSES
	SPYWARE
	PHISHING

	US incidence
	1 in 2
	1 in 5
	1 in 11
	1 in 81

	Average cost per incident
	n.a.
	$100
	$100
	$200

	Total damage
	n.a.
	$3.3 billion
	$1.7 billion
	$2.1 billion


On the whole American Internet users spent almost $8 billions over the last two years on computer repairing and part replacement as a result of virus infection and spyware.

The vulnerability of national infrastructure has also increased due to digitization and computerization. Computerized floodgates, power grids, confidential data of State strategic organizations are at risk, especially, in face of the terrorist attack.

The stakeholders

Since leaving the premises of research laboratory the evolving Internet has been increasingly affecting the life and activities of different social groups (civil servants, businessmen, youth and children, parents, researchers and educators, cultural communities and etc.).  Progressively, the ranks of those having vested interests in the Internet development have grown bringing new issues on the agenda of the global Internet Governance.

Contrary to a prevailing perception, the role of the Government in the development of the Internet in the UNECE region has been remarkable and multifaceted.

The outstanding contribution of the private sector to the Internet development is well recognized and appreciated.  Until recently it was able to provide technical and business solutions to most of the problems that were arising in the course of the Internet evolution, including some problems of the moral nature (for example, online abuse of minors). However, today the private sector needs partnering with other stakeholders in order to ensure fair competition in the cyberspace, access to emerging cyber markets, security and predictability and etc. – all those conditions that enable wealth creation activities.     

Because of the very nature of the private sector and its focus on profit maximization, it would be naïve to expect that the private sector alone could solve societal problems which are at the root of digital divides.   But it can provide technical ideas and contribute to solution of such problems if the right incentives are in place or in partnership with the public sector.  

In many countries in transition of the region ICT businesses are reluctant to the idea of collective bargaining and action, although, in some countries, the process of formation of business and/or professional associations has accelerated.  
Factors impeding the self-mobilization of business community in countries in transition include:

i) lack of organizational experience;

ii) lack of mutual trust;

iii) predominance of small and medium-sized firms among the ICT enterprises;

iv) absence of formal channels of public-private dialogue; in some instances,

v) monopolization and/ high concentration of real market power in the hands of few companies;

vi) attitudinal problems (reliance on support of friends or relatives; underestimation of the value of consulting and advising services); 

vii) corruption;

viii) high costs of self-organization and peering activities, both in terms of time and money.   

SMEs in most countries of the region have been lagging behind in the ICT uptake and, therefore, have not been active in pursuing their interests in the area of informatisation.  Such a situation affects the overall demand for ICT and Internet services in the region and, therefore, results in the loss of market opportunities due to a lower competitiveness of SMEs.   

There are a number of factors that hold back the ICT uptake by SMEs in the UNECE region:

· lack of ICT awareness;

· lack of financial resources;

· lack of ICT skills and digital literacy;

· high costs of ICT services.

In most CIS countries, NGOs representing Internet end-user groups are too few.  Similar situation exists in other countries in transition of the region. Their organizational capacity and financial resources are extremely limited to generate a noticeable impact on ICT policies and/or to effectively contribute to the Internet Governance.

This lack of knowledge and understanding of the Internet as a new and unique medium in its turn increases the risk of excessive politization of the issues which are purely technical in nature and could be solved by technical and not political means.  

CONCLUSION AND RECOMMENDATIONS

As it follows from the above analysis of the situation in the UNECE region, the development of the Internet has been extremely uneven across the member-states.  Even in most advanced countries of the region various digital gaps persist (between urban and rural regions and between social groups).  

On the demand side, a number of constraining factors appeared being responsible for the lack of affordability and access to ICT and Internet and, consequently, for digital differentiation between and within countries: 

a. differences in the availability of ICT/Internet physical infrastructure and, therefore, differences in the level of ICT and Internet penetration; 

b. differences in per capita income; 

c. unequal distribution of income, discrimination and/or mental barriers (like in the case of the elderly); 

d. high costs of the ICT equipment (hardware and soft ware) and services;

e. lack of awareness of the potential benefits associated with the ICT and the Internet usage;

f. lack of trust in the security of online economic transactions;

g. reluctance of businesses to uptake informatisation of their business operations;

h. a relatively low level of e-literacy and e-skills among population.

On the supply side, the most important impeding factors were identified as follows:

a. monopolization of the ICT sector, and, consequently, the lack of competition;

b. loopholes in and/or underdeveloped ICT institutional regime;

c. a lack of and/or restricted access of businesses to public financial resources;

d. insufficient and unstable level of public and private investment in the ICT/Internet infrastructure development;

e. bureaucratization of the decision making process and implementation of e-development strategies and plans of action;

f. a relatively high level of the ICT market entry costs.     

The exact combination of the demand and supply constraining factors varies from country to country and from sub-region to sub-region, resulting in differences in e-development priorities, means and methods of implementation of national e-development strategies.  By applying these as criteria the following country-groups could be distinguished:

a. Advanced countries (Western European and Northern European countries mainly) with a high level of ICT development and penetration.  Their main focus at this stage is to accelerate effective usage of ICT and the Internet by businesses and consumers and deepen the Internet penetration in order to gain in competitiveness of national produces and quality of life of the population.

b. Countries with the upper medium ICT development level (some Baltic, Central and Southern European countries).  Their main focus is on extending the Internet outreach horizontally and vertically by means of e-Governance, e-education and targeted e-Inclusion program.

c. Countries with the lower medium ICT development level (some Central, Eastern, Southern European and Balkan countries, including Kazakhstan, Ukraine, Belarus and the Russian Federation).  Their main focus is on horizontal extension of the ICT and Internet physical infrastructure, furthering and improving the institutional regime, digitization of public agencies and services, educational and research establishment.

d. Countries with the low level of ICT development and Internet uptake (most of the Central Asian, South Caucasus and some Eastern and Southern European countries).  Their main focus is raising awareness of the ICT and Internet, setting up an enabling institutional environment, widening the access to the Internet by means of PIAP. 

Some countries are too specific (Kazakhstan and the Russian Federation, for example) to neatly fall into the above classification.  The Russian Federation possesses enormous potential in terms of capabilities and, today, investment resources, which, under the right institutional conditions and by means of effective e-development policies and instruments, could bring this country back to the club of the leaders in the area of ICT research and development.  Kazakhstan with its huge territory and small population needs to heavily invest in both human capital and physical infrastructure in order to overcome a significant rural-urban and geographic digital divides. 

With regards to the Internet Governance, in many countries of the region, especially, in the CIS, some Southern European and Balkan countries, either the Government agencies alone and/or the Government with a very modest private sector involvement have been taking decision regarding the Internet.  Attempts of some professional or civil society non-profit groups to gain some influence in the decision-making process concerning various ICT and Internet development issues have not been very successful.  

Recommendations:

At the national level

· It is obvious that many countries in the region need bringing together all the interested parties into the process of decision-making and implementation of national e-development strategies and plans of action.  To meet this task the establishment of dialogue channels and negotiation mechanisms need to be designed and put in place within the framework of e-Government programs.

· Various public-private partnership schemes should be considered as a means of overcoming financial constraints and as a means of implementing national e-programs and projects. 

· Technoparks, ICT business incubators and free trade zones could be more widely and actively employed as a means of accelerating the ICT and Internet penetration.

· Public funding of ICT projects and programs should be made equally accessible to large and small businesses and procedures, including tendering, should be made transparent.

· International cooperation in the forms of outsourcing, contracting out, joint ventures and full foreign ownership could be considered as an alternative source of financing for overcoming the lack of domestic investment resources.

· Business angels supporting venture enterprising, especially, among special social groups should be encouraged, including by fiscal incentives, and publicly recognized.

· Large companies with own backbone ICT networks could be encouraged to cooperate more actively with local small and alternative ICT firms and ISPs in implementing local e-development projects. Central and local Governments could stimulate such cooperation by bringing big and small companies into public ICT projects and programs. 

· The establishing of local chapters of the Internet Government could be considered as a means to bring in all the stakeholders into decision-making process.  They could be instrumental in identifying effective and efficient solutions to local e-development bottlenecks.

· The Governments should focus on ensuring a high level of protection of the ICT and Internet critical resources, online business transactions and privacy.  Effective solutions could be identified by the private and civil society groups.

· The Governments should also undertake additional steps to raise the Internet awareness of the population.  Possibility to employ mass media channels (public TV, for example) and public ICT affordable training courses, including distant courses could be considered among the available awareness raising instruments.         

At the regional level

· The UNECE region has established a dense cross-country cooperation and interaction network, including in the area of ICT and the Internet development.  Further efforts are needed to bring these interdependent relations to another higher level.  In the area of ICT and the Internet development, cross-border cooperation programs and projects could contribute to furthering ICT development in the countries, which are regional ICT development laggards.  The experience of Estonia could serve as an example of how a country with a low initial level of ICT development could benefit from inclusion in the ICT network of a more advanced country.   There are other examples of successful cross-border cooperation (for example, between the Russian North-West region and the Nordic countries), which could be replicated by others.

· At the regional level it would be useful to set up a network of the national Internet Governance Chapters and an annual forum of the national chapters in one of the region’s country.  This could serve as a consultation channel and/or mechanism of the Global Internet Governance and provide the region and its stakeholders with an opportunity to participate in the Global Internet Governance.      

The UNECE

· The UNECE could further mainstream ICT into its current programs and projects.

Its contribution to the Internet development and governing could be magnified. The Commission could consider adding to its activities in promoting the development of transcontinental corridors another one – a transcontinental telecommunication corridor.  A good candidate to the role of a transcontinental telecommunication corridor is the Russian TransTeleCom fiber optic network, which is over 50,000 kilometers in total length, covers all the densely populated part of the Russian territory and links up western and eastern areas of the country.  The Russian Railways, who owns TransTeleCom, is currently developing a project to increase the network capacity in the Far East region. The project envisages the construction of the 2 200 km long DWDM line between BAM station and Vladivostok.  Another project is the construction of a seabed fiber optic cable linking the Russian Far East and Japan. 

· ICT pilot projects, which could contribute to the Internet penetration, could be considered within the framework of SPECA cooperation program. Particularly, the establishment of knowledge hubs in local languages either at the Commission premises in Geneva or in the UNECE sub-regions.  

· The Commission could also contribute to the development of standards and procedures aiming at raising the level of protection of the transport physical infrastructure, including ICT infrastructure.  It could bring together relevant national public authorities, private and international organizations (OECD and EU) to work on the issue of protection of critical transcontinental transportation and telecommunication infrastructure.  
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