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CITES electronic Permit Information 
Exchanges (EPIX)



2

The CITES permit and control of 
international trade in a Nutshell
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CITES: A Convention built on a permit

 Binding trade agreement for 183 Parties to 
control trade in endangered species 

 Trade is regulated through the issuance, 
exchange and control of CITES permits

 Permit ensures legality, sustainability and 
traceability of trade 

 The CITES permit is the key instrument of the Convention to 
control the trade in the species it protects



Illegal trade in wildlife

 Need for electronic CITES permit system to strengthen permit issuance 
and control processes and to fight illegal trade

 Estimated 5 – 20 billion USD illegal trade in wildlife 
(excluding marine & timber)

 Illegal trade in wildlife is now ranked 4th in 
transnational crime 

 Frequent patterns: 

 highly organized crime 

 laundering of illegal trade with legal trade

 passes through main ports and airports

 often use of fraudulent paperwork

 Criminals exploit gaps in the control systems 
(manual procedures, lack of electronic information 
exchange & risk management)
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CITES eBusiness standards



 Permit aligned to the UNLK

 UNECE Code list recommendations

 Electronic CITES permit data structure:  eCERT with mapping to WCO DM; 
eCITES standard is managed by the Convention 

 CoP18 (August 2019): Guidance for electronic equivalent of physical 
signatures and seals in CITES permits: 

CoP18 recommends Parties to apply UNECE Rec. 14 with additional 
specific conditions that an eCITES system must meet

CITES and Trade Standards



CITES definition of electronic Permit 
Information Exchange (EPIX) 

Definition: 

Electronic exchange of CITES permits, certificates 
between MAs of different countries. 

Annotation: 
 Electronic permit data structures as per eCITES Toolkit, 

Chapter 4.2 (CCL-eCERT mapping)

 Exchange between MAs: The assumed sender and 
receiver is an MA. The actual sender/receiver may be a 
different agency (SW operator, Customs, ..) but this 
agency will act on behalf of the MA (Black Box)

 A country may choose to exchange EPIX messages 
between it’s own Gov. Agencies (example MA and 
Customs). These exchanges are not considered  EPIX 
exchanges although the administrations may choose to 
use the EPIX standards. 
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EPIX Architecture: How are the 
permits exchanged?



Architecture: Central Hub or Point 2 Point*

*Note: Blockchain is not considered here
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The very basic processes in an EPIX  
exchange
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EPIX - Steps in an electronic permit exchange 



 Exporter request permit

 MA-Ex issues permit and sends permit ID and optional paper/PDF copies of 
the permit (no signature/seal) to Exporter

 Exporter sends permit ID to importer

 Importer submits permit ID in the Customs declaration

 Customs notifies MA-Im.  MA-Im sends electronic permit request to MA-Ex

 Ma-Ex sends electronic permit to MA-Im

 MA-Im sends electronic permit to Customs

* electronic workflows/exchange in red

12EPIX - Steps in an electronic permit exchange 
(cont.) 
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New: Guidelines for eCITES 
electronic Message Exchanges



 The CITES Convention designed the permit process as an end-to-end 
control process: exporting country, importing country and CITES 
Secretariat. 

 This requires back-and-forth communication between MAs, Customs and 
eventually the CITES Secretariat. 

 With paper based permits this process is not really working

 The objective of EPIX is to implement this end-to-end process

 This requires that all  Parties have a shared understanding of the process 
and know exactly who has to do what and when 

Guidelines for the exchange of electronic CITES Permits

Why do we need Guidelines for EPIX? 



Guidelines: Reference process description
15



Guidelines: Message types
16



Guidelines: Exemtion handling
17



Guidelines: SOAP calls
18



Guidelines: Exemtion handling (general)
19



 Drafted: UNECE and CITES Secretariats, CH, FR & CZ EPIX project teams

 Review and comments: 
 Shared with the team drafting the ePhyto guidelines

 EC DGENV (TRACES NT eCITES project)

 UNECE/ESCAP Task Force on EPIX Pilots 

 UN/CEFACT Agriculture Domain 

 Next steps:
 Presentation to the CITES WG on electronic systems and Information Technology

 Endorsement at CoP19

 Publication and next release:
 Q1/2021 joint UNECE & CITES publication

 Parallel: Guidelines for EPIX exchanges using a Hub (TRACES NT connectivity)

Publication of the Guidelines
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UNECE/ESCAP Task Force for CITES 
EPIX Pilots



A platform for Parties that want to 
proceed to implementations

https://uncefact.unece.org/display/themepressdemo/Task+Force+on+eCITES+EPIX+Pilots


24

Proposal to work on electronic 
authentication of PLC issued in  

paper format



For electronic CITES permits as per decision CoP18.125
1. Your eCITES system meets requirements of decision 18.125 

2. Your electronic permit contains the name of the persons that requested or approved the permit 

 Your CITES permit contains the electronic equivalent of the physical signatures and seals 

For paper CITES permits as per current practice of Singapore, Switzerland, UK
1. Your eCITES system meets requirements of decision 18.125 

2. Your paper permit contains the name of the persons that requested, approved the permit

3. Your eCITES system provides an online means to validate (check) the data in the paper permit

 Your paper permit contains the electronic equivalent of the physical signatures and seals 

See also: Switzerland notification to Parties 2019/045

Electronic signatures on CITES paper permits

https://cites.org/sites/default/files/notif/E-Notif-2019-045.pdf
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Secure online verification of permits: Fraud can 
be detected immediately and by anyone



Thank  you!

Markus.Pikart@UNECE.org
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