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Emerging Technologies and 
related Opportunities

• BlockChain
• Trusted cross border Data
• MSME in trade

• IoT 
• Olympic Games - Global events
• Smart Container

• Trade Data Pipeline 
• Shared data & processes



Purpose and Scope

Identify how existing and evolving
UN/CEFACT standards can support the use 
of emerging technologies to improve e-
commerce, trade facilitation and the 
international supply chain
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Blockchain Technology
Overview (annex)

What is blockchain?

• Distributed database or ledger that no-one 
controls (decentralized)

• Shared version of the truth (consensus) 
amongst multiple stakeholders (P2P) -
cryptography

• Incentives for all stakeholders
• Immutability / auditablity
• A powerful buzzword



Blockchain Technology
Overview (annex)

Principles and Concepts

• Digital signatures
• Document fingerprints  hash
• Nodes - computers on the network validate and 

sign new blocks (entries into the ledger)
• Blocks are linked back to previous blocks using 

the signature of the previous block, hence 
blockchain. 

• Tampering is difficult - at the very least noticeable
• Smart contract - a program executed by a 

blockchain network (computer with shared state) -
can encoded business logic (see: CII)

• Inter-ledger communication



Blockchain Technology
Overview (annex)

Public-Permissioned-Private Blockchains

• In public blockchains all data is viewable by all 
participants

• anyone can join ex. bitcoin, public ethereum network
• Private Blockchain 

• all data is private except to the relevant stakeholders 
(could include auditors)

• Permissioned Blockchain
• Adjustable rules for enterprise:

• writing to the ledger is restricted
• sometimes reading and writing

• Cryptographic Key Management
• who is permitted? What if they lose their keys?



Related Technologies

• Platforms & APIs
• It’s a business model and a technology
• 19,000+ on programmableweb.com – it’s a wave.

• Content addressable storage
• The signature of the thing is the address of the thing

• Internet of Things (IoT)
• Sources of data as « event streams » 
• Cryptographically signed data.

• Semantic Web & Ontologies
• More flexible way to infer meaning.
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Risks & Opportunities

• Risk: A plethora of ledgers.  
• Opportunity: Smart contracts for CEFACT 

processes
• Opportunity: cross-ledger interoperability

• Risk : A profusion of Platforms
• Opportunity: platform independent resource

discovery
• Risk : A torrent of Data

• Opportunity : Semantics for snippets and event
streams
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Context Model - Flows
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Context Model – Platforms & IoT
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Context Model - Blockchain
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”Perfect Pinot” (ABN:12345) is an Australian 
business – and a government verified 
“trusted trader”
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100,000 bottles of 2016 vintage each have a 
unique serial number and QR code

ABN:12345
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“Smart Tags” Ltd records each QR code in it’s 
blockchain anchored provenance system

ABN:12345
QR:998877
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Exporter “Fine Reds” negotiates a (blockchain 
notarised) deal with Chinese importer “Hunan 
Wines” for 10,000 bottles of “Perfect Pinot”. 

ABN:12345
Vintage:2016QR:998877
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Fine Reds looks up the e-invoicing API for Hunan 
Wines and sends a blockchain notrised invoice 
directly to Hunan wines’ finance platform.

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

Vintage:2016
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Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

The Fine Reds and Hunan Wines invoicing “ 
conversation” is notarised in the blockchain 

Vintage:2016
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Fine Reds grants access to their bank to the 
notarised e-invoicing conversation so they 
can get low cost finance.

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

ACK:445566

Vintage:2016
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Conditions of carriage require temperature below 
25Deg so Fine Wines engages “Cool Shippers” 
who have IoT instrumented containers

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

ACK:445566

Vintage:2016
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Cool Shippers provides Fine the container 
ID which Fine Reds uses to discover and 
subscribe to the IoT data feed. 

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

ACK:445566

DCL

Vintage:2016
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Cool Shippers provides Fine the container 
ID which Fine Reds uses to discover and 
subscribe to temperature alerts.

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

Vintage:2016
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Using notarised invoice and smart tag 
providence, the ACCI issues a blockchain 
notarised Certificate of Origin

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

Vintage:2016
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Cool Shippers authenticates and lodges an 
export declaration via Aus customs single 
window providing only the consignmentID

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566
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25DegC BIC:UQU:12876

COO:223344
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Customs discovers all related notarised 
data, approves the export declaration and 
records it in the inter-customs ledger.

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

COO:223344UCR:77665544
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Importer Hunan wines lodges a china 
customs import declaration with the same 
notarised UCR data and pays import duty

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

COO:223344UCR:77665544

AU:EXP:464646
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customs ledger, verifies import data, and pre-
clears the consignment.

Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

COO:223344UCR:77665544

AU:EXP:464646

CN:IMP:121223

DCL
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Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566

DCL

25DegC BIC:UQU:12876

COO:223344UCR:77665544

AU:EXP:464646

CN:IMP:121223

DCL

On arrival in Dadouku port, the cleared cargo is 
unpacked and temperature history is notarised. 
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Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL

INV:445566

ACK:445566
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25DegC BIC:UQU:12876

COO:223344UCR:77665544

AU:EXP:464646

CN:IMP:121223

DCL

Once scanned into the Hunan Wines 
warehouse, Fine wines bank releases 
trade finance for the consignment 

INV:445566
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Perfect Pinot
ABN:12345

Fine Reds
Hunan Wines
CT:665544

QR:998877 Vintage:2016

DCL
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ACK:445566
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25DegC BIC:UQU:12876

COO:223344UCR:77665544

AU:EXP:464646

CN:IMP:121223
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A customer in Hunan buys a bottle of perfect Pinot 
and scans the QR code to confirm authenticity

INV:445566



Three (3) Proposals

• A UN/CEFACT Architecture Reference 
Model

• Process Modelling to leverage emerging
technologies 

• Identify existing standards and develop
implementation guidelines for:

• Resource Discovery Framework
• Trade Data Semantics Framework
• Inter-Ledger Interoperability Framework 

[specific to blockchain]



Q&A



Thank you

Any contact information the presenters may 
want to add
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