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Traceability in power industry

The International Electrotechnical Committee (IEC) will present
how the power industry is evolving and using IEC standards leveraging

traceability standards for concrete purpose such as Asset Management,
Metering and Cybersecurity.




Evolution of power industry

Power industry is entering in a very complex world with a ‘phygital paradigm’
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Evolution of power industry

... with a need of digitalization along the whole product life-cycle
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Evolution of power industry

... and ‘digital twin’ standards

MAIN CONCEPTS OF THE DATA MODEL OF IEC 61850 - COMMUNICATION
NETWORKS AND SYSTEMS FOR POWER UTILITY AUTOMATION

The logical nodes (LN) is the heart of the
model, linking the physical device to the
logical device and its data
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Traceability in power industry — concrete examples

A comprehensive vision of the traceability needs based 0N IRM uerscereterence uose
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- Traceability can include the gperational tracking of an asset (merchandise, pallet, container), to know where itis on the supply chain
- Traceability can include regulatory compliance of merchandise, to ensure that regulations (economic, social or other) have been
respected, especially when crossing borders



https://fr.wikipedia.org/wiki/Organisation_internationale_de_normalisation
https://fr.wikipedia.org/wiki/Commission_%C3%A9lectrotechnique_internationale

Traceability in power industry — concrete examples

Traceability to improve cybersecurity... Security means defined for

Authentication and authorization
IEC 62351-1: Introduction
(RBAC - Role Based Access Control)

IEC 62351-2: Glossary

| IEC 60870-6 TASE.2 (ICCP)

Secure IP- based and serial

g8 | 1Ece0s705104 s ONPS
% 3 IEC 62351-3: Profiles including TCP/IP ) 3
5‘§ [ 1EC 60870-5-101 & Serial DNP3 communication
% e IEC 62351-4: Profiles including MMS and similar Payloads [ IEC 62351-7: Objects for Network Management |
8 | IEC 61850-8-1 MMS . .
&s Secure application level exchanges
~ O 5 ¥ .
3 E | |EC 61850-8.1 GOOSE / .9.25V IEC 62351-5: IEC 60870-5 and Derivates IEC 62351-8: Role based Access Control I
(= . . .
g E | |IEC 61850-8-2 MMS over XMPP IEC 62351-6: IEC 61850 Profiles | IEC 62351-9:Key Management I Isecurlty mon Ito rn g and event
© ogging
| IEC 61970 & IEC 61968 CIM I——’I IEC 62351-11: Security for XML Files | IEC 62351-14: Cyber Security Event Logging I

Test case definition

IEC 62351-90-1: RBAC Guidelines

IEC 62351-90-2: Deep Packet Inspection Guidelines for applying specific
SeCUrity measures

IEC 62351-100 Conformance Testing

-1: Focus on |IEC 62351-5 + IEC 60870-5-7

-3: Focus on IEC 62351-3 IEC 62351-90-3: Convergent IT/OT Sy rity Monitoring Guidi

-4: Focus on IEC 623514 IEC 62351-10: Security architecture guidelines for TC 57 systems

by utilizing or profiling
existing standards and
recommendations

-6: Focus on IEC 62351-6 IEC 62351-12: Resilience and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications

- Traceability can also include technical visibility of all the data exchanges, to ensure that the information has not been compromised
or changed




Traceability in power industry - Conclusion

No gaps identified at this pointintime

« Traceability standards should consider and be ‘resilient at scale’
due to the massive and increasing number of assets and

Information exchange

— Unique at scale (massive number of assets and information exchange)
—  Energy efficient at scale

 Use of Blockchain at scale in power industry is an outstanding question

IEC
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