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A. EXECUTIVE SUMMARY

1. Tamper-indicating sedls can have an important role to play in customs, nonproliferation, law
enforcement, and counter-terrorism.  Unfortunately, the tamper-indicating sedscurrently available, given
how they are typicaly used, can be quickly and easily spoofed by dmost anyone. High-tech electronic
sedls are not automatically better than smple mechanical sedls, and are often worse. Morerdiable tamper
detectionispossiblewith grestly enhanced training for sed ingtalersand inspectors, better sedls, and amore
thoughtful use of high-technology.

B. INTRODUCTION

2. Tamper-indicating sed s have been used by customs officidsfor over 7,000 years. Today, sedsare
widdly used to help counter theft, smuggling, sabotage, vandalism, terrorism, and espionage. Despite their
antiquity and modern widespread use, however, there remains cons derable confusion about sedls, aswell
as a lot of misconceptions, wishful thinking, doppy terminology, and poor practice. The absence of

meaningful normsand standards, together with the surprisingly limited amount of research and developmernt
(R&D) in the field of tamper detection, has also hindered the effective use of sedls.

3. The Vulnerability Assessment Team (VAT) a Los Alamos Nationd Laboratory has intengvely
studied tamper-indicating sedsfor thelast 12 years. We have engaged in vulnerability assessments, R&D,
consulting, and training for over two dozen United States government agencies and private companies, as
well asfor the Internationa Atomic Energy Agency (IAEA) and Euratom. The VAT hasaso analyzed over
200 different types of sedlsin detail. This pagper summarizes some of our conclusions, recommendetions,
and warnings regarding seals and tamper detection.

C. TERMINOLOGY

4, We encourage the use of the following terminology which is, unfortunately, not universal:

@ Security Devices

- tampering: gaining unauthorized accessor entry for the nefarious purposes such astheft, smuggling,
sabotage, vandalism, terrorism, or espionage.

- lock: adeviceto dday, complicate, and/or discourage unauthorized entry.
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sed = tamper-indicating sed: atamper-indicating device (TID) designed to leave non-erasable,
unambiguous evidence of unauthorized access or entry. (Unlike locks, seds are not necessarily
meant to resist access, just record that it took place. Indeed, some sedls are made of paper or
plastic and can be easily yanked off a container; thisdoes not necessarily makethem ineffective as
sedls) Seds must be inspected before there can be a determination of whether tampering has
taken place. There are different types of seds:

passve sedl: ased that does not rely on batteries or eectrica power.

active sedl: an electronic or electrooptic seal that uses batteries or electrical power. Active
sedls are usudly more expensive than passive sedls, but are often reusable.

barrier sedl: asingle, hybrid security devicethat isboth alock and ased. For many applications, it
is better to use agood lock in conjunction with agood sed if both functions are truly necessary.
Thisis because abarrier sedl isusualy acompromise, neither the optimum sedl nor the optimum
lock for a given application. Moreover, barrier sedls tend to confuse users with their multiple
pUrposes.

trap: acovert sed. With atype 1 trap, theintruder becomes aware of the trap only after engaging
in the unauthorized access, a which point it isidedly too late to cover histracks. Inatype 2 trap,
the intruder is never aware of the existence of the trap, ether before or after tampering has

occurred. A trap issaid to be tripped when it has recorded unauthorized access or entry.

intrusion detector: a device that reports unauthorized access or entry in red-time (immediaely),
rather than at the time of ingpection as seds do.

tamper detector: ased.

Sed Vulnerability Terms

ingpecting asedl: checking the sedl for evidence of tampering.

sedl reader = sedl verifier: adevice (usudly dectronic or optical) that checksased for evidence of
tampering.



TRANSWP.30/2003/13

page 4

(©

postmortem exam: returning a used sed from the field and examining it further for evidence of
tampering, usng low-tech and/or high-tech methods and forensics. Postmortem exams are
expengve and time-consuming, but can grestly increase the odds of detecting tampering.

sed (use) protocols: theofficia and unofficia procedures used for seal manufacture, procurement,
shipping, Storage, accounting, installation, inspection, removal, disposd, reporting, interpreting, and
traning. A sed isno better than the protocols for using it.

defesting ased: opening ased, then resedling (using the origind sedl or acounterfeit) without being
detected. Smply cutting ased off acontainer isnot autometicaly the same asdefegting it, Snceits
absence or the damage done to it can be noted by the seal inspector.

attacking ased: undertaking a sequence of actions designed to defedt it.

backdoor attack: an attack where an adversary modifiesthe sedl prior to useto makeit easier to
enter surreptitioudy &t alater time.

vulnerability assessment: discovering and demonstrating waysto defest a security device, system,
or program. May include suggesting counter-measures and security improvements.

Tegs

tag: adevice, or an gpplied or intrinsc festure, used to uniquely identify an object or container.
Becausethey have amilar attributes, sealsare sometimes used as security tags, and security tagsare
sometimes used as sedls. The different types of tagsinclude:

inventory tag: atag meant only for accounting purposes, when there is no nefarious adversary.

anticounterfeiting tag: a tag attached to an object or container that is difficult or expendve to
counterfeit, but for which lifting (see below) is not a concern.  Often used to inhibit product
counterfeiting.

Security tag: atag designed to be difficult or expensiveto counterfeit, and that has tamper-indicating
features so that lifting attempts can be detected. Often interchangeable with tamper-indicating seds
(and vice versa) because of their tamper-indicating features.
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buddy tag: atoken that is difficut or expensveto counterfeit, but that isnot meant to be attached
to, or even adjacent to, the unique object it is partnered with. Often used to demonstrate you
possess a particular object without having to present that object.

lifing atag: removing atag from one object or container and placing it on another, without being
detected.

defeating atag: counterfeiting or lifting the tag, without being detected.

attacking atag: undertaking a sequence of actions designed to defest it.

Terminology not to Use

TheVAT grongly discourages use of thefollowing terminology becauseit ismideading, confusing,

and demondtrates alack of understanding of tamper detection fundamentals:

“tamper-proof” sed: Thistermisludicrous. Sedls are not meant to be unaffected by tampering,
they are meant to readily record it. Moreover, there are no security devicesthat areimpossibleto
defeat, and even if there were, absoluteinvincibility in unprovable. “Tamper-indicating sed” isthe
preferred term.

“tamper-resstant” sed: This terminology is Smilarly mideading because sedls are not meant to
resist tampering, but instead indicate when it has occurred. “ Tamper-indicating sed” isthe preferred
term.

security sed vs. tamper-indicating sed: Thereis (unfortunately) a distinction often made between
barrier sedl's, which are said to provide security, and tamper-indicating sed's, which supposedly do
not. Such reasoning, however, is confused. Tamper detection is a legitimate security function.
Thus, al seds provide security—even if made only of flimsy paper or plagtic, and dl seds are
tamper-indicating.

antipilferage sed:  while tamper-indicating sedl's can help detect pilferage they do not prevent or
resst it, except perhapsin some vague psychologica sense.
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D. WHY USE A SEAL INSTEAD OF A LOCK?

6. All locks can be defeated, even by determined amateurs, usudly quickly.

7. Locks require complicated and expensive key-control or combination-control procedures. The
keys or combinations can represent additiona vulnerabilities.

8. After locking up cargo, a package, container, railcar, truck, or transportainer, the key or
combination must be present at, or sent to, the receiving location.

0. Sedls are usudly cheaper than locks.

10.  Sedsareoften easier and fagter to remove than locks, including in emergencies.

11.  Sedsareusudly lighter and smdler thanlocks, something particularly important for cargo shipments
and courier packages.

12.  There are many applications where knowing that tampering has occurred is more useful and
practica than trying to stop it, e.g., tampering with over-the-counter pharmaceuticals or food products.

13. Mogt locks are not very effective at recording tampering.
14.  Whereas arobust lock may encourage an adversary who does not care about theintruson being
detected after the fact to damage the container, vehicle, transportainer, or railcar to gain entry, ased may

encourage the adversary to enter through the door, causing no damage except to the sedl.

15.  Theremay beadditiond security, ssfety, and economic reasonswhy wewould prefer the adversary
to enter through a given portd, rather than from any random direction.

16.  Sedsgivesecurity personne areasonto carefully inspect the container and surrounding area, witha
potentid improvement in overal security.

17. Locks are not covert, whereas sedls (i.e., traps) can be.

18. Many sedls are more corrosion resistant than locks, and (passve) seals may perform better under
extreme environmenta conditions.
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19. Locks usudly require a hasp and provide only porta security. Whilethisisaso the casefor many
traditional seals, some sedls, including newer designsin the prototype stage, do not require ahasp and can
provide volumetric security.

E. WHY USE A SEAL INSTEAD OF AN INTRUSION DETECTOR?

20.  Many applications do not require real-time notification of unauthorized access or entry.

21.  Sedsareusudly much less susceptible to false darms—traditiondly a very serious problem with
intrusion detectors.

22.  Sedsareusudly much cheagper, smdler, and easier to inddl.

23. Intrusion detectors require a source of eectrica power. Many seds do not.

24.  Intrusion detectorsrequire somekind of continuousone-way or two-way communication channdl.
This greetly complicates things, adds to the cost, and crestes rdiahility problems, especidly for moving

cargo.

25.  Smultaneoudy monitoring multiple moving containers, vehicles, railcars, or transportainersfor red-
timeintruson can be extremdy impracticdl.

26.  Sedlsare more practical for small packages or containers.

27. Sedsare easy to use on an ad hoc basis, and (unlike intrusion detectors) can usudly be added for
extra security without impeding existing security messures or layers.

F. TYPESOF SEALS

28.  Thereare at least 5,000 different commercidly available sedls. Most seals can be categorized as
belonging to one of the following 11 categories (though there is some overlap):

€) wireloop sedl: Thispassve sed consstsof onewiretwisted around oneor morewires. Thewire
bundle is then passed through the hasp of a container or door to be secured. A metd or plastic
head or housing then crimps, traps, or irreversibly capturesthe ends of thewirebundle. Seefigure
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1. Thelead-wire sedl (second from left in the figure) isthe cdlassc example of thistypeof sed. A
blob of soft lead is used to crimp the ends of the wire bundle.
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Lead-wire sedls, however, have fallen out of favor because of the poor security they offer and
because of the hedlth and environmenta problems presented by lead. Other, safer soft dloysare
sometimes used instead.

Figure1l - Examplesof wireloop seds

(b) meta cablesedl: A larger and sturdier version of thewireloop sedl. Seefigure2. Aircréft cableis
used, with each end crimped or irreversibly clamped into ahead or housing. Because of its greet
resistance to force, thisis abarrier seal—part lock and part sedl.

Figure2 - Examplesof metd cable sedls
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(© plastic strap or ribbon sedl: A one-piece plastic molded strap with one end that snapsirreversbly
into a head or housing on the other end, after the plastic strap is passed through the hasp of a
container or door. Examplesof theseinexpensvesedsareshowninfigure 3. Thistypeof sedl has
the advantage thet it islesslikdly toinjure personnd or damage equipment coming in contact with
sealed moving containers than is the case with meta sedls.

L fQ - g

Figure 3 - Some plagtic strap sedls (top) and metal ribbon seals (bottom).

(d) meta ribbon (car-box or car-bal) sed: A sed madefrom sheet metd. Seefigure 3. Oneend of

the ribbon snaps irreversbly into a head on the other end. Popular for use on railcars. Though
robugt, thisis not abarrier sedl.
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(e bolt sedl: Seefigure 4 for examples. Thisisabarrier sed congsting of astrong bolt with each end
larger in diameter than the hasp. Onehdf isdesigned to snepirreversbly into the other haf through
the hasp. These barrier sedls are popular for use on trucks and transportainers. Bolt sedls can
usualy withstand substantia force without opening.

Figure4 - Someexamplesof bolt sedls. The sedl on theright contains a bar code.

® padiock sedl: A “sdf-locking” metal or plastic sedl that looks like a padlock. Intended for one-
timeuse Seefigure 5. Despite the name, these are sedls, not locks. They are often used on
resdentia and commercid utility meters.

Figure5 - Some examples of “padiock” sedls.
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adhesive label sedl (adhesivetape sedl or pressure-sengtive adhesve sedl): These sedsare sticky
|abel sthat become damaged if removed from what they are stuck to. Examplesareshowninfigure
6. They are often used astags. These types of sedls are inexpensive and easy to use, but do not
typicaly provide high levels of security, nor are they very robust.

Figure6 - Some low-cogt, pressure-sengtive adhesve labd sedls.

(h)

(i)

)

frangible sedl: Thistype of sedl isoften used for tamper- evident packaging, such asfound on over-
the-counter pharmaceuticals. The sed materid, which can be afilm, fail, dried paste, or plastic
cap, fractures or ruptures when the container is opened.

(passive) fiber optic sedl: The cable is an optica fiber or bundle of optica fibers. Cutting the
optica fibers changes their light transmission or other properties.

(active) fiber optic sedl: In an active fiber optic sedl, light pulses are sent down the optica fibers
continuoudy, a number of times per second. If the optica fibers are cut, the light pulses fail to
complete the loop and thisis detected by the dectrooptics. Thistype of sed istypicaly reusable.
Seefigure 7.
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(k) (active) dectronic sed: This type of (typicaly reusable) sed is battery powered and checks
continuoudy for tampering. Seefigure 7 for an example.

Figure 7 - Three examples of active sedls.
G. VAT FINDINGS

29.  The Vulnerability Assessment Team (VAT) a Los Alamos has andyzed 213 different tamper-
indicating sedls in detail, both government and commercid. These sedls run the gamut from inexpensive,
low-tech sedls, through expensive, reusuable, high-tech active sedls. The unit cost of the sedlsvariesby a
factor of morethan 10,000. Most of these sedlsarein widespread use. About half are currently employed
in applications that can reasonably be consdered “ critica” or “high security”. At least 16% of the sedlsare
currently in use somewhere in the world for nuclear safeguards.

30. Inthe course of thiswork, the VAT has determined that al of these sedls, at |east they way they are
conventionaly used, can be defeated quickly using only low-tech methods, tools, and suppliesavailableto
amogt anyoneat low cost. Figure 8 showsthe percent of these 213 sealsthan can be defeated in lessthan
agiven amount of time by oneindividua, working done. For some of the attacks, having an assistant would
Speed up the attack, while for other attacks, an assstant just getsin the way.
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Figure 8 - The percent of seds that can be defeated in less than a given amount of time by one wdl-
practiced attacker, working done, usng only low-tech methods, tools, and supplies.

31l. Tablelshowsaverageresultsfor the sed defeats. Note how quickly the attacks can be completed
on average (< 3 minutes), the low cost of the tools and suppliesneeded ($144), and thelow margina cost
of the attacks (42¢). (The margind cost isthe cogt to attack another sedl of the samedesign. Thecostis
very low because the tools and supplies can typicaly be reused.) Note dso that the VAT could devise
successful attacks very quickly (lessthan 5 hours on average), though it often took considerably longer to
practice the attack enough to become highly proficient.

attribute mean median range
(average) (mid-point)
defeat time 2.7 mins 1.0 min 1 sec to 45 mins
attack cost $144 $5 2¢ to $4800
marginal attack cost 42¢ 9¢ 1¢ to $40
Time to devise attack 4.8 hrs 12 mins 1 min to 240 hrs

Table1l - Reaultsfor the fastest successful attacks on 213 different sedls.
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32. Figure 9 (a log-log plot) shows that expensve sedls, such as high-tech electronic or electrooptic
seds, arenot substantially superior to inexpensive, low-tech passive seds. The defeet timeis shown plotted
asafunction of seal cost for 307 different attacks on 213 different sedls, at least one attack per sedl. The
correlation is very weak (linear correlation coefficient of r=0.14). Infact, adding $1 to the cost of ased

only increases the defeat time by less than 2 seconds on average.
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Figure9 - Seal cost isnot agood predictor of vulnerahility.
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Figure 10 - You can not outspend the adversary.
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33. Figure 10 (above) demonstrates that the cost to the adversary of thetools, materias, and supplies
needed for an attack depends little on the cost of the sed. The correlation is again very weak (r=0.03).
Adding $1 to the unit cost of ased only increases the cost of an atack by an average of 27¢.

H. CAVEATSABOUT ACTIVE SEALS

34. Passive sedls require a great deal of manua labor to ingpect. Many sed users hope that by
replacing passive sea swith active (el ectronic or eectrooptic) sed's, or using high-tech sedl readers; they can
reduce the time and labor needed for ingpection. In our experience, however, the active sedls and sedl
readers currently available tend to require more effort from sedl ingtallers and inspectorsfor agiven leve of
security than Smple mechanica sedls. Indeed, high-tech sealsand seal readerstend to be susceptibleto a
wide variety of smple physica attacks because:

@ An active, high-tech seal must be physicaly coupled to the real world.

(b) The stlandoff distance possible with some high-tech readers usually decreases the chancesthat the
sedl ingpector will carefully and holigtically examine the scene for evidence of tampering.

(© High-tech devices provide more legs for an adversary to attack.

(d) The high-tech features often become adisiraction and/or fail to addresscritical vulnerability issues.

(e Security still depends on the loydty and effectiveness of the sed user’s personndl.

® Users often do not understand high technol ogy—aserious vulnerability that adversaries can exploit.

(9 Devedopersof high-tech security devices often havethe wrong expertise for real-world gpplications

(h) Developers and users often focus on the wrong issues.

()] High-tech devices are subject to the “ Titanic Effect”—arrogance and overconfidence associated
with high technology.

35.  Now itisamog certainly true that high-tech, active seals have the potentia for providing more
effectivetamper detection than smplemechanica sedls. Wedo not believe, however, that this potentia has
yet been redlized in existing products, or in how these seals are typicaly used.
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36.  Active seds are dso hampered, in contrast to passive sedls, with issues of battery lifetime and
replacement. The performance of active devicesunder extreme environmental conditions, and how they fall
when the battery power gives out, can aso create significant vulnerability and logigtics problems.

37. Moreover, active sedl stend to be much more expengvethan passve seds. Intheory, their ability to
be reused can overcome this limitation. In practice, however, cargo thieves or vandals who do not care
about their intrusion being detected after the fact may stedl, damage, or destroy the active sedl inthe process
of breaking and entering. This can create havoc with the economics of reusable sedls, and can even bean
effective ddiberate attack strategy on the part of an adversary to discredit active sedls.

38.  Whenevduaing theeconomicsof active (or passve) sedls, many sedl usersfocuson the unit cost of
the sedl. Bear in mind, however, that costs associated with sedl procurement, storage, inspection, record
keeping, and training are typicaly more sSgnificant.

39. A recenttrend that should be viewed with some suspicion involves adding high-tech componentsto
exiding passve sed desgns. This can include, for example, the use of passve radio frequency (if)

transponders (figure 11), bar codes (figure 4), or eectronic contact memory (e.g., iButton) devices (figure
11). Thesedlow the sedl identity (serid number) to be read automatically in a non-contact manner (for rf
trangponders or bar codes) or via brief contact (for eectronic contact memory). The intent is to

“modernize’ agiven passve sed desgn, improve security, and makethe sedlseaser and quicker touse. In

our view, however, the gpproaches currently being used actudly make attacks easier for an adversary, and
typically result in a decreased probability of detecting tampering. Transponders, bar codes, and iButtons
need to be usad in amore intelligent manner for tamper detection than we are typically seeing.



TRANS/WP.30/2003/13
page 18

Figure11 - Twocommercid passverf trangponders (top), and acontact memory device (iButton) on the
lower left. These do not require battery power, but instead get their electrica power at thetimethey are
read. They then report aunique serid number to thereeder. (Thereader istypicaly afew cm from therf
transponders, but must touch the iButton.) Mindlesdy adding these devices to a passive sed does not
increase the chances of detecting tampering, and may actually decrease the chances.

40. Itisaso common to assume that adding sophisticated encryption or digital authentication capablities
to an active sed will Sgnificantly improve security. Thisisusualy afdlacy. Encryption and authentication
are useful for securing communications between a sender and receiver location that are themselves
physicaly secure. Encryption or authenticationisnot useful if the adversary can compromise the sender (or
recaiver). Once an adversary gets insde an active sed, he can tamper with the encryption eectronics or
software, or even get direct access to the raw, unencrypted data. Even if an adversary does not open a
sed, however, he may be able to break the cipher or authentication agorithm. The security of common
ciphers or authentication agorithmsis usudly overestimated.

41. Finally, people concerned with cargo security often tout the use of aGloba Postioning System
(GPS) for tracking moving cargo. Thisisauseful approach for cargo inventory, but it is crucid to bear in
mind that GPSisnot an intringcally securetechnology for most users. Itistrivid for adversariesto block or
jam, and rdlatively easy to counterfeit, the (non-DoD encrypted) GPS satdlitesgndsavalableto the public.

GPS cargo tracking systems that encrypt or authenticate the latitude and longitude information before
relaying it back to headquarters do not solve the underlying problem that the origind GPS satdllite sgnds
available to non-DoD users are not safe from spoofing.  There is minima benefit to encrypting or
authenticating raw data that an adversary can readily spoof in the first place.
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J. GUIDELINES, NORMSAND STANDARDS

42.  Thereislittlein the way of useful guiddines for how to choose or use sedls, though some of the
references at the end of this paper offer generd suggestions. There are no widely accepted norms or best
practices for sedl use. Indeed, in our experience, most sedl users employ poor use protocols, even for
critical applications. Few know how to choose a sedl for a given gpplication. Most are unaware of the
vulnerahilitiesof the sedlsthey are using, and few providether sed ingtalersand ingpectorswith the hands-
on training needed to reliably detect tampering.

43.  Contributing to the problem isthefact that few manufacturersor vendors of sedls provide sufficient
information for customersto usethelr products effectively. Some makeexaggerated or blatantly fseclams
for their products.

44.  Thereiscurrently no fundamenta theory of tamper detection, only minima guiddinesfor sed use,
remarkably little research and development in the area, and no meaningful gandardsfor seals. Someof the
existing guidelines and standards are listed at the end of this paper. None adequately address how to
chooseor useased, compare sed performance (beyond mechanica strength and environmenta durakility),
test sedl vulnerabilities, or train sed ingdlers and ingpectors. Given the generdly poor understanding of
tamper detection, the VAT is skeptica that useful standards can be developed at thistime. Attemptsto
develop standards are, in our view, likely to creste more problems than they solve.

K. CONCLUDING REMARKS

45, In the experience of the VAT, high-tech, active sedls are not automatically better than smple,
passive, mechanical seds. Sometimes, they areworse. High-tech sedls however, do have sgnificant unmet
potential.

46.  The VAT isconvinced that a modest seal used correctly can provide effective tamper detection,
while any sed (even if high-tech) that is used poorly will not. The key, in our view, is practical hands-on
training for sed inddlers and ingpectors. In particular, sed inspectors must understand the vulnerabilities
and mogt likely attack scenarios for the specific sedls they are usng—and actively look for those attacks.
They must have hands-on training that gives them an opportunity to see examples of attacked sedls.
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47. It would aso be helpful if better sedls were available. While there are many possible ways to
improve sed designs, there is unfortunatdly little research and development currently underway in either
indusiry or government to improve seals and tamper detection with an emphasis on improved security.

Disclaimers

The views expressad in this paper are those of the author and should not necessarily be ascribed to Los
Alamos National Laboratory, the United States Department of Energy, or the United States Government.

The sedlsand commercia products shown in the figures were chosen a random as examples. Whether a
particular product appears in these figures or not should not be construed to have any sgnificance or

implications in regards to that product’s performance, suitability, vulnerabilities, or whether it has been

andyzed by the Vulnerability Assessment Team (VAT) a LosAlamosNationa Laboratory. TheVAT has
access to many more sedls than it has anayzed.




