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1. Four challenges of the NSTAC

Central data management facilities,
Comprehensive window for statistics usage

3

On-demand 
tabulation 

service

On-site use 
utilizing remote 

access

Statistics 
concierge

Offer of the 
tabulation tables 

that matched needs

On-site facilities users
(Researchers etc.)

Raw Data
Construction of the 

use environment

Public use 
microdata

Experience of 
statistical analysis, 

Enhancement of 
statistics education

Students,
programmers

全国 北海道 青森県

Ａ 農業，
林業

Ｂ 漁業 ・・・
Ｔ 分類不

能の産業
Ａ 農業，

林業
Ｂ 漁業 ・・・

Ｔ 分類不
能の産業

総数（15歳以上） 1260195 282123 435711 378886 977285 222123 375711 379451 282910

男 656876 157533 255536 209623 532692 127533 225536 179623 124184

Ａ 管理的職業従事者 191416 11403 92070 58684 132157 1403 82070 48684 59259

Ｂ 専門的・技術的職業従事者 220767 59498 100784 55346 185628 49498 90784 45346 35139

・・・

Ｌ 分類不能の職業 244693 86632 62682 95593 214907 76632 52682 85593 29786

女 603319 124590 180175 169263 444593 94590 150175 199828 158726

Ａ 管理的職業従事者 228003 22245 91360 91532 175137 12245 81360 81532 52866

Ｂ 専門的・技術的職業従事者 178185 56636 37478 77731 141845 46636 27478 67731 36340

・・・

Ｌ 分類不能の職業 197131 45709 51337 127611 35709 41337 50565 69520

15～
19歳

1185020 245179 381871 178115 902184 225179 361871 315134 282836

男 553244 146415 184967 178115 479497 136415 174967 168115 73747

Ａ 管理的職業従事者 223239 91348 80092 54987 196427 81348 70092 44987 26812

Ｂ 専門的・技術的職業従事者 198228 30820 63136 100098 164054 20820 53136 90098 34174

・・・

Ｌ 分類不能の職業 131777 44247 61739 43030 119016 34247 51739 33030 12761

女 631776 98764 196904 422687 88764 186904 147019 209089

Ａ 管理的職業従事者 234761 78719 97074 24329 170122 68719 87074 14329 64639

Ｂ 専門的・技術的職業従事者 170529 16900 16617 94245 97762 6900 6617 84245 72767

・・・

Ｌ 分類不能の職業 226486 23145 103213 58445 154803 13145 93213 48445 71683

20～
24歳

626331 162330 115462 227750 475542 152330 105462 217750 150789

男 626331 162330 115462 227750 475542 152330 105462 217750 150789

Ａ 管理的職業従事者 297975 76392 74027 81633 202052 66392 64027 71633 95923

Ｂ 専門的・技術的職業従事者 211700 80929 36018 69976 156923 70929 26018 59976 54777

・・・

Ｌ 分類不能の職業 116656 25009 25417 96141 116567 15009 15417 86141 89

Researchers,
local official 

entities

Statistics users

Appropriate 
information,

Guidance of the 
statistics service
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On-site use of statistical microdata

Dedicated servers

Operates virtual PCs 
by remote control

Displays the tabulated/analysis results.

Monitoring 
camera

(Central-data-management facilities)

National government 
offices and ministries

(survey conductors, such as SBJ)

Users

On-site facilities On-site facilities

On-site facilities
On-site facilities

Decides on 
permission for 
application for 
use and taking 

data

 Registration for  the questionnaire information.
 Entrusts necessary related business, such as 

service counter, to NSTAC.

SINET
(Uses the VPN service)

Administrator

Conceptual Diagram of on-site use utilizing remote access

(Using memory equipment, such as a 
USB memory stick, is prohibited and 
it cannot be used.)

Formality examination is conducted 
when taking data

↓
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NSTAC Virtual PCs

Users

 Service counter
 Formality check  of  application for use, and 

formality examination of taking data
 Management of the data and system, etc.



On-site use of statistical microdata

Merits of on-site use

It must be the use of microdata in  research 
deemed to provide a public-benefit.

Researchers are responsible for ensuring 
security at large.

User needs to obtain permission by 
submitting an application for use including 
the detailed design of tabulation and 
analysis.
Only the minimum information required for 
the designed analysis is provided.

Use
condition

Appli-
cation

Micro-
data

It must be the use of microdata in research 
deemed to provide a public-benefit.

Facility installation personnel are responsible 
for ensuring a secure environment.

User burden is reduced by simplifying the 
application for use.

All the information is available for use.

Future (on-site use)Present (provide with DVD)

Exploratory and 
creative research is 

difficult.

Exploratory and 
creative research is 

possible.

6

Security Security

Use
condition

Appli-
cation

Micro-
data
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Security Security

Use
condition

Appli-
cation

Micro-
data

However, we would like to consider a benefit of off-site users.

solution

Secure Computation System 
+

SDC software  τ-ARGUS



τ-ARGUS is general-purpose confidential processing software that can 
protect statistical tables by GUI operation. 
The latest τ-ARGUS is version 4.1.5. 
• The primary confidential method

(𝑛𝑛,𝑘𝑘) rule
𝑝𝑝% rule
Minimum frequency rule

• The secondary suppression method
Hypercube/GHMITER method
Optimal method
Modular approach
Network

http://neon.vb.cbs.nl/casc/tau.htm
8



The verification subject is Table #2 (Two-or-more-person Households and Workers'
Households from the 2009 National Survey of Family Income and Expenditure) in
the special tabulation by the Institute of Economic Research, Hitotsubashi
University (Kinoshita and Sakashita, 2014).

9
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• Store secret data with both confidentiality and availability.(Secret sharing)
• Conduct statistical analysis without decrypting data.

oeiaIJ30fe 3rjaU($hj JP"(Rh3h
fek3)j3pa j3aj)H"op Mj3i8Y$h
fkap039K 3j32IHO" j("h2Z8H"
・・・・ ・・・・ ・・・・

A;a#;22d 30km#=; 0K#=:+#

3.*2@p30 Xmm3h+ ‘#jk3kdle;
qs93m{3] 309KDl# alakj3WW
・・・・ ・・・・ ・・・・

Akk3nl3l# 3kkF)i3fa akKF;saa

l3k30fkD* k3kF)k3f ‘CKkkeffa4
1le;Ffkaa annF+l3 al30FFW
・・・・ ・・・・ ・・・・

Divide data into 
a number of 

pieces

Secret 
Sharing

Secure 
Computation

Can not get any information
from a single piece

Original data

Statistics

3. What’s Secure Computation?

John. Age: 30, male
Alice, Age: 28, female
・・・・・・・

Compute 
without 

decryption

Piece B

Piece A

Piece C

Original data

John. Age: 30, male
Alice, Age: 28, female
・・・・・・・
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Secret Sharing

• Data providers generate 𝑛𝑛 (e.g., 𝑛𝑛 = 3) fragments and send 
them to each storage server individually
─ Secure: The original data can be kept secret even if stored data in 

a storage server is leaked
─ High available: The original data can be restored even if up to 𝑛𝑛 −

𝑡𝑡 (e.g., 𝑡𝑡 = 2) storage servers are crashed

Original data: 𝑎𝑎

𝑟𝑟, 𝑠𝑠 𝑎𝑎 − 𝑟𝑟 − 𝑠𝑠, 𝑟𝑟

𝑎𝑎 − 𝑟𝑟 − 𝑠𝑠, 𝑠𝑠

Data providers

Storage server X Storage server Y

Storage server Z
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Protection of original data by Secure Computation

Data owners

A

Original
data

B

Original
data

Data users

Store three piece of share 
which made from original data.

Server 
manager 1

Store

Store

Cannot get any info 
about original data

Server 
manager2Server 

manager3

Never disclose original data to server manager.
→ The data is protected by Secret Sharing in Secure Computation.
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Cooperation between τ-ARGUS and Secure Computation
“Data registration”

• The data is registered to the secure computation system in the following flow.
→The Registered data‘s safety is ensured by the secret sharing scheme does not 
cause encryption compromise.

Original 
data

Data is divide into three pieces share.
(From the one share you cannot get 
any information about original data.)

Secure Confidentiality

Register
Information leakage 
form the each server 
is prevented by secret 

sharing scheme.



14Copyright©2017 NTT corp. All Rights Reserved.

SDC added data

out
put

Cooperation between τ-ARGUS and Secure Computation
“Data output”

• The flow for outputting the summary table with SDC from the secure computation 
system which the data is registered safely.
→Addition of SDC using τ-ARGUS is carried out on “semi-trust area”.

File Form
at 

Conversion
Extract-
ed data

Semi-trust area
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• Please see a demonstration
Cooperation between “Secure Computation” and
“τ-ARGUS”.

• The demo scenario is as follows
① Output a summary table using Secure 

Computation.
② Write the summary table to csv file.
③ Convert file format from csv, to the τ-ARGUS 

required.
④ Input the data to τ-ARGUS the add SDC.

4. Demonstration
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5. Conclusions and Future works

• Conclusions
− We performed the making of the table using encrypted files 

and the suppression verification by the function of τ-ARGUS.
− The usefulness of τ-ARGUS by applying the suppression rules 

suitable for the statistical tables was confirmed.
− Showed demonstration of Cooperation between “Secure 

Computation” and “τ-ARGUS”.

• Future works
– The feature of this research is to make automatic processing 

by a concatenate secure computation system with τ-ARGUS 
which has a tabulation function. 

– We will consider changing the language of τ-ARGUS into 
Japanese.
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